[bookmark: _105s7by7cg9]GuardSaaS API
GuardSaaS API - a set of GET/POST requests that are sent over the http protocol to the server. In the server's response, the results of executing commands are sent in the mostly in JSON format.
The client must allow the use of cookies and work within one session.
When the work is done, the client must perform logout.
[bookmark: _w4977ctgywcp]Authentication
Authentication in the system performs in 2 steps:
[bookmark: _ay515lm6t41]Step 1 - obtaining an authentication token
GET: url “https://app.guardsaas.com/login”
The resulting HTML code should be parsed to get the value of "_csrf_token", which is used in the second step.
[bookmark: _55xrbooocbj4]Step 2 - authentication itself
POST: url “https://app.guardsaas.com/login_check”
Parameters:
    '_username' = Your login in the GuardSaaS system
    '_password' = password
    '_remember_me' = 'on' 
    '_csrf_token' = _csrf_token
[bookmark: _1jwtyj1nkvxb]Logout
GET: url “https://app.guardsaas.com/logout”
[bookmark: _l0movmcbyrxk]Getting a list of controllers
Getting the list of equipment in JSON - in the authorized state
GET/POST: url “https://app.guardsaas.com/equipment/controller/list/export”

Additional opportunities (if there are rights):
· Switching mode
· Opening the door
[bookmark: _a96ldovk1koo]Opening the door
GET/POST request in the authorized state
Url: “https://app.guardsaas.com/equipment/cmd_opendoor/{id}/{token}"
{id} - contoller id from the list of controllers
{token} - token1 from the list of controllers

Returns the operation status and error message.

[bookmark: _vw2tw1sbiami]Adding an access code to the door controller
GET/POST request in the authorized state
Url: “https://app.guardsaas.com/equipment/add_card/{id}/{token}/[code}"
{id} - contoller id from the list of controllers
{token} - token1 from the list of controllers
[code} - card code

Additional parameters:
valid_from = date / time of the beginning of the code action YYYY-MM-DD HH:MM:SS
valid_to = date / time of the beginning of the code action YYYY-MM-DD HH:MM:SS
max_uses = number of times to use

Returns the operation status and error message.
[bookmark: _72x3wfk23i5v]Removing the access code from the door controller
GET/POST request in the authorized state
Url: “https://app.guardsaas.com/equipment/delete_card/{id}/{token}/[code}"
{id} - contoller id from the list of controllers
{token} - token1 from the list of controllers
[code} - card code

Returns the operation status and error message.
[bookmark: _e24z6taa3yq2]Getting a list of employees
Getting a list of employees in JSON format (in authorized state)

GET/POST: 
url “http://app.guardsaas.com/employee/list/export”
Possible parameters:
id=n1,n2,n3 - employee id’s
[bookmark: _242rrg8vgdks]Getting the list of card-codes
Getting the list of card-codes in JSON format (in authorized state)

GET/POST: 
url “http://app.guardsaas.com/cards/list/export” 
Possible parameters:
id=n1,n2,n3 - card id’s
code=code1;code2;code” - card codes
employee=n1.n2,n3 - employee id’s

[bookmark: _topnt32c2rrm]
Adding / changing card code
POST: 
url “http://app.guardsaas.com/cards/apimodify”
Possible parameters:
employee=n - employee id (required)
code=n - card code (required)
cardtype=n - card type (0 - text, 3 - MatrixIV code). Default = 0
validFrom=”Y-m-d HH:MM:SS“- Start date/time
validTo=Y-m-d HH:MM:SS“ - End date/time
maxuses=n - maximum number of uses
enabled=’Y’/’N’ - active

Result:

result = ‘error’
message = 'not_logged' - user is not logged in
message = 'no_employee' - no employee specified in request
message = 'no_cardcode' -  no card code specified in request
message = 'write' - error writing to the database

result = ‘success’
message = 'update' - card code updated
message = 'new’ - card code added
[bookmark: _fyoofzxbmi5a]Deleting the card code
POST: 
url “http://app.guardsaas.com/cards/apidelete”
Possible parameters:
employee_id=n - employee id (required)
code=n -  card code (required)
cardtype=n - card type (0 - text, 3 - MatrixIV code). Default = 0

Результат:

result = ‘error’
message = 'not_logged' - user is not logged in
message = 'no_employee' - no employee specified in request
message = 'no_cardcode' -  no card code specified in request
message = 'no_card' - card code not found
message = 'write' - error writing to the database

result = ‘success’
message = 'deleted' - card code deleted
[bookmark: _f7tcga6vm8lt]Getting a list of objects
Obtaining a list of objects in JSON - in an authorized state

GET/POST: 
url “http://app.guardsaas.com/object/list/export”

[bookmark: _n5i9162383zq]Managing employee access to an object
POST: 
url “http://app.guardsaas.com/employee/apiaccess”
Possible parameters:
employee=n -employee id (required)
object=n - object id (required)
access=n -	1 - full access, 
		2 - access by time zone, 
		3 - access by department rules 
		0 - no access
timezones=n	To access the time zone, you need to generate a number, 
consisting of bit flags - 1 - access granted, 0 - access denied.
Bit 1 = access to time zone 1
Bit 7 = access to time zone 7
workzone=’Y’/’N’/’D’ - working area flag

Результат:

result = ‘error’
message = 'not_logged' - user is not logged in
message = 'no_employee' - no employee specified in request
message = 'no_cardcode' -  no card code specified in request
message = 'no_object' - no object code specified in request
message = 'no_access' -  no access code specified in request
message = 'write' - error writing to the database

result = ‘success’
message = 'update' - access updated
[bookmark: _qgoyy6ue0bp9]Getting the list of events
Getting the list of events in JSON - in the authorized state

GET/POST: 
url “http://app.guardsaas.com/reports/events/export”

Possible parameters:
limit=n (25) - number of received events
offset=n (0) - offset
order=asc,desc (asc) - list order
idFrom=n - starting from id
date - Y-m-d (only for date)
dateFrom Y-m-d - start date
dateTo Y-m-d - end date
exists_cards=true,false (false) - show only registered card codes
only_passage=true,false (false) - only pass events ( код 4,5 )
events=n1,n2,n3 - event codes without spaces!
object=n1,n2,n3
controller=n1,n2,n3 - id of controllers for which you want to get a list of events

Example:

https://app.guardsaas.com/reports/events/export?order=asc&offset=10


