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1 VLAN

1.1 VLAN Introduction

Although connecting LANSs through switches can fix the collision problem, the broadcast packets
cannot be isolated. Virtual Local Area Network (VLAN) is introduced to solve this problem.
VLAN technology can divide a LAN into multiple logical LANs, which are VLANs. Each
VLAN is a broadcast domain. The hosts within a VLAN can communicate with each other like
in a LAN; however, the hosts of different VLANs cannot communicate directly. Therefore,

broadcast packets are restricted within a VLAN, as shown in Figure 1-1.

VLAN 2
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VLAN assignment is not limited by physical locations. That is, the hosts at different physical
locations can be added to the same VLAN. The hosts in a VLAN can be connected to the same
switch or different switches, or even the switches under different routers.

VLAN technology has the following advantages:

1. Restricting broadcast domains: A broadcast domain is restricted within a VLAN. When the
volume of routed traffic is reduced, the delay generated by routers is also shortened. This saves
bandwidth and improves network processing capability.

2. Enhancing the security of LAN: The layer 2 packets of each VLAN are isolated from those of
other VLANS. That is, the hosts in a VLAN cannot directly communicate with the hosts in other
VLANSs. To implement the communication between VLANS, a router, layer 3 switch or another
layer 3 device is required.

3. Building virtual workgroups flexibly: VLAN technology can assign hosts to different
workgroups. The hosts at different physical locations can be added to the same workgroup,
without the need of installing new network cables or reconfiguring the hub or router,

implementing flexible network building and maintenance.



1.2 VLAN Working Mechanism

To enable network devices to distinguish packets of different VLANS, the packets must carry the
specific tags that identify the VLANSs. Traditional switches work at the data link layer of the OSI
model, so they can identify only the data link layer encapsulation on packets. Therefore, the
VLAN tags also need to be added to the data link layer.

As a VLAN standard on the Ethernet, IEEE 802.1Q tags the Ethernet data frames carrying
VLAN member information. The VLAN-awareness devices can identify the VLAN member
information and VLAN formats. When a data frame from a phone enters the VLAN-awareness
stage, a tag is added to the frame to indicate that this phone is a VLAN member. Each packet
must be unique in a VLAN. On a network without VLAN configured, in the VLAN-awareness
stage, a packet is considered to be transmitted over the local host (or default) VLAN.

802.1Q inserts a 4-byte tag between the source MAC address and Ethernet type fields, two of
which indicate the Tag Protocol Identifier (TPID) and the other two indicate the Tag Control
Information (TCI). The TCI field includes Priority Code Point (PCP), Canonical Format
Indicator (CFI), and VLAN ID (VID).

In a traditional Ethernet data frame, the upper-layer protocol type field is encapsulated behind the

destination and source MAC addresses, as shown in Figure 1-2.

DA&SA Type Data

Figure 1-2 Traditional Ethernet frame encapsulation format
DA indicates the destination MAC address, SA indicates the source MAC address, and Type
indicates the protocol type of the frame.
According to IEEE 802.1Q, a 4-byte VLAN tag is inserted behind the destination and source
MAC addresses to identify the VLAN information.

VLAN Tag

y 3

>

DA&SA TPID Priority | CFI | VLANID | Type

Figure 1-3 Fields in a VLAN tag
As shown in Figure 1-3, a VLAN tag includes four fields: TPID, Priority, CFI, and VLAN ID.
1. The 16-bit TPID field indicates whether the data frame carries a VLAN tag, and has a default
value of 0x8100.
2. The 3-bit Priority field indicates the 802.1p priority.
3. The 1-bit CFI field indicates whether the MAC address is encapsulated in the standard format
in different media. The value 0 indicates that the MAC address is encapsulated in standard
format, and the value 1 indicates that the MAC address is not in standard format. The default
value is 0.

4. The 12-bit VLAN ID field indicates the ID of the VLAN to which the packet belongs. The



value ranges from 0 to 4095. The values 0 and 4095 are reserved, so the VLAN ID ranges from 1
to 4094.

Network devices identify the VLANSs to which packets belong according to the VLAN IDs, and
process the packets depending on whether VLAN tags are carried and the values of VLAN tags.

1.3 VLAN Application

131 LLDP

Link Layer Discovery Protocol (LLDP) enables a phone to receive or send the device-related
information from or to a directly connected device.

LLDP organizes the local information, such as management address, device capabilities, device
identifiers, and interface identifiers, into different Type/Length/Value (TLVs). Each type of
information forms a TLV, and multiple TLVs form a Link Layer Discovery Protocol Data Unit
(LLDPDU). The information transmitted by LLDP is called LLDPDUs. An LLDPDU consists of
a group of TLVs, and each TLV contains the specified type of transport information related to the
device or interface.

The format of each TLV is as follows:

Type Length Value

7 bits 9 bits 0-511 bytes

Figure 1-4 TLV format

LLDP-MED was published by TIA. It is an extension of LLDP running between the endpoint

devices and network devices. If voice devices are deployed on an Ethernet, the related TLVs

need to be configured to obtain information about the voice devices. LLDP-MED provides
dedicated support for VoIP applications and provides the following functions:

1) Performance discovery: Use LLDP-MED to determine the functions enabled and disabled
on the connected device. It can identify the type of connected device, for example, phone,
switch, or relay.

2) Voice VLAN configuration: Provide a mechanism to notify a VLAN-enabled device of the

switch information. This device supports the plug-and-play network.

1. LLDP functions on phones

When the application type is voice, the phone decides whether to update the VLAN
configuration according to the LLDPDU. If the version of VLAN configured on the phone
differs from the VLAN version sent by the switch, the phone updates the VLAN configuration
and restarts. In this way, the phone can learn the switch's VLAN ID, and communicate with the
switch in this VLAN.
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2. LLDP configuration

An X6 series phone is used as an example. The following is the LLDP configuration interface.

Quality of Service (Qos) Settings

ARP Cache Life

ARP Cache Life

WAN VLAN Settings

802.1X Settings

Figure 1-5 LLDP configuration

Configure LLDP on webpage:

1) Log in to the webpage as an administrator. The default user name and password are admin.

2) Choose Network> Advanced

3) In the Link Layer Discovery Ptocol (LLDP) Settingsrea, choose whether to enable
LLDP by clicking the options.

4) Enter the expected time value in Packet Interval The value ranges from 1 to 3600, in
seconds.

5) Click Applyto confirm the settings.

6) The configuration takes effect after the phone restarts.

1. Configuration verification

After LLDP is enabled, the phone will:

1) Send its own information (for example, hardware modification, firmware revision, and SN)
to the multicast addresses on the network periodically.

2) Receive LLDPDUs through the network (WAN) or WLAN interfaces.

3) Support MAC/PHY configurations, for example, rate and duplex mode.

4) Take precedence of the VLAN information obtained from network policy over the manual
configuration.

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs

(before VLAN ID is obtained):
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Frame 594: 207 bytes on wire (1656 bits), 207 bytes captured {1656 bits) on dntarface @
Ethernet 1, Sec: 00:88:59:db:04:78 (00:28:59:db:04:76), Dst: LLOP Multicast (01:80:c2:00:00:0)
« Link Layer Discovery Frotocal
Chassis Subtype = Network address, Id: 172.16.1.37
Port Subtype = WAC address, Td: G0:af:39:doi04:73
© Tine To Live - 60 sec
Port Description = KAN Part
System Name = X6
© System Description = Version:1.4.4.1
Capabilities
Managenent Address
TEEE 802.3 - Power Via WO
© Media (TIA TR-41 Committes) - Media Capabilities
4 Media (TIA TR-81 Committee) - Hetwork Pelicy
BIETER b} B = TLV Type: Organization Specific (127)
iei ...B 8030 1080 - TLV Length: &
Organization Uniqus Code: Media (TIA TR-41 Committes) (@xdolZib)
Media Subtype: Metwork Palicy (@x62)
Application Type: Veice (1)
8. . veas . .

. = Policy: Defined
- = Tagged: Ho

0. . .= VLAN 13: 256

.0 0010 0000

T L PRI T
i .89 8069 = DSCP Priority: 8
4 Media (TIA TR-21 Committee) - Metwork Policy
I ML, ... ... = TLY Type: Organization Specific (127)
.0 0029 1060 - TLV Length: §
nization Unique Code: Media (TIA TR-41 Committes) (BxBB126b)

The following figure shows the LLDPDU received by a phone. An LLDPDU includes multiple

TLVs (sent by switch):
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* Chassis Subtype - MAC address, Id: 58:bf:e.
Port Subtype = Interface nane, Id: Fad/1d
Time To Live = 120 sec

+ System Hame - Switch

[truncated]Systen Description = Cisca 105 Software, C2960 Software (C2960-LANBASEKS-M), Version 12.2(50)SES, RELEASE SOFTWARE (fcl)\nTechnical Support

* Port Descrigtion = FastEthernetd 18
Capabilities
« Management Address
Media (TIA TR-41 Comnittee) - Media Capabilities
* Medla (TIA TR-41 Committee) - Inventory - Harduare Revision
© Media (TIA TR-41 Committee) - Inventory - Softwara Revision
Medis (TIA TR-41 Committee) - Inventory - Manufacturer Name
Media (TIA TR-41 Committee) - Inventory - Model Name
4 Medla (TIA TR-41 Committee) - Network Policy
111 11, ... ... = TLV Type: Organdzation Specific (127)
eee ...0 0000 1000 = TLV Length: &
Organization Unique Code: Medis (TIA TR-81 Committee) (BxDB12bb)
Media Subtype: Netwark Policy (8xB2)
Application Typ

= Policy: Defined
= Tagged: Ye:

http://smm.cisco. con/techsupport\nCopyright (c) 1986-2010 by Cisco Sys|

. = VLA Id; 68

1
.. 0990 0111 100.
waan 18l.. .... =12 Priority: §
i .18 1110 = DSCP Priority: 46
4 Medis (TIA TR-41 Committee) - Network Policy
1111 111. .... .... = TLV Type: Organization Specific (127)
oo ...B BOBA 1808 = TLV Length: &
Organization Unique Code: Medis (TIA TR-41 Committee) (BxddiZbh)
Media Subtype: Netwark Policy (2x02)

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs

(after VLAN ID is obtained):
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1.3.2 CDP

Cisco Discovery Protocol (CDP) enables a phone to receive or send the device-related
information from or to a directly connected device, and store other devices' information.

1. CDP application on phones

After CDP is enabled on a phone, the phone periodically sends its own information to the
directly connected CDP-enabled switch. The phone can also receive CDP packets from the
directly connected switch. If the version of VLAN configured on the phone differs from the
VLAN version sent by the switch, the phone updates the VLAN configuration and restarts. In
this way, the phone can learn the switch's VLAN ID, and communicate with the switch in this
VLAN.

2. CDP configuration

An X6 series phone is used as an example. The following is the CDP configuration interface.
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Figure 1-6 CDP configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network> Advanced
3) In the Cisco Discovery Protocol (CDP) Settings, choose whether to enable CDP by
clicking the options.
4) Enter the expected time value in Packet Interval The value ranges from 1 to 3600, in
seconds.
5) Click Applyto confirm the settings.
3. Configuration verification
After CDP is enabled, the phone will:
1) Send its own information (for example, software modification, device ID, and power
consumption) to the multicast addresses on the network periodically.
2) Receive CDP packets through the network (WAN) or WLAN interfaces.
3) Obtain the VLAN ID of the connected interface.
The following figure shows the CDP packet sent by a phone (before the switch VLAN ID and
VLAN Query are learned):
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164 43.250621
175 44.324886

COR/VTP/DTPPAGP/... COP

Switch Port

10: Fastithernetd/d

CDR/VTP/DTP/PAgP/... CDP Switch Port ID: FastEthernet®/d
182 45330744 cop : Switch Bore 10:

[ 186 45.379749 COP/VTP/DTP/PAGP/... CDP %6 Port ID: WAN PORT
513 106, 743281 CDP/VTP/DTP/PAgP/... COP : X6 Port ID: WAM PORT

832 165.340015
838 167.008245
1140 225.344604
1151 227.339196

COR/VTR/OTP /PAgP/... COP
CDP/VTP/DTR/PAGP/.. CDP
CDP/VWTP/OTP/PAGP/.. (DP
CDP/VTP/DTP/PAGP/.. CDP

Switch Port

101 Device Port ID:
436 Device ID: Switch Port
161 Device ID: X6 Port ID:

0: FastEthernetd/d
WAN PORT

10: FastEthernet@/d
WAN PORT

* Frame 186: 101 bytes on wire (888 bits), 181 bytes captured (808 bits) on Interface @

TEEE 802.3 Ethernet
Logical-Link Control
4 Cisca Discovery Protocal
Verston: 2
TIL: 188 seconds
Checksum: @x1c79 [correct]
[Chacksum Status: Good]
© Device ID: X6

Capabilities
+ Softuare Version
© Platform: X6
Duplex: Half

T VoIP VUW Query: 256
Type: ValP VLAN Query (2x000¢)
Length: 7
Data: 14

Vodce VLAN: 256

05 00 00 00 90 00 ©5 00 ©b 31 20 34 Ze 34 Zo 31 ........ .1.

The following figure shows the CDP packet received by a phone from a switch (VLAN Reply is

used):
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Destinativn Fraveeal Langth. Infe
164 43258621 COP VTP /DTP/PARP/_. COP 436 Device ID: Switch Port ID: FastEthernetd/d
175 44.324086 COP/VTP/UTP/PAgP/-. COP 436 Device ID: Switch Port ID: FastEthernetd/d
182 45330744 COP VTP /DTP/PARP/_ COP 436 Device ID: Switch Port ID: FastEthernetd/d
186 46 379749 cop 101 Dewice TD: X6 Poer T0: WAN POAT
565 105.335366 COP/VTF/DTP/PAgP/-. COP 436 Device Switch Port ID: FastEthernet®/9
513 186. 743281 COP/NTP/DTP/PAgP/.. CDP 181 Dewice Xe  Port ID: WAN i
832 165.340015 COP/VTP/DTP/PAGP/.. COP 436 Device Switch Port ID: FastEthernetd/9
838 167.004245 COP/VTP/DTP/PAgP/.. COP 101 Device X6 Port ID: WAN PORT
114@ 225.344604 COP VTP /DTP/PAGP/~. COP 436 Device Switch Port ID: FastEthernet®/9
1151 227.339196 COP/NTP/DTP/PAgP/.. COP 181 Dewice X6 Port ID: WAN PORT

Logical-Link Cantral
4 Cisco Discovary Protocol
Version: 2
TIL: 189 seconds
Checksum: BxBSTE [correct]
[Checksum Status: Good]
* Bevice ID: Switch
Software Version
© Platform: cisco WS-(2960-24TT-L
© Addresses
Port ID: FastEthernetd/d
Capabilities
© Protocol Hello: Cluster Management
© VTP Management Domain:
Hative VLAN: 88
» Duplex: Half

TVoIF VLAN Reply: 100
Type: ValP VLAN Reply (@xede)
Length: 7
Data: 01
Voice VLAN: 100

+ Trust Bltmap: Bx08
Type: Trust Bitmap (8x0012)
Length: §
Trust Bitmap: 9x00
4+ Untrusted port CoS: xed
Type: Untrusted Port CoS (8x@@13)
Length: 5
Untrusted port CoS: @x0d
4 Mansgement Addresses

5

—Tuna: Manacement hddracs (P21
@150 00 64 B0 BB BG 0B 0A 28 00 08 69 24 GO

60 ac 01

The following figure shows the CDP packet sent by a phone (VLAN Query is displayed after the
switch VLAN ID is learned):
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164 43250621 Cisco_al:e3:89 CDP/VTP/DTP/PAGP/. CDP 436 Device ID: Switch Port

175 44.324086 Cisco_a7:e3:89 CDP/VTP/DTP/PAGP/.. CDP 436 Device ID: Switch Port

182 45.330744  Cisco_slied CORAVIR/OTP/PAGP/. COP 436 Device 1D

186 46.379748
585 105.335366

COP/VTR/DTR /PAgP/.. CDR 101 Device 10: X

COP/VTP/DTP/PAGP/__CDP 436 Device 10 +_1D;
COP/VTP/DTP/PAGP/... CDP 101 Device I0: X6 Port ID:

37165, TABOTS COPFVTP7OTPPRGPT— COP I3 Device 10 ¥

838 167808245 COP/VTP/OTR /PAgP/.. CDR

1128 225. 384684 €3, COP/VTP/OTP/PAGP/_. CDP

1151 227339196 ©0:36:59:db:04:78  CDP/VIP/DTP/PAGP/.. CDP

513 106.743201

Frame 513: 101 bytes on wire (808 bits), 101 bytes captured (888 bits) on intsrface 8

rrect]
[Checksum Status: Good]
Device ID: X6

Addresses

Port ID: WAN PORT
Capanilities

Softuare Version

Platform: X6

Duplex: Half
+VoIP VLW Query: 100
Type: VaIP VLAN Query (8x008F)
Length: 7
Data: 14
Voice VLAN: 108

601 83 60 00 Bc 20 00 02 b <6 65 00 @1 09 86 58 36 hoo. X6 oy

1.3.3 DHCP VLAN

1. DHCP VLAN Introduction

The phones can discover VLANs by using DHCP. When the VLAN discovery mode is set to
DHCEP, the phone will detect a DHCP option of a valid VLAN ID. By default, the pre-defined
option 132 is used to carry the VLAN ID. You can also define the DHCP option used to carry
VLAN ID.

2.  DHCP VLAN configuration

An X6 series phone is used as an example. The following is the DHCP VLAN configuration

interface.

Cadmin )

Link Layer Discovery Protocol (LLDP) Settings.
> Network Descriptior
& 5@ ‘e Packet Interval:(1~3500) secondts) @ LLDMCOONLAN 5 bo.

Protacel (COP) Settings

+ Phone settings 20}
DHCP VLAN Sottings
+ Phonebook
ption Value: T Y
DHCP Option Vian(128-254): 12
+ Calllogs -
Quality of Service (Qos) Settings.
+ Function Key Enable DSCP: ° signal DSCP: m 0-61) @
Audio sCP: e fo~e2) @
+ Application
Ry RP Cache Ue nute
+ Davica Log

VAN VLAN ID:
802.1p Media Priceity:

LAM VLAN ID:

o L]

dmn ®

®
Browse || upios: [
Browse = °
Aoy

Figure 1-7 DHCP VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network > Advanced
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In the DHCP VLAN area, select a desired value from the Option Valuedrop-down list.

Enter a value in the DHCP Option Vlanbox. You can enter a maximum of 5 values and

3)
4)
separate them with commas.
5) Click Applyto confirm the settings.
3. Configuration verification

When a phone is configured to use DHCP to discover VLAN and the DHCP option is set to 132,

Broadcast a DHCP discover message to check whether there is an available DHCP server.

If the DHCP server sends a DHCP message carrying option 132, the phone will receive the

message, send a DHCP request, and save the VLAN ID carried in DHCP option 132 sent by

the phone will:
1y
2)
the DHCP server.
3)

After obtaining the VLAN ID from the DHCP server, the phone releases the borrowed 1P

address, starts a new DHCP discovery period, and uses the known voice VLAN ID. Then

the phone uses the VLAN ID carried in DHCP option 132 to send all packets.

The following figure shows the DHCP discover message sent by a phone (before VLAN ID is

obtained):
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chieer Wit address! wiamrne 10027008 [00:15:65:100:2004E)
cliern herdvire address padding: BI000000HI000C00NNG

5 1]

poan FF FF 00 &8 3043 02 20 b3 od SN
e o O G G S T T 00 B0 0000 00 D
EETIN00 56 00 00 96 00 0 13 &% 11 X7 k). (0. 0% B0 0

IThL (OISR 2T b0, ps: Eroadcasy (FFoFEiffFfFFiFF)

i Imvereer Frovece] vershos 4, srer 00000 {0.000.0F, ost: 355,255, 195795 (295.055.755.155)

11



fo for Yo o (oo Smer Jato Tetony Tosk: e e
BN E@xzsneeeTiER Qqan #ERS B
T by (ot o

Segonds elagsed: 100
& Bootp Tlags: fad000 (umlcaft)
CHert 19 address: 0.0,0.0 (3.0.6.6)
vour (ghie) 3% address: 0000 [0L0.0.0)
opy geer OF address; 0,000 (00,000
Ielay agest IF address: 0.0.0.0 (00000
et wac address: xhumeswe 21:07:00 (00:15:65:00:07 1)
Clern hardare address padding: TOO0DOODNNOO0000000
Servir hail fass not gl
pot f1le rane rer given

Type = (HOP Casomar
[lﬂim [b-li 1a3) CHemt fdeerifier
Foption: (t=B0, 111} vendor class fdentiffer = “wchep 110,77
1m1m (t=bl5, 1] W-1 werder-specific Deformation
wﬁh- [t=37, =2} mamiman SeCP messigs Shoe = 57
fon: (155, a6} muramever mesmest List

Fackding
T COLY G Ll 7B OB ES R cocaians B unike
PO O MO0 1L THae D000 0 T L N
# #F o) A A

The following figure shows the DHCP offer message received by a phone (DHCP server sends a
DHCEP offer message carrying option 132):

B BT Yew 0 [eom dm STOG Teetery D6 s g

SEEAN =EXBs NerETl BEG0 §R%N B
Ehen boogp

o e o Besiraion
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wour (client) © address: 555020 (5. 5.5.1E)
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aeloy it T address: 000000 (EL0LA.0)
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Cliert hardeare address padding:

server bt e i OGT-delal

Soot iy name net given

waglc cockle: oeck
B dption: (153,1-3) DWCF Mesage Type = CaCP Offer
Eogeion: [val,lal) Swbret wash & 2952552550
Eopiion: [7=51.04]) I sddress Lease Tieg = & bours
woption: [t=§3,7a2) mebiinding Tiee value o § heors, 15 aimtes
sm:m. (=54, 1ud) Hﬂﬁl Ting Nalug = § hoors

ewmn t-r-m.!-s:l mm‘l securtty server 17 [rom)
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Eoprior: (038, 1=t} Renina) Tine vadet » 3 houry
# oprhon: (t=l,1=t) Rowrer = 551
B oprion: (£=122, a1} prassigned
& Option: (ted2f, Tn5) 000515 Full security server T [000]
FOptios (=4, =) oaCF Server Tdertifier = 55,50
ind optien

The following figure shows the DHCP message received by a phone (DHCP server sends ACK

message to the phone):
After obtaining the VLAN ID from the DHCP server, the phone releases the borrowed IP address

(5.5.5.18), and initiates a new DHCP discover message using VLAN tag 111. The following

figure shows the DHCP message received by a phone:

13



P Bt e e D ke Prwn Teetoy Do P g
BN EgE@s 4eeuTE EEacaD 429K 2

R lavis = lpvmaee. Jew i

L Ty [ e ] Ee ] ke
B R IR B HE P E emar « T b 5 R
1REOl ELLD 5.5, 514 DR Hlpae pifer - Tracst e B LR
FLDMME cLan ISESEISLES. e B o begers - Traemacreoe I et W
SRENT LT 1.5:.510 -1 2 P KX = Tramat s 2 el ST
TR IET LR ML e HCDEr Mg - TN R 23 IR
BE 2SN -RELY I5REN DacF 2 par &w framatian 3 Wi
FOLHE QBN ALY 5 DO FRCEr - TR B gl
T JALATH0Y DL T BB ol HE P D - Trassathe B hesleiy

L3I 20NN 1232100,

Powivet [T (ebos Chgged], Src: Clsde Wnaliol Celokd ScSEAlcl), Por: ol meey 30000 (00154901007 Hl N
WAL R BRI e LR LR R -
g EhreR: CHod S ad e (odogkofe ] ol)
ik T 101, Prioritybnr ot (e
e ifier: LIS wieta] L {BER)
ML .yt e weme = PEioriYy: DR i e [Sefaish 0
=I5 enl 0%
e OO0 DLO0 1131 = WA 115 )
TR =
i Bcterret Frgtacal Ewsien 0, Srro BRCIATLS. SHE (UL B DL WD, B9 DOEATIE.T (BRI
i I RETRra Pratecal, WG ROrr: Bongs (BT, OOT MR Begmp (6D
Boex sir g Fraton!
minkge Dype oot Ragly {1
WL Ty TR
witdaary adreni lengh: o
L
Erarsaciian 150 Delcl3ebsd
St eligted: 4

Then, the phone obtains an IP address (10.10.111.2) from a DHCP server in VLAN 111.

1.3.4 VLAN Manual Configuration

1. VLAN Introduction

By default, VLAN is disabled on phones. You can configure VLAN by using web user interface,
phone user interface, or configuration file. Before configuring VLAN through the phone, you
need to obtain the VLAN ID from the network administrator. The prerequisite of configuring
VLAN feature is to confirm the type of connected interface (access, trunk, or hybrid interface).
This ensures that tagged and untagged packets can be transmitted through the phone. The VLAN
feature may affect the network functions of the phone. Before the configuration, contact the
administrator to obtain more information.

2. VLAN configuration

You can enable or disable VLAN, and assign VLAN Ids and priorities to the Internet (WAN) and
PC (LAN) ports.

Configure VLAN for the Internet (WAN) port on the web user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.
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LAN VLAN PRICRITY: b I ——

802.1X Settings

802.1x Mode:

eeoeo0ee

ificate:

certification File @
Fila T

Figure 1-8 VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network> Advanced
3) In the WAN VLAN Settingsarea, choose whether to enable VLAN.
4) Enter a WAN VLAN ID, ranging from 1 to 4094.
5) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
6) Click Applyto confirm the settings.

Configure VLAN for the PC port on the web user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.

[ o ey

B Koep Online

System

* Matwork

+ Phonabook WAN VLAN Settings

Enable VLA

eoece

Figure 1-9 LAN VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network> Advanced
3) Select a value from the LAN VLAN Mode drop-down list.
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4) Enter a LAN VLAN ID, ranging from 1 to 4094.
5) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
Configure the VLAN (WAN) port on the phone user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.

WAN VLAN

1. WAN VLAN Enabled
2. WAN VLAN ID 256

3. SIP Priority 0

4. Audio Priority 0

_Roht oK

Figure 2-1 WAN VLAN configuration
1) Choose Menu > AdvancedEnter the password 123 Choose Network> QoS&Vian> WAN
VLAN.
2) Press Left/Right on the phone or Left/Right softkey to choose whether to enable WAN
WLAN.
3) Enter a WAN VLAN ID, ranging from 1 to 4094.

4) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
5) Press OK to save the configuration.
Configure the VLAN (WAN) port on the phone user interface:

An x6 series phone is used as an example. The following is the VLAN configuration interface.
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LAN VLAN
1. LAN VLAN
2. LAN VLAN ID

Figure 2-2 LAN VLAN configuration
1) Choose Menu > Advanced Enter the password 123 Choose Network> QoS&Vlan >
LAN VLAN.
2) Press Left/Right on the phone or Left/Right softkey to set the LAN WLAN value.
3) Enter a LAN VLAN ID, ranging from 1 to 4094.
4) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
5) Press OK to save the configuration.
3. Configuration verification
Check whether the audio and signal settings of 802.1p are correct. Perform the following
operations on the phone:
1) Test the static IP address set on the phone. Enable VLAN on the webpage or phone. Set the
VLAN ID to 100, enable DSCP, and set the audio DSCP and signal DSCP to different values.
2) The value of 802.1p signal priority ranges from 0 to 7, for example, 7. The value of 802.1p
media priority ranges from 0 to 7, for example, 2.
3) Capture the SIP or RTP packets by calling another phone with the test phone's IP address. In
the data link layer of SIP (SIP/SDP) packets, you can find the VLAN tag, which includes the
VLAN ID. In addition, the value of Priority is the value of 802.1p signal priority, and the value
of signal DSCP is the value set on the test phone. In the data link layer of RTP packets, you can
find the VLAN tag, which includes the test phone's VLAN ID. In addition, the value of
Priority is the value of 802.1p media priority, and the value of audio DSCP is the value set on
the test phone.
The following figures show the captured packets:
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——————T Tl

AT temos
AR ® LCEB Qe=ETAS Eaa&n
LIETESTY +
Tiar Srren Sertimation Poteest Loneth Inte -
287 3.905009 172.16.20.60 172.16.7.255 s1P 548 Request: REGISTER sip:172.16.7.255:5060 (1 binding) | E|
295 3.988134 172.16.7.255 172.16.20.60 SIP 519 Status: 487 Proxy Authentication Mequired |
296 3.997812 172.16.20.60 172.16.7.255 s1P 766 Request: REGISTER 5ip:172.16.7.255:5860 (1 binding) |
304 4.094004 172.16.7.255 172.16.20.60 sIP 390 Status: 483 Tnvalid password provided |
Meamon 12 omas 201 2 i 282 Bequest: SmeceTRE 8126
r ar 6.263022 172.16.6.65 172.16.21.251 SIP/SOP 1247 Request: INVITE sip:172.16.21.251:5868 |
496 6.675733 172.16.21.251 172.16.6.65 sIP 511 Status: 189 Ringing |
643 B.368135 172.16.21.251 172.16.6.65 SIP/SDP B6@ Status: 200 0K |
644 B.374507 172.16.6.65 172.16.21.251 SIP 421 Request: ACK sip:172.16.21.251:506@ |
649 8.430506 172.16.6.85 172.16.21.251 RTP 218 PT=ITU-T 6,711 PCMU, SSRC-OmADSE6BBI, Seq=9772, Time=2395952794
651 8.450885 172.16.6.65 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC-EnADSEGBE], Seq=9773, Time=2395952954
654 B.470213 172.16.6.65 172.16.21.251 RTP 218 PT-ITU-T G.711 POM, SSRC-OxADSEGEB], Seq-9774, Time-2395951114

656 B.491238 172.16.6.85 172.16.21.251 RIP 218 PT=ITU-T 6.711 POW, SSRC-ORADSEGBE), Seq=9775, Time=2395951274

Frame 471: 1247 bytes on wire (9976 bits), 1247 bytes z.mna (9976 bits) on lnnrhu @

Etharnet IT, Src: 00:28:59:db:04:78 (00: ), Dst: :00:5F (60 )
: 100

+802.1Q Virtual LA,
1n: - : Metwork Control (7)
Tneligible
0300 0110 0100 - T0: 100

Type: IPud (8x8880)
THYETREt PrOYELOT VTS ION ¥, STeT T2 TE 6 ES; DSt ITL
User Datagram Pratacal, Src Port: 5668, Dst Port: 5066
Session Initiation Protocol (IWWITE)

0010 @8 00 45 Sc 04 cd be OF 4D 00 40 11 02 B ac 10 __E\.... 8.8 —

T LTI e ——— R

1 esgTiz@aaan

|c
Searce p— [T —— It -
172.16.21.183 H‘d 0.1.75 SIP 636 Request: SUBSCRIBE sip:MACBO@1820329a4§224.8.1.75 |
172.16.6.65 172.16.21.251 L 218 PT=ITU-T 6.711 POWJ, Seq=9801, T
172.16.11.21 172.16.6.65 WP 218 PT=ITU-T 6.711 PO, 2400, Saqe3515, T
172.16.21.251 172.16.6.65 kTP 218 PT-TU-T 6711 POMI, SSRC-x3OFC2400, Seq-3516, Time=323453076
172.16.6.65 172.16.21.251 Lil 218 PT=ITU-T G.711 PO, Seq-9882, Ti
172.16.6.65 172.16.21.251 wTP 218 PT-ITU-T 6.711 POMY, Seqe3803, T
172.16.21.251 172.16.6.65 WP 218 PT=ITU-T 6.711 POV, 2400, Saqe3517, T
172.16.6.65 172.16.24.251 RTP 218 PT-TU-T 6711 POW, Seqm98@4, T
172.16.21.251 172.16.6.65 Lild 218 PT=ITU-T 6.711 POW, 2400, Seq-3518, T:
172.16.6.65 172.16.21.251 wTP 218 PT-1TU-T 6.711 PCMU, Seqe3805, T
172.16.21.251 172.16.6.65 wTP 218 PT=ITU-T 6.711 POW, 2400, Seq=3519, T:
172.16.6.65 172.16.21.251 RTP 218 PT-TTU-T 6.711 POMI, $eq-9806, T.
12216 21 251 e s s £ 218 STINLT G 211 pows 2400, Seqa3528, Timead21aSIE
172.16.6.65 172.16.21.251 RTP 218 FT-1TU-T 6.711 PCMU, Seq=3807, T ]
e P PTITET-e T PO Segeaat;
172.16.6.65 172.16.21.251 RTP 218 PT-ITU-T 6.711 POMI, SSAC Seq-080d, T
172.16.21.251 172.16.6.65 RTP 218 PT=ITU-T G.711 POWJ, SSRC=-@x39F(240€, Seq-3522, Time-323458836
172.16.6.65 172.16.21.251 RTP 218 PT=1TU-T 6.711 POWJ, Seq=3809, T
172.16.21.251 172.16.6.65 RTP 218 PI=ITU-T 6.711 POWS, 2400, Sequ3523, T
172.16.6.65 172.16.21.251 RTP 218 PT-TTU-T 6,711 POW, Seq-0819, T -

[« 862.1Q Virtual LaN, PRI: 2, IIH l D: 168
[} = Priority: Excellent Effort (2)

= DEI: Ineligible
“ 0110 @10@ = 1D: 100

lyp TPud (BxBE00)
TIPS VEFTIo ¥, ~SFET 72 155,55, DSt T2 T8
User Datagram Protocol, Src Port: 10362, Dst Port: 10006
Real-Time Transport Protocol

Enable WAN VLAN. The phones with the same VLAN tag configured can communicate with
each other. Perform the following operations on the phone:
Test environment: Test phone A and auxiliary test phones C, D, and E are connected to the same

hub or switch. Phone B is connected to the LAN port of phone A, as shown below:
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Phone C Phone D Phone E
VLAN disabled, can be replaced WAN VLAN enabled, VLAN WAN WLAN enabled, VLAN
with PC ID =100 1D =200

Tested phone A Phone B, connected to the LAN port
of phone A

1) Log in to the webpage, set the WLAN ID to 100, disable LAN VLAN, and save the
configuration (if VLAN has been enabled and the PC cannot visit the webpage, disable VLAN
on the LCD first).

2) Ping phones B, C, D, and E from phone A. You can see that phone A can ping phone D
successfully, but cannot ping phones B, C, and E. By capturing packets, you will find that the
packets sent by phone A carry tag 100. The captured packets are as follows:

im RE Q 27is[@aaqn
LIS BE ) mist- +
- 1 Za. raiseal L L, -

10 1.719852 172,36.20.119 172.16. 289 109 102 Echo (ping) request 1d-Oxfedd, seq-0/0, Trl-64 (reply in 21)

- P e rimg vy ey e

31 2.719935 xﬁ; 16.28.119 172.16. :s,;& 109 182 Echo (ping) request id-Bxfedd, seq=1/256, ttl=64 (reply in 32)

2 x,nmsa_m_’.t{;é 16.29.19 m,g_éi]@n l@n Gk 102 Echo (ping) reply  1d=Oxfedd, seqe1/256, tel-64 (request in 31)

49 3.720335 -16.20.119 172160200 e 102 Echo (ping) request id-Oxfedd, seq-2/512, ttl-64 (no response found!)

50 3.722185 172.16.20.1% 172.16.20.119 10w 102 Echo (ping) reply  id-Gxfedd, seq-2/512, Tti-64 (reguest in 49)

62 4.728781 172.16.20.119 172.16.20.198 e 182 Echo (ping) request id-xfedd, seq=3/768, ttl-64 (reply in 63)

63 4.722197 172.16.20.1% 172.16.20.119 o8 182 Echo (ping) reply  ideBxfedd, seqe3/768, ttls64 (request in 62)

78 5.721055 172.16.20.139 172.16.28.19 109 102 Echo (ping) request idedxfedd, seqed/1024, ttl=éd (reply in 79)

79 5.722169 172.16.20.1% 172.16.20.119 109 102 Echo (ping) reply  id-Oxfedd, seqm4/1824, ttl-64 (request in 78)

111 6.721857 172.16.20.119 172.16.20.198 o0 182 Echo (ping) request id-xfedd, seq-5/1288, ttl-64 (reply in 112)

112 6.748288 172.16.20.19%9 172.16.20.119 o9 182 Echo (ping) reply  ideBxfedd, seqe5/1288, ttls6d (request in 111)

29 9.259274 172.16.30.232 180.149.138.56 108 54 Echo (ping) request 1d=0x0001, seqe1506/57861, ttl=255 (reply in 220)

220 9262630 100.149.138.56  172.16.30.232 109 60 Echo (ping) reply  1d-0x0001, seq-1506/57861, TT1-58 (request in 219)

221 9263186 172.16.30.232 180.149.138.56  Io® 54 Echo (ping) request id-0x9891, seq-1507/58117, ttl=255 (reply in 222)

Frame 20: 102 bytes on wire (816 bits), 102 ptured (516 bits) on interface @

d9:00:8e (09:28:59:d9:00:8e), Dst: 00:a8:59:49:00:6b (00:a8:59:d9:00:6b)
T O, 10 168

ty: Best Effort (default) (2)

sills OEL: Ineligivle
... 099 110 104 - ID: 160
Type: IPvd (8x3888)

Trtarnet Protocol Version &, Srer TTE 16,3015, Ust: DL.15. 00,190

Tnternet Control Message Protocol

0000 00 28 59 09 90 60
. o an 52

3 S99 PO Be BLOD DO 64 Y.k YV.....d -
010 AR A 4% M osmemsmm Mt F T 88 ——

3) Ping phones A, C, D, and E from phone B. You can see that phone B can ping phone C
successfully, but cannot ping phones A, D, and E. By capturing packets, you will find that the
packets sent by phone B do not carry tag 100. The captured packets are as follows:
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m ™ Ty Bl Lugh Late
- 1332914254 172.16._28.118 172.16.19.232 [ 3 98 Echo (ping) request id=Bxd578, seqmd/, ttl=si (reply in 134)
- tringrrepty req=orer {reqwe: +
163 3.006302  &C172.16.20.118 17216302308 10w 98 Echo (ping) request 1d-Bx4570, seqe1/256, ttl-6A (reply in 184)
184 3. 90648, 1531 472.16.30.232 172.16.20. 118FH ENIMNETENIC 98 Echo (ping) reply  1d-BxdS78, seq=1/256, tt1-128 (request in 183}
BB asnese | 172.16.30.232  180.149.134.180  IOW S8 Echa (ping) request 1d=BeBOBL, seq-227B/S6BIB, t£1-255 (o response Found!)
36490632 D216.0.118  172.16.30.22 1o 98 Echo (ping) request 1d-BxdS70, seq=2/512, Ttl-64 (reply in 257)
2574906300 172.16.30.232  172.16.20.118 1o 98 Echo (ping) reply  id=Bxd570, sequ2/51Z, T11-128 (request in 256)
287 5.789011 189.149,130.141  ICMP S4 Echo (ping) request 1d-BxBBBl, seq=2271/57896, ttl=255 (reply in 288)
288 5. 792918 172.16.30.232 e 68 Echo (ping) reply  1d=BuBOBl, seqe2271/57806, ttl=58 (request in 287)
269 5793139 180.149.134.141  IOW 54 Echo (ping) request 1d-Bxd00l, seq-2272/57352, Ttl=255 (reply in 239)
200 5.796493 172.16.30.232 109 68 Echo (ping) reply  Ld-2xB001, seqe2272/57352, Ttl=58 (request in 289)
291 5.796624 189.149.134.141 ICWP 54 Echo {ping) request 1d-BxBAB1, seq=2273/57688, tt1=255 (reply in 292)
202 5. 882767 172.16.30.232 e 68 Echo (ping) reply  Ld=BuBOBl, seq-2273/57608, trl=58 (request in 291)
S5015.830520  172.16.30.232  180.149.138.56 IO 54 Echo (ping) request 1d<Bxd001, seq=2274/57864, Tt1=255 (reply in 551) =
z 5 o o e T, e et 57 n Interface €
© Ethernet 1T, Src: @8 109100: 60 (09:28:59:d9:08:6b), Dst: Giga-Byt 91:#1:51 (48:8d:5c:91:F1:51)

Internet Protocol Version 4, Src: 172.16.28.118, Dat: 172.16.30.232
+ Internet Control Messsge Protocol

G000 40 Bd Sc 91 F1 5100 a8 59 d9 00 Gb 08 0O 45 00 @.\..Q.
8018 B 54 B3 7e BA 80 48 01 eb ac ac 10 14 76 ac 10

P SN
4) Change the VLAN ID of the WAN port to 200 and repeat steps 2 and 3. You can find that

phone A can ping phone E successfully, but cannot ping phones B, C, and D. By capturing
packets, you will find that the packets sent by phone A carry tag 200. Phone B can ping phone C
successfully, but cannot ping phones A, D, and E. By capturing packets, you will find that the
packets sent by phone B do not carry a VLAN tag.

tel=64 (reply in 12)

15, o 102 Echa (ping) request tH1-64 (na respanse foundl)

.16.20.186 .20.119 EVUARMD = 200 BIEZEN k93 kcho (ping) reply seq=1/256, tt1=64 (request in 31)

16.20.119 .20.186 1o 102 Echo (ping) request seq=2/512, ttl=64 (reply in 45)

.16.20.186 .20.119 0P 102 Echo (ping) reply 509-2/512, tr1-64 (request in 44)

16.20.119 .20.186 o 102 Echa (ping) request 509-3/768, tt1-64 (reply in 60)

.16.20.186 20119 1o 162 Echo (ping) reply seq=3/768, tt1=64 (request In 59)

16.26.119 .20.186 10 162 Echo (ping) request seqed/1624, ttl=64 (no response found!)
.16.20.186 .20.119 o 102 Echo (ping) reply 509-4/1024, Tr1-64 (request in 78)
.16.20.119 .20.186 0% 102 Echa (ping) request 504-5/1280, tt1-64 (reply in 181)
.16.20.186 .20.119 100 102 Echo (ping) reply 5eq=5/1280, trl=6d (request in 106)
.16.30.232 .251.33 10w 54 Echo (ping) request 5eq=1886/24071, tt1=255 (na respanse found!)
.16.30.232 251,33 o 54 Echa (ping) request 5eq-1887/24327, £t1-255 (na respanse found])
16.30.232 251,33 o 54 Echo (ping) request . 50q=1838/24583, tt1=255 (no respanse foundl) i

Frame 11: 102 bytes on wire (B16 bits), 102 bytes captured (816 bits) on interface B

Ethernet II, Src: , Dst:
TEEZ.TY ViFtual TN, PRIT U, UELT U, T0: 200

. ..., - Priority: Best Effort (default) (8)
5 = DEI: Ineligible

... 6000 1100 1000 = ID: 200

Type: IPvé (@xesed)
Tnternet Protocol Verslon 4, Srci 172.16,30.119, Det: 172.16,20.186
Internet Control Message Protocol

o R L S R IR I B ]
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2 VLAN Configuration on Cisco Catalyst 2960 Switch

2.1 Default Values of Ethernet VLAN

Default values and value ranges of Ethernet VLAN

Parameter Default Value Range

VLAN ID 1 1 to 4094.

Note : Extended-range VLANSs
(VLAN IDs 1006 to 4094) are not
saved in the VLAN database.

VLAN name VLANxxxx, where xxxx represents | No range
four numeric digits (including
leading zeros) equal to the VLAN

ID number.

IEEE 802.10 SAID |100001 (100000 plus the VLAN |1 to 4294967294

ID)
MTU size 1500 1500 to 18190
Translational bridgel |0 0 to 1005
Translational bridge2 |0 0 to 1005
VLAN state Active Active, suspend

2.2 Creating or Modifying an Ethernet VLAN

Each Ethernet VLAN in the VLAN database has a unique 4-digit ID that can be a number from 1
to 1001. VLAN IDs 1002 to 1005 are reserved for Token Ring and FDDI VLANSs. To create a
normal-range VLAN to be added to the VLAN database, assign a number and name to the
VLAN.

Beginning in privileged EXEC mode, follow these steps to create or modify an Ethernet VLAN:

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 vlanvlan-id Enter a VLAN ID. Enter a new VLAN ID to create
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Command

Purpose

a VLAN, or enter an existing VLAN ID to modify
that VLAN.
Note: The available VLAN ID range for this

command is 1 to 4094.

Step 3 namevlar-name (Optional) Enter a name for the VLAN. If no name
is entered for the VLAN, the default is to append
the vlan-id with leading zeros to the word VLAN.
For example, VLANO0004 is a default VLAN name
for VLAN 4.

Step 4 mtu mtusize (Optional) Change the MTU size (or other VLAN
characteristic).

Step 5 remotespan (Optional) Configure the VLAN as the RSPAN
VLAN for a remote SPAN session.

Note The switch must be running the LAN Base
image to use RSPAN.

Step 6 end Return to privileged EXEC mode.

Step7 show vlapinamevian-name| Verity your entries.

| id vian-id}
Step 8 copy runningonfig startuj(Optional) Save the switch configuration.

config

2.3 Deleting a VLAN

You cannot delete the default VLANS for the different media types: Ethernet VLAN 1 and FDDI

or Token Ring VLANSs 1002 to 1005.

Note When you delete a VLAN, any ports assigned to that VLAN become inactive. They remain

associated with the VLAN (and thus inactive) until you assign them to a new VLAN.

Beginning in privileged EXEC mode, follow these steps to delete a VLAN on the switch:

Command Purpose
Step 1| configure terminal Enter global configuration mode.
Step 2| no vianviar-id Remove the VLAN by entering the VLAN ID.
Step 3|end Return to privileged EXEC mode.
Step 4|show vlan brief Verify the VLAN removal.
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Step 5

copy runningonfig startuj (Optional) Save the switch configuration.

config

2.4 Assigning StatiAccess Ports to a VLAN

Note:If you assign an interface to a VLAN that does not exist, a new VLAN is created.

Beginning in privileged EXEC mode, follow these steps to assign a port to a VLAN:

Command Purpose

Step 1 |configure terminal Enter global configuration mode.

Step 2 |interfaceinterfaceid Enter the interface to be added to
the VLAN.

Step 3 |switchport mode access Define the VLAN membership
mode for the port (Layer 2 access
port).

Step 4 |switchport access viakan-id Assign the port to a VLAN. Valid
VLAN IDs are 1 to 4094.

Step 5 |end Return to privileged EXEC mode.

Step 6 [show runningonfig interfageterfaceid Verify the VLAN membership
mode of the interface.

Step 7 |copy runningonfig startugonfig (Optional) Save the switch

configuration.

2.5 Configuring a Trunk Port

Beginning in privileged EXEC mode, follow these steps to configure a port as a trunk port:

Command Purpose

Step 1 |configure terminal Enter global configuration mode.

Step 2 |interfaceinterfaceid Specify the port to be configured
for trunking, and enter interface
configuration mode.

Step 3 |switchport modt&runk Configure the interface as a Layer
2 trunk (required only if the
interface is a Layer 2 access port or
to specify the trunking mode).

Step 4 |switchport access vldar-id (Optional) Specify the default
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Command

Purpose

VLAN, which is wused if the

interface stops trunking.

Step 5 |switchport trunk native vlaran-id Specify the native VLAN for IEEE
802.1Q trunks.

Step 6 |end Return to privileged EXEC mode.

Step 7 |show interfacésferfaceid switchport Display the switch port
configuration.

Step 8 |show interfacésferfaceid trunk Display the trunk configuration of
the interface.

Step 9 |copy runningonfig startugconfig (Optional) Save the switch

configuration.

To return an interface to its default configuration, use the default interéice interfaceid

command. To reset all trunking characteristics of a trunking interface to the defaults, use the no

switchport trunkommand.
Configured allowed VLANSs on the trunk port:

Beginning in privileged EXEC mode, follow these steps to modify the allowed list of a trunk:

Command

Purpose

Step 1

configure terminal

Enter global

configuration mode.

Step 2|interfaceinterfaceid Specify the port to be
configured, and enter
interface  configuration
mode.

Step 3|switchport mode trunk Configure the interface

as a VLAN trunk port.

Step 4

switchport trunk

vlan {add|all | exceptremove vianlist

allowe| (Optional) Configure the
list of VLANs allowed
on the trunk.

The viar-list parameter is
either a single VLAN
number or a range of
VLANS described by two

VLAN numbers
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Command Purpose

separated by a hyphen.
The VLAN numbers
range from 1 to 4096.

All VLANs are allowed

by default.

Step 5|end Return to  privileged
EXEC mode.

Step 6|show interfacésferfaceidswitchport Verify your entries.

Step 7| copy runningonfg startupconfig (Optional)  Save  the

switch configuration.

2.6 Configuring the Native VLAN for Untagged Traffic

A trunk port configured with IEEE 802.1Q tagging can receive both tagged and untagged traffic.
By default, the switch forwards untagged traffic in the native VLAN configured for the port. The
native VLAN is VLAN 1 by default.

Beginning in privileged EXEC mode, follow these steps to configure the native VLAN on an
IEEE 802.1Q trunk:

Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |interfaceinterfaceid Define the interface that is

configured as the IEEE 802.1Q
trunk, and enter interface

configuration mode.

Step 3 |switchport trunk native vlanar-id Configure the VLAN that is
sending and receiving untagged
traffic on the trunk port.

For vlar-id, the range is 1 to

4094,
Step4 |end Return to privileged EXEC mode.
Step 5 |show interfacesterfaceid switchport Verify your entries.
Step 6 |copy runningonfig startujgonfig (Optional) Save the switch
configuration.
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To return to the default native VLAN, VLAN 1, use the no switchport trunk native vlan

interface configuration command.
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