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1 Introduction

1.1 Overview

1.  Module description
In auto provision, a terminal learns the server address where the configuration file is stored
and other auto provision parameters, downloads the configuration file from the
corresponding server, and parses and saves the configuration file locally for updates, such as
firmware update.

2. Advantages
With auto provision, a large number of telephone sets can be remotely upgraded concurrently,

saving time and labor.

1.2 Operation Process

Safe terminals can obtain auto provision parameters using four methods: SIP PnP, DHCP Option,
Static Provisioning Server, and TR069. If all the four methods are configured, a terminal selects an
upgrade mode based on the priorities of the four methods when being started.

Four transmission protocols are supported: FTP, TFTP, HTTP, and HTTPS.

Process:

1.  Edit the configuration file, modify the content to be updated, save the configuration file under
the corresponding server directory, and ensure that the server is started.

2. Login to the webpage or LCD (not supported by some telephone sets) and start the method
(SIP PnP, DHCP Option, Static Provisioning Server, or TR069) for obtaining auto provision
parameters.

3. Restart the telephone set. When being started, the telephone set obtains the URL containing
the server address where the configuration file is stored.

4. The telephone set parses the URL and downloads the configuration file from the
corresponding server. Usually two configuration files need to be downloaded: general
configuration file and device configuration file. If the two configuration files share the same
file name, only one needs to be downloaded.

5. After the configuration file is successfully downloaded to the cache of the telephone set,
check whether the content in the configuration file is the same as that in the existing
configuration file on the telephone set. If the content is the same, cancel the upgrade. If the
content is different, update the configuration file.

6. Check whether the new configuration involves new download items such as version, phone
book, and certificate. If yes, start a task to download the corresponding items.

7.  The process ends.



2 Detailed Classifications

2.1 Classification of Configuration Files

1. By function

[0 General configuration file
[J  Configuration file named by users
[J  Configuration file named after MAC addresses

2. By format

0 XML format
0 CFG format
0 TXT format

3. By encryption status

[0 Unencrypted configuration file
[0 Encrypted configuration file

2.2 Download Modes

SIP PnP, DHCP Option, Static Provisioning Server, and TR069

2.3 Priorities of Download Modes

The download modes are prioritized based on the configuration of a telephone set. Currently, the
priorities of download modes cannot be modified on Android telephone sets. Specifically, the
download modes are sorted in descending order of priority as follows: MDNS, FDPS, DHCP,
TRO069, SIP, and Flash.

2.4 Download Protocols

TFTP, FTP, HTTP, and HTTPS

2.5 Supported File Types

Firmware, phone book, etc, Background, and mmiset (Android telephone sets do not support logo

and mmiset)

2.6 Auto Provision Operation Sequence

Write the configuration file correctly -> Configure a transmission protocol server -> Access the
download mode preset for the telephone set -> Restart the device -> Obtain the configuration file
-> Obtain the URL based on the configuration file and download upgrade files



3  Environment Requirements

DHCP server, SIP PnP, 3cx,TR069 server, HTTPS server, HTTP server, TFTP server, or FTP
server

The used download protocol must match the server.



4 Auto Provision Details

4.1 Detailed Introduction to Classification of Configuration Files
and Rules for Writing Configuration Files

1. By series
1) General configuration file
A general configuration file takes effect for all terminals. The general configuration file
is named differently on different terminal models. The rules for naming the general
configuration file are described as follows:

X series low-end color-screen, H series, and access control series telephone sets:

Model Name of General Configuration File
X1 f0X1hwl. 100. cfg

X2 f0X2hwl. 100. cfg
X3S f0X3Shwl. 100. cfg
X4 f0X4hwl. 100. cfg
H2S fOH2Shwl. 100. cfg
H3 fOH3hwl. 100. cfg

H5 fOH5hwl1. 100. cfg
ilev f0i16Vhwl. 100. cfg
120S f0i20SVhwl. 100. cfg
130 f0i30hwl. 100. cfg
123S f0i23Shwl. 100. cfg
i31S f0i31Shwl. 100. cfg
i12 f0i12hwl. 100. cfg
118S f0118Shwl. 100. cfg
PA2 fOPA2hwl. 100. cfg
i13W f0i13Whwl. 100. cfg
132V f0i32Vhwl. 100. cfg
133V £0133Vhwl. 100. cfg




Model

Name of General Configuration File

IW30

f0iW30hwl. 100. cfg

EIM-01

fOEIM-01hwl. 100. cfg

a) X series high-end color-screen telephone sets:

b)

Model Name of General Configuration File
X58 FOV0X5500000. cfg

X6 FOV00X600000. cfg

X7 FOV00X700000. cfg

X7C FOV0X7C00000. cfg

X210 FOVX21000000. cfg

X2101 FOVX210i00000. cfg

Android telephone s

ets:

Model Name of General Configuration File
F600 fOF06000000. cfg
C600 £0C06000000. cfg
C400 £0C04000000. cfg

¢) XU series high-end color-screen telephone sets:

The general configuration file is helpful in automatic configuration deployment of a large
number of terminals. For example, only a general configuration file FOV00X600000.cfg
carrying firmware parameters needs to be placed on the automatic configuration server to

Model Name of General Configuration File
X3U FOV0X3U00000. cfg
X4U FOV0X4U00000. cfg
X5U FOV0X5U00000. cfg
X6U FOV0X6U00000. cfg

automatically deploy firmware for 1000 X6 terminals.




3.

2) Configuration file named by users
Users can define the name of a configuration file. For example, if a user names a device
configuration file as name.cfg, the telephone set initiates a request to the server to
download the general configuration file name.cfg. The user can enter the corresponding
configuration file name and download the upgrade configuration from the server.
3) Configuration file named after MAC addresses
A configuration file named after a terminal MAC address is valid only for the terminal
with the MAC address contained in the configuration file name. For a configuration file
named after a MAC address, the MAC address contained in the file name is one for
which the connectors are removed. For example, the MAC address of an X6 terminal is
00:15:65:11:3a:f8 and the configuration file name is 001565113af8.cfg. A user can
upgrade the specified telephone set with this file.
By format
1) Supported file formats include cfg, txt, and xml.
2) Internal file format
[J  The file header is 64 characters long and ends with a carriage return character (\r\n).
For example, <<VOIP CONFIG FILE>>Version:2.0002
Pay attention to the part "Version: 2.0002". If a telephone set is successfully upgraded
using the auto provision mode, the version number (for example 2.0002) is displayed in
the version number position on the webpage. If no version is carried, the digest of the
configuration file is displayed.
0 End offile

For example, <<END OF FILE>>

To update an option, the module header of this option must be carried.

For example, to modify "Host Name :", <GLOBAL CONFIG MODULE>
must be carried.

<<VOIP CONFIG FILE>>Version:2.0002

<GLOBAL CONFIG MODULE>
Host Name :VOIP (not less than 20 characters)

<<END OF FILE>>

By encryption status

1)

Unencrypted configuration file
The content of an unencrypted configuration file is displayed in plaintext, as shown in
Figure 1.



2)

<<VOIP CONFIG FILE>>Version:Z. 0002
<GLOBAL CONFIG MODULE>

Time Zone 132

<AUTOUPDATE COWFIG MODULE>

futo Fbhook Url ttftp: /1231230172, 16, 6, TO/500, csv
Auto Image Url chttp://123:123@172, 16, 6. T0:8000/%4. =
tuta Etec Url ttftp: /172,016, 6. T0/sips. pem

<<END OF FILE:>

Figure 1
Encrypted configuration file
The content of an encrypted configuration file is not displayed in plaintext, as shown in
Figure 2.
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Figure 2
If a downloaded configuration file is encrypted using AES, an AES key is required to
decrypt the configuration file. The key must contain 64 hexadecimal characters (0 to F).
All configuration files can be encrypted. Log in to the webpage and choose
Maintenance > Auto Provision. Enter the key in config Encryption Key if an encrypted
general configuration file is to be downloaded and in Common Config Encryption Key if
other encrypted configuration files are to be downloaded, as shown in Figure 3. If a
configuration file to be downloaded is not encrypted but you enter a key in the

corresponding position, the telephone set considers the configuration file as an encrypted
one.



Auto Provision Settings

Current Config Version 2.0002

Common Config Version 2.0002

CPE Serial Number 00100400XHO200100000000102597052
User [ |

Password

Config Encryption Key

Common Config Encryption Key

Save Auto Provision Information [

DHCP Option Settings >>
Plug and Play (PnP) Settings >>
Phone Flash Settings >>

TRO69 Settings >>

Figure 3

4.2 URL

1. URL format

A URL indicates the information obtained by DHCP Option and SIP PnP through the server.

The URL format is as follows:

Server protocol://user:password@Server IP:port/path/Configuration name.

For example, http://user:password@172.16.1.3:8080/ X4/$mac.cfg

2. URL parsing

The following describes the functions and settings of different parts of a URL.

1) Server Protocol: transmission protocol used by the server. FTP, TFTP, HTTP, and
HTTPS are supported. This part is mandatory.

2) User and Password: user name and password required for requesting information from
the server. The two items are not mandatory when no user name and password are
required for logging in to the server or the user name and password are entered on the
webpage (Web > Maintenance > Auto Provision) of the telephone set. If the user name
and password are required but you forget to enter them, or you enter the user name and
password incorrectly on the webpage, the telephone set requires you to enter the user
name and password again on the LCD unless you abandon the upgrade.

Format of a URL without a user name and password: Server protocol:// Server
IP:port/path/Configuration name



3)
4)

5)

6)

0

Auto Provision Settings

Current Config Version 2.0002

Common Config Version 2.0002

CPE Serial Number 00100400X¥H020010000000010e597052
User | |

Password

Config Encryption Key '
Common Config Encryption Key

Save Auto Provision Information =

DHCP Option Settings >>
Plug and Play (PnP) Settings >>
Phone Flash Settings =>

TRO69 Settings ==

Figure 4
Server Ip: IP address of the server, for example, 172.16.1.3 This part is mandatory.
Port: port number of the server, for example, 8080. This item is not mandatory. It is
required only when the server defines a special port number.
Format of a URL without a port number: Server protocol:// Server Ip/path/Configuration
name
Path: save path of the configuration file. This item is mandatory if a level-2 or level-3
directory exists.
Configuration name: name of the configuration file. Here it refers to the name of the
device configuration file. The name of the general configuration file is unchangeable.
This item can be set as follows:
Left blank: If this item is left blank, the device configuration file (mac.cfg) named after
the MAC address is downloaded by default.
$mac.cfg: The device configuration file (mac.cfg) named after the MAC address is
downloaded.
Sinput.cfg: The user is required to manually enter the device configuration file name on
the LCD. ($input.xml/$input.txt)
Specify the device configuration file name, for example, namel.cfg or name2.cfg.

4.3 Download Modes

1. DHCP Option

1)
2)

To use the DHCP Option mode, the network mode of the telephone set must be DHCP.
DHCP Option has four options: DHCP Option 66, DHCP Option 43, Custom DHCP
Option, and DHCP Option Disable.

10



* Network

» Line

¢ Phone settings

» Phonebook

¢ Call logs

* Function Key

+ Application

* Security

EZm = [T i

W Keep Online

Configuration File Encryption Key
Download Fail Check Times: 1
Update Contact Interval 720 (0,>=5)minute(s) ]
Save Auto Provision Information: [m}
Download CommonConfig enabled: =}

m]

Enable Server Digest:

DHCP Option >>
Option Value: Option 66 - @
Custom Option Value: (128~254)
Enable DHCP Option 120: O

DHCPv6 Option >>

SIP Plug and Play (PnP) >>
Static Provisioning Server >>
TRO69 >>

Apply

rent Software Version: 1.4.1 E

e
192.168:3210/information htm anwil Technology Co. L. (C12014 All Righ

11

3)

Figure 5

The value range of Custom DHCP option is 128-254. DHCP Option Disable indicates
disabling DHCP Option.

After setup, the telephone set requests the DHCP server for option information when it
is restarted or during DHCP renewal. If the server returns the requested option
information, the telephone set obtains the URL based on the corresponding option
information (filter BOOTP and view the ACK packet) in the captured packet and parses
the URL. When auto provision parameters are obtained through DHCP, a user can
choose any download mode. For example, if DHCP Option 43 is chosen when auto
provision parameters are obtained through DHCP, the DHCP Discover and DHCP
Request messages sent by the terminal to the server contain the following field values:
Option: (t=55,1=7) Parameter Request List

Option: (55) Parameter Request List

Length: 7

Value: 011c0302042b06

1 = Subnet Mask

28 = Broadcast Address

43 = Vendor-Specific Information

The DHCP Offer and DHCP ACK messages sent by the server to the terminal contain
the following field values:

Option: (t=43,1=29) Vendor-Specific Information

Option: (43) Vendor-Specific Information

Length: 29

Value: 746674703a2f2f3139322e3136382e¢312e3131382246d61...

Option: In (t=43,1=29) Vendor-Specific Information, the value is the hexadecimal format
of the URL of the configuration file to be downloaded. That is, the value is
http://172.16.6.45/$mac.cfg. Safe terminals support replacing $mac. The URL of
Value can be http://ip/$mac.cfg or http://ip/mac.cfg?mac=$mac.cfg.

The auto provision parameters of DHCP Option 66 and Custom DHCP are the same as
those of DHCP Option 43.



4)

Note:

Safe terminals also support the URL format of http://ip/$input.cfg. If in Option:
(t=43,1=29) Vendor-Specific Information, Value is http://172.16.6.45/$input.cfg, the
telephone set displays a dialog box for entering the ID of the configuration file, which is
assigned by the administrator. After the user enters the configuration file ID, the
terminal automatically downloads from the server the configuration file corresponding
to the ID. Safe terminals support replacing Sinput. The URL of Value can be
http://ip/$input.cfg or http://ip/input.cfg?input=$input.cfg.

Operation method

Take DHCP Option 66 as an example.

The network mode is set to DHCP for the telephone set.

Log in to the webpage of the telephone set, access management setup, and select DHCP
Option 66.

Disconnect the external network, enable the DHCP server, and set Option 66 of the
DHCEP server to the URL where the configuration file is to be downloaded.

Store the configuration file to be downloaded under the corresponding directory of the
server.

Restart the telephone set and capture packets.

For example, if the configured URL indicates downloading a custom XML

configuration file through the TFTP server, the configuration file setting is shown in the

following figure:

+WOIF CONFIG FILE:

<Digestsr2. 0002</Digests>

<GLOBAL CONFIG MODULE>:

{Time Fone>»32<Time_ZFoner

</GLOBAL CONFIG MODULE:>

LAUTOUPDATE CONFIG NMODULE:

<huto Image Url> tftp:/ /172, 16, 6, 45/%4, z</Auto Image Url>
< /AUTOUPDATE CONFIG MODULE:>»

</VOIP_CONFIG_FILE>»

Figure 6

If only the time zone and image are to be downloaded, BOOTP and TFTP packets can be

captured during the upgrade process. The information is also displayed on the corresponding

server, as shown in Figure 6.

12



e BEXZE Q¢+ T I /EBEQaaab @M E B

Filter: [bootp v |Bxpression .. Clear  nris

Time

11523 2014-03-12 11:02:28.832719 192.168.2.43 255.255.255.255 DHCP 351 DHCP ACK - Transaction ID 0xc794b77c

e —————— e
e (ype. SUUL REPTY &7
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Oxc794b77c
seconds elapsed: 0
® Bootp flags: Ox0000 (unicast)
€lient IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 192.168.16.1 (192.168.16.1)
Next server IP address: 192.168.2.43 (192.168.2.43)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
€lient MAC address: securewo_a9:bd:86 (00:03:07:a9:bd:86)
client hardware address padding: 0000000000
server host name: 123-
Boot file name not given
magic cookie: DHCP
® option: (t=53,1=1) DHCP Message Type = DHCP ACK
@ oprion: (t=1,1=4) Subnet Mask = 255.255.0.0
® oprion: »1=4) Router = 192.168.1.1
option: (t=46,1=1) NetBIOS over TCP/IP Node Type = H-node
® oprion: (t=6,1=4) Domain Name Server = 192.168.1.1
® oprtion: (t=51,1=4) IP Address Lease Time = 1 day

i o ] o or—

~

Length: 30
value: 746674703a2f2f3139322e3136382e322e34352f24696e70. ..

end option

@ Frame 99: 87 bytes on wire (696 bits), 87 bytes captured (696 bits)

@ Ethernet II, Src: Securewo_ad:b4:86 (00:03:07:a9:b4:86), Dst: Glga-Byt_d48:cO:ef (50:e5:49:48:c0:ef)
@® Internet Protocol version 4, src: 192.168.16.1 (192.168.16.1), Dst: 192.168.2.45 (192.168.2.45)

% User Datagram Protocol, Src Port: 1028 (1028), Dst Port: tftp (69)

@ Trivial File Transfer Protocol

Figure 8

13
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Wed Mar 12 11:01:24 2014: Successful.

Figure 9

The URL download modes of DHCP Option 43 and Custom DPCH Option are the same as
that described above.

HTTPS to upgrade

Since our locally built DHCP server does not support HTTPS upgrade, 1.3 server is needed,
which is separately introduced here.The operation method is as follows (take option 66 as an
example) :

cd /etcEnter the etc directory, cd /etc, via the SecureCRT.EXE telnet link to the server

Open the file, vi dhcpd.conf

Press I after enter to edit and modify the corresponding item

After the modification, press Esc to exit the modification

Shift+ : to enter the save command (q!Do not save, wq save)

Restart DHCP server for the changes to take effect, service dhepd restart

The configuration files to be downloaded are placed in the directory specified by the server
Choose option 66

restart

caught

T Frame 2258: 1514 byt i 3 =d B
® Ethermet I, Src: Tp-Li1 e:3a (54:e6:fC:i0C:7 86 (00:03:07:a9:b4:86)
Frotocol version 4, Src: 192.168.1.3 (192.168.1.3), Dst: 192.168.3.90 (192.168.3. 90)
jon Comtrol Protocol, Src Port: https (443), Dst Port: nmsstp (1036}, Seq: 230045, Ack: 596, Len: 1448
e port: https (443)
nation port: nsstp (10363
[S:reaw dndex: 194]
Sequence number: 20045 ¢relative sequence numberd)
[Next seguence number: 31493 {relative sequence number)]
Acknowledgement number: 596 Crelative ack number)
Header length: 32 bytes
@ Flags: Ox10 (ACKD)
window size value: 108
ated window size: 6912]

ng factor: &4]
© Checkoum: Ow0r23 Lvalidation aisabled]
@ options: (12 bytes)
m [SEQ /ack analysis]

[Reassembled Pou in frame: 22611

TcP segment data (1448 bytes)

0000 S b 3 O8 00 45

Figure 10

2. PnP

1) PnP provides a SIP-based configuration upgrade/deployment method. Enter the server
IP address and port and select Enable SIP PnP.

14



Ho.

*  System

» Metwork

» Phone settings
» Phonebook
+ Call logs

> Function Key

General Configuration File Encryption Key:
Download Fail Check Times:

Update Contact Interval:

Save Auta Provision Information:
Download CommonConfig enabled:

Enable Server Digest:

DHCP Option >>

DHCPv6 Option >>

o®OEF

Jto,>=5)minute(s)

wto Provision

Y files.

SIP Plug and Play (PnP) >>
Enable SIP PrP:
Server Address:

Server Port:

%}
224.0.1.75
5060

uDP v

Transportation Protocol

eoo0®

Update Interval: 1 t1~99)Hour(s)

+ Application
Static Provisioning Server >>

TRO6O >>

* Security

Apply

Current Software Version: 1.4.1

Figure 11

If PnP is enabled for a terminal, the terminal sends a SIP SUBSCRIBE message periodically
in multicast mode. A SIP server supporting this message responds to the message and returns
a SIP NOTIFY message carrying the path of the auto configuration/deployment server. The
terminal can obtain the configuration file to be downloaded from this path. This auto
method default
configuration/deployment server or scenarios where a terminal uses a static IP address and

configuration/deployment applies to scenarios without a auto

cannot automatically obtain related parameters through DHCP Option. In version X4 or later

versions, if a terminal fails to obtain the address parameter from the PnP server, it continues

to obtain the parameter through other processes, as shown in Figure 11.

1624 2014-03-17 09

Ele Edt Vew Go (Capture Analyze gtatistics Telephony Tools ntemals Help
EvdeN BEEXTE Qe+ TFI/EE QQAD #EB X B
Filter: sip ~ Expression.. Clesr
ine Sowrce Destination Frotecel Length Info
448 2014-03-17 09:53:44.082324 192.168.3.102 192.168.1.2 5TP, 542 Request: REGISTER 5ip:192.168.1.2
449 2014-03-17 09:5 192.168.1.2 192.168.3.102 SIP 363 Status: 100 Trying (0 bindings)
450 2014-03-17 09:5 192.168.1.2 192.168.3.102 SIP 442 status: 200 OK (1 bindings)
451 2014-03-17 09:5 192.168.3.102 192.168.1.3 SIP 542 Request: REGISTER sip:192.168.1.3
452 2014-03-17 09:5 192.168.1.3 192.168.3.102 SIP 581 status: 401 unauthorized (0 bindings)
453 2014-03-17 09:5 192.168.3.102 192.168.1.3 5P 700 Request: REGISTER 5ip:192.168.1.3
454 2014-03-17 09:5 192.168.1.3 192.168.3.102 SIP 544 status: 200 OK (0 bindings)
1612 2014-03-17 09:5. 192.168.3.102 192.168.1.2 SIP 544 Request: REGISTER sip:192.168.1.2
1613 2014-03-17 09:5 192.168.1.2 192.168.3.102 SIP 362 status: 100 Trying (0 bindings)
1614 2014-03-17 09:5. 192.168.1.2 192.168.3.102 SIP 445 status: 200 OK (1 bindings)
1617 2014-03-17 09:5 192.168.3.102 192.168.1.3 SIP 545 Request: REGISTER 5ip:192.168.1.3
1618 2014-03-17 09:54: 192.168.1.3 192.168.3.102 SIP 581 status: 401 Unauthorized (0 bindings)
1621 2014-03-17 09:5. 192.168.3.102 192.168.2.45 SIP 590 Request: SUBSCRIBE sip:MAC000104050a13@192.168.2.45
1622 2014-03-17 09:5 192.168.3.102 192.168.1.3 SIP 702 Request: REGISTER sip:192.168.1.3
1623 2014-03-17 09:5. 192.168.1.3 192.168.3.102 5EP; 599 status: 200 OK (1 bindings)
192.168.2.45 192.168.3.102 SIP 415 status: 200 OK

1626 2014-03-17 09 192.168.3.102 192.168.2.45 SIP 359 status: 200 OK

1633 2014-03-17 09:5 192.168.3.102 192.168.1.2 sSIP 398 Request: OPTIONS 5ip:192.168.1.2:5060
1634 2014-03-17 09:5 192.168.1.2 192.168.3.102 SIP 346 status: 100 Trying

1635 2014-03-17 09:5 192.168.1.2 192.168.3.102 sIP 377 status: 404 Not Found

1636 2014-03-17 09:5. 192.168.3.102 192.168.1.3 SIP 401 Request: OPTIONS sip:192.168.1.3:5060
1637 2014-03-17 09:5: 192.168.1.3 192.168.3.102 sIP 539 status: 200 oK

1757 2014-03-17 09:5 192.168.3.37 192.168.1.2 SIP 408 Request: OPTIONS s5ip:192.168.1.2:5060
1758 2014-03-17 09:5. 192.168.1.2 192.168.3,37 SIP 349 status: 100 Trying

1759 2014-03-17 09:5. 192.168.1.2 192.168.3.37 SIP 381 status: 404 Not Found

2321 2014-03-17 09 192.168.3.102 192.168.1.2 SIP 540 Request: REGISTER sip:192.168.1.2
2322 2014-03-17 09:5: 192.168.1.2 192.168.3.102 sIP 361 status: 100 Trying (0 bindings)
2323 2014-03-17 09:5 192.168.1.2 192.168.3.102 SIP 441 status: 200 OK (1 bindings)

2327 2014-03-17 09:5 192.168.3.102 192.168.1.3 SIP 542 Request: REGISTER sip:192.168.1.3
2328 2014-03-17 09:5: 192.166.1.3 192.168.3.102 SIP 581 Status: 401 Unauthorized (0 bindings)
2329 2014-03-17 09:5. 192.168.3.102 192.168.1.3 SIP 701 Request: REGISTER sip:192.168.1.3
2330 2014-03-17 09:5: 192.168.1.3 192.168.3.102 SIP 601 status: 200 OK (1 bindings)

A4 IA1A AT 4T AREE

4105 180 3 403

403 480 4 3

e €43 Raniacr i ARFTETER Fdnid0Y 480 4 3

Ethernet II, Src: Giga-Byt_48:cO:ef (50:85:49:48:c0:ef), Dst: Dvico_05:0a:13 (00:01:04:05:0a:13)

Internet Protocol version 4, Src: 192.168.2.45 (192.168.2.45),
user patagram Protocol, src Port: sip (5060), pst port: sip (5060)

session Initiation Protocol

# Request-Line: NOTIFY 51p:192.168,3.102:5060 SIP/2.0

3 Message Header

= Message Body

frp://1:1@192.168.2.45/8input. xml\rin
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Dst: 192.168.3.102 (192.168.3.102)

Figure 12



SULLUALAL

NOTIFY =sip:[remote_ip]:5060 SIP/2.0

Via: SIP/2.0/[transport] [local ip]l:[local port];branch=[branch]
From: [§2]

To: [$1]

[last_Call-ID:]

CSeq: 1 NOTIFY

Max—Forwards: 70 _

Content-Tvpe: application/url

Subscription-State: terminated;reason=timeout

Event: ua-profile:profile—-tvpe="device” :vendor="1ishuai” model="VOIP PHONE " :ve:
Content—-Length: [len]

| tftp://172. 16. 6. 45/$input. txt edit URL become you want in here

11>

- </send>

{recv response="200" crlf="true”>
{/recv>

- {/scenario>

Figure 13

How to do it (for example, 3cx)
Log in phone web, turn on PNP, fill in PNP server address, PNP port, PNP protocol (udp,
TCP), PNP cycle (generally default), restart phone

Log in 3cx, find the corresponding phone, send the configuration, and the server send
notify to the phone, as shown in the figure

E Time S Desnkrt] e Fretess] Lergth Imde
34 FOIE/ 00 1002154, 3 172.16.7.87 17F.18.3.343 1P 6FF Request: NOTIFY sip1172.06.2.243:5%060 |
A% M1/ re0 1002 sA.N 177 16T =} 17316 3. 241 ES - BIT Request s MOTIEY slp:i1rd.as F.pan: =000 |
16 PRIGS I LBD2I58.5 172, 16.F. 143 17 16.7.87 1P M5 SRatus: e X |
A7 POLESI00 1002155,

& (P I E B T A ATE. 18T i L SRatus: 0 0K |

Frame 151 613 bytes on wire (4976 bits). 622 bybes captured (4976 bits) on interface &
Ptherniat [0, $FcE Waeare o 0000 (G350 50 cl:0008), ML Darracud Sa:00:2h {i6: 000004 00 2h)
Internet Protocol wersion &, Srci 172.16.7.87, Dsto 192.16.2.243
User Datagras Protecol, Src Port: 5060 (060}, DT Pori: 5060 (S060)
» Sessdon Inltiation Protocol (MOTIFY)

REquast-Line: MOTIFY SLpi1P2. 16, 2. M0 15060 SIP/2.8

Hessage Header
~ PERRage Body

REtp: /F 172, 16. 7. 87 : 5000 provi sl endng/Zhe i seyB jiyas

Figure 14

3. Static Provisioning Server
1) This process involves detecting and downloading server parameters.
The process depends on the setting of the configuration detection mode. If configuration
detection is disabled, the terminal directly downloads the server parameters in the saved
configurations without detection. This process supports HTTP, HTTPS, FTP, and TFTP.
The user name and password are used for authentication by the server as required. The
configurations can be downloaded after authentication. If a terminal fails to download a
configuration file through the static provisioning server, the process of obtaining auto

provision parameters automatically ends and the terminal no longer carries out the auto
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configuration/upgrade deployment process.

Static Provisioning Server >>

Server Address Ii.l.l.i| |

Configuration File Name ‘ ‘

Protocol Type |L-‘I'P v

Update Interval ‘1 !Hour
Update Mode | Update After Reboot = |
Figure 15

2) Operation method

[J  Configure the static provisioning server.

[J  Store the configuration file under the corresponding directory of the server.

[ Restart the telephone set.
Note: When the Configuration file name is set to the MAC address of the
phone. The X5/6 series phone can be configured without the configuration
file name when configuring the static Provisioning Server. For X3/4 series
phones, make sure that Download DeviceConfig enabled is checked, and then
you can not configure the configuration file name.

ffermation S e Sl

* System I
Common Settings r
* Network
Current Configuration Version (7]
General Configuration Version (7]
CPE Serial Number 00100400FV02001000000c383e1be647 @
Authentication Name L]
* Phone settings Authentication Password @
Configuration File Encryption Key @
* Phonebook General Configuration File Encryption Y
Key
Download Fail Check Times 5 o
» call logs
Update Contact Interval 720 (0,>=5)minute(s) @
Save Auto Provision Information O@
DALy Download CommonConfig enabled @
I Download DeviceConfig enabled (7] I
Enable Get Digest From Server ||

Information

Sk

Enable Get Digest From Server

Configurations
O

* System

DHCP Option >>
* Network
SIP Plug and Play (PnP) >>

Static Provisioning Server >>

Server Address 'p://172.16.90.109:9998 7]
* Phone settings Coenfiguration File Name 7] I
Lﬂm TP B
s Phonebook Update Interval 1 Hour @
Update Mode Update After Reboot z‘ 7]

* Call logs

AutoProvision Now >>

TRO69 >>

4. TRO69

TR069 is a CPE WAN management protocol. It implements communication between the

17



CPE and the ACS. It defines a piece of end user equipment of the application-layer protocol
for remote management. An effective ACS is required before TR069 deployment. Two types
of Safe endpoint ACSs are supported: CTC and common. Different ACSs provide different
functions. CTC supports the XML format whereas common ACSs support SIP information,
configuration file, and firmware configurations. If it is disabled, a telephone set cannot detect
TRO69.

Enable Server Digest O

*  System
DHCP Option >>

> Network DHCPV6 Option >>

SIP Plug and Play (PnP) >>

* Line

Static Provisioning Server >>

» Phone settings TRO69 ==
Enable TRD69: = (7]
= Ficamoal ACS Server Type: Common_|» ]
ACS Server URL http://192.168.3.43:80/en P
» call logs ACS User: admin @
ACSPassword:  |sesss @
> Function Key Enable TROGS Wamning Tone: ] L]
TLS Versian TS5 1.0 [v| L7
» Application INFORM Sending Period 3600 (1~9999)second(s) L]
Apply
» Security
Figure 16

After TR069 is enabled and the telephone set is restarted, capture HTTP packets. It is found
that the telephone set sends a connection request and then an authentication request to the
server. For an authentication success, the server returns a 200 OK message carrying script
content for operating the telephone set. To perform corresponding operations on the
telephone set, log in to the TR069 server (htt http://172.16.1.16:8081/openacs) and perform
related configuration.

For example, download a configuration file.

[J  Log in to the TR069 server. Find the Download option on the Configuration scripts page,
copy the content to the default option, and modify the path for downloading the
configuration file based on the actual situation.

Start the corresponding server.

Store the configuration file under the specified directory.

Enable TRO69 for the telephone set and restart it.

I I R I

Restart the telephone set and capture packets.
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Filter: htiphbip addr==192 166 3 227 w | Expression Clesr  Apply
|

Ha. Time Source Destination Protocel Length Info
550 2014-03-20 16:44:24.026089 192.168.3.227 192.168.2.80 HTTP /XML 383 POST /openacs/acs HTTP/1.1
553 2014-03-20 16:44:24.072927 192.168.2.80 192.168.3.227 HTTP /3ML 931 HTTP/1.1 200 OK
555 2014-03-20 16:44:24.085523 192.168.3.227 192.168.2.80 HTTP 297 POST /fopenacs/acs HTTP/1.1
S = 3 HTTP/1.1 200 OK
573 2014-03-20 16:44:24.700657 192.168.3.227 192.168.2.80 HTTP /XML 1054 POST /fopenacs/acs HTTP/1.1
576 2014-03-20 16:44:24.711166 192.168.3.227 192.168.2.80 HTTP /3ML 951 POST fopenacs/acs HTTP/1.1
2344 2014-03-20 16:44:29.718727 192.168.2.80 192.168.3.227 HTTP /3ML 1171 HTTP/1.1 200 OK
3503 2014-03-20 16:44:34_.728476 192.168.2.80 192.168.3.227 HTTP 260 HTTP/1.1 204 No Content
3551 2014-03-20 16:44:36.746601 192.168.3.227 192.168.2.80 HTTP /3ML 1054 POST fopenacs/acs HTTP/1.1
5893 2014-03-20 16:44:41.759777 192.168.2.80 192.168.3.227 HTTP 260 HTTP/1.1 204 No Content
32360 2014-03-20 16:45:35.708614 192.168.3.227 192.168.2.80 HTTP /3ML 390 POST fopenacs/acs HTTP/1.1
32363 2014-03-20 16:45:35.753126 192.168.2.80 192.168.3.227 HTTP /3ML 930 HTTP/1.1 200 OK
32365 2014-03-20 16:45:35.760074 192.168.3.227 192.168.2.80 HTTP /3ML 1120 POST /fopenacs/acs HTTP/1.1
32367 2014-03-20 16:45:35.773870 192.168.2.80 192.168.3.227 HTTP /3ML 825 HTTP/1.1 200 OK
32369 2014-03-20 16:45:35.777379 192.168.3.227 192.168.2.80 HTTP 297 POST /fopenacs/acs HTTP/1.1
32371 2014-03-20 16:45:35.800500 192.168.2.80 192.168.3.227 HTTP 260 HTTP/1.1 204 No Content
42648 2014-03-20 16:46:36.707904 192.168.3.227 192.168.2.80 HTTP /3ML 381 POST /fopenacs/acs HTTP/1.1
42652 2014-03-20 16:46:36.733902 192.168.2.80 192.168.3.227 HTTP /3ML 930 HTTP/1.1 200 OK
42654 2014-03-20 16:46:36.741470 192.168.3.227 192.168.2.80 HTTP 297 POST /fopenacs/acs HTTP/1.1
42657 2014-03-20 16:46:36.812133 192.168.2.80 192.168.3.227 HTTE /XML 1044 HTTP/1.1 200 OK
42659 2014-03-20 16:46:36.817114 192.168.3.227 192.168.2. 80 HTTP /XML 1214 POST fopenacs/acs HTTP/1.1
43513 2014-03-20 16:46:41.834938 192.168.2.80 192_168.3.227 HTTP /XML 1185 HTTP/1.1 200 OK
43515 2014-03-20 16:46:41. 839255 192.168.3.227 192.168.2. 80 HTTP /XML 973 POST fopenacs/acs HTTP/1.1
43519 2014-03-20 16:46:41. 890554 192.168.2.80 192_168.3.227 HTTP /XML 1184 HTTP/1.1 200 OK
43539 2014-03-20 16:46:42.695922 197.16R.3.227 192_16R. 2. R0 HTTR /xMI 1054 POST /nnenacs/acs HITP/1.1

e e
</S0AP-ENV:Header>
B <S0AP-ENV:Body>
B <cwmp :Download
wlos:cwmge o s for g nr g cunpalal
B <CommandKey:
M Download
</CommandKey>
B <FileType>
3 Vvendor Configuration File
</FileType>
B <URL>
ftp://192.168. 2.45/config. txt
</URL=>
B <Username:
1
</Usernames
B <Passwords>
1
</Passwords>
B <FileSize>
38864
</FileSize>
B <TargetFileName>

config. txt
TTATIIETE e AT
Seses cE@XRE Xes Qe eEmx B
Filtsr: | httphhip. +34r==192. 166, 3. 227 V‘Expressxon... Clear  ipply
Ho Tine Source Testination Protacol Length Info
331 2014-03-26 10:52:17.661837 |192.168.3.227 192.168. HTTP /XML 370 POST /openacs/acs HTTP/1.1
334 2014-03-26 10:52:17.689248 192. A 192.168. HTTP /XML 930 HTTP/1.1 200 OK

336 2014-03-26 1927
192
574996 192

192,

AL
192

168
16

297 POST /openacs/acs HTTP/1
260 HTTP/1.1 204 N

1027 2014-03-26 931 HTTP/1.1 200 OK

1029 2014-03-26 :18.611943 192. SE b7 297 POST /fopenacs/acs HTTP/1.1
1032 2014-03-26 :18.741558 192. .2.80 192.168.3.227 HTTP/ XML 1044 HTTP/1.1 200 OK

1034 2014-03-26 :18.746495 192. -3.227 192.168.2.80 HTTP/ XML 1214 POST fopenacs/acs HTTP/1.1
1074 2014-03-26 123.811093 192. .2.80 192.168.3.227 HTTP/ XML 1186 HTTP/1.1 200 OK

1076 2014-03-26 123.815638 192. -3.227 192.168.2.80 HTTP/ XML 923 POST /fopenacs/acs HTTP/1.1
1078 2014-03-26 123.883478 192. .2.80 192.168.3.227 HTTP 260 HTTP/1.1 204 No Content
1237 2014-03-26 :44.574558 192. -3.227 192.168.2.80 HTTP/ XML 385 POST /fopenacs/acs HTTP/1.1
1240 2014-03-26 :44.605842 192. .2.80 192.168.3.227 HTTP/ XML 931 HTTP/1.1 200 OK

1242 2014-03-26 :44.612567 192. -3.227 192.168.2.80 HTTP 297 POST /fopenacs/acs HTTP/1.1
1245 2014-03-26 :44. 685657 192. .2.80 192.168.3.227 HTTP/ XML 1044 HTTP/1.1 200 OK

1247 2014-03-26 :44.691066 192. -3.227 192.168.2.80 HTTP/ XML 1214 POST fopenacs/acs HTTP/1.1
1249 2014-03-26 144.724849 192, .2.80 192.168.3.227 HTTP 260 HTTP/1.1 204 No Content

Figure 17

4.4 Supported File Types

1. Firmware
Telephone set version. The function of comparing the digests of supported versions is
automatically deployed. During upgrade, modify the digest of the version; otherwise, a
version can be downloaded only once.
Example of the URL in the configuration file (txt format):
Auto Image Url Atp://172.16.6.70:8000/x4.z
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L<VOIP CONFIG FILE>>Version:Z. 0002

<AITOUFDATE CONFIG MODULE:
Auto Image Url ftp /1231230172, 16, 6, TO: 3000/ %4, =
<<END OF FILE>>»

Figure 18
2. Phone book
The phone book supports three formats: xml, vef, and csv.
Auto Pbook  Url tftp://123:123@172.16.6.70/500.vef

<VOIP CONFIG FILEX>Version:Z. 000Z

<AUTOUPDATE COWFIG MODULE>
tuto Fbhook Url ttftp: /1231230172, 16, 6. TOSE00. csv
<<END OF FILE>>»

Figure 19
3. etc
The certificate file supports a range of suffixes: bin, crt, key, ovpn, and xml.
Auto etc Url Atp://1:1@172.16.6.70/sips.pem

<VOIP CONFIG FILE>>Version:Z. 0002 |

<AIUTOUFDATE CONFIG MODULE:
Auto Ete Url 1tftp:/ /172, 16. 6. T0/sips. pem
<<END OF FILE>>

Figure 20
4. Background
Background image, fixed with background name, BMP format.
Auto Logo Url :tftp://172.16.6.70/background.bmp

LAVOIP CONFIG FILE>»Version:Z. 000Z

<AITOUFDATE CONFIG MODULE:
Auto Logo Url ttftp: /172, 16, 6. T0/background. bmp

<<END OF FILE>>
Figure 21
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5. mmiset
The mmiset file contains all webpage and customization information about a telephone set.
The .mmiset format is not supported in auto provision of telephone sets. Compress
the .mmiset file in .z format for upgrade.
Auto Mmiset Url :
tftp://123:123@172.16.6.45/mmiset6_SpanishT20131206171925.z
T O TE P ES ST o ST o R

CAUTOUPDATE CONFIG MODULE>
Auto Mmiset Url :tftp://123:123@172. 16. 6. 45/mmiset6_SpanishT20131206171925. 2|

<<END OF FILE>>
Figure 22
6. Dialpeer.csv(industry support only)

Dialing rules, fixed to dialPeer name, in CSV format.
Auto DPeer Url :ftp://123:123@172.16.6.45:8080/dialPeer.csv

COWOIP COWFIG FILE:»Version:Z, 0002
<AITOUFDATE CONFIG MODULE =
tuto DPeer Url :ftp://123:123@17%, 16, 6. 45:8080/dialPeer. cav

<<END OF FILE>>
Figure 23

7. Access table(only the supported models of access control series are i31s, i30, i23s,

i20s, i32v and i33V)

Automatically update accessList, fixed to accessList name, for CSV format
Auto AList Url  :ftp://123:123@172.16.6.45:8080/accessList.csv

<OVOIP CONFIG FILE:»>Version:Z. 0002
<AITOUFDATE CONFIG NODULES
duto Alist Url ftp://123:123@172. 16, 6. 45:3080/accesslist. csv

<<END OF FILE:>»
Figure 24

4.5 Save Auto Provision Information

Select this item on the webpage, as shown in Figure 25.
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Auto Provision Settings

Current Config Version 2.0002

Commaon Config Version 2.0002

CPE Serial Number 00100400FVO200100000000230729b485
User

Password

| |
| |
Config Encryption Key | |
| |

Comman Config Encryption Key

Save Auto Provision Information v

Figure 25

If a telephone set uses a custom configuration file for upgrade, the telephone set displays a dialog
box for entering the configuration file ID at initial upgrade and then the telephone set downloads
the configuration file. At the second upgrade, the telephone set remembers the configuration file
ID and directly downloads the configuration file.

Note: The auto provision application is updated and the internal format of the configuration file is
no longer restricted.

A configuration file cannot be downloaded twice consecutively. To achieve this purpose, modify

the time zone or add spaces.

4.6 Auto Provision Access Table list

First click export access list, edit the information to be imported in the table, and upgrade
the list through automatic upgrade. After the upgrade, you can see the import details in the

access list.
Import Access Table
Select File . (accessList.csv) | Update

Access Table >>
Click here to Save Access Table

Total: 1 Page: 1 [v][ Next | © [ Dpelete | [ Delete Al |

Fwd Access  Double : Card
Number  Code Auth profile Type Lt State

[ 1 33 123456789 Disable None Guest 2019/07/16 13:39:49 Enable

[[] Index Name ID Department Position Location Number

Figure 26
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