SAHAFE

Si153W User Manual

Software Version: 1.0.0

Release Date: 2020/08/21



SAHAFE

Directory
D1 g=To (o] VOO OSSPSR 1
L P U @ bbbt b bbbk b b E AR R bR R R R bR R R R e Rt b e R R b b e 5
P22 =1 o] 1O SO U ST R T UTRRRPRTRON 8
3 SAFELY INSTIUCTION .t bbb b bbbt bt bbbtk b e bt b et b e s 9
A OVEBIVIBW ...ttt ettt ettt sttt b e b e e skt e b e e b e £ e Rt b e A E e b e A e e bt e b oAb e £ eR e e Ee A bt e b e s e e b e e b e ebe b eb e e ke e benbe b e bt ebenbenbeneas 10
A1 OVEIVIBW ...ttt ettt b bbb b et b b e bbb £ bbb e R e e b e eb e e b e b e b e e b e e b e e b b eb e eb e e b e b st ebenbe b nea 10
4.2 PACKING CONTENTS. ... .ottt bbbt bbb b bbbt bbb st bbb 10
I LA B €= 1L CTU T To [OOSR 11
5.1 Use POE or external POWEr AQAPLET .........cciveiiiiieee et ste et see s 11
5.2 DeSKIOP INSTAIIALION ......c.eiiviciieic sttt sre et nee e e e e e 11
5.2.1 Peripheral CONNECHON .......ccccveiiii ettt st sresre e nre e 11
B APPENUIX TADIE ..o bbb bbb bbb bttt re e 13
(o200 AN o] = o [l N o o IS 13
6.2 Appendix Il —Function key state definition ... 16
AL Y= R 1= Ao TS ] = £ To OO SRRRT 17
A8 =10 (o 0 (=TT o1 o o IS 17
7.2 INtrodUCHiON 10 the USET .....cuiiiiiiiiee bbb bbb e 18
7.2.1 StandDY INTEITACE ..o nre 18
7.2.2 DAl INTEITACE. ...t b bbb bbb b bbb b 18
7.2.3 Commonly used icons 0N the INtEIMACE ..........ccccevvevi i 20
7.3 Use Of toUCH KEYDOAIU ..........ooieeciee et 20
7.4 PRONE STALUS ...ttt bbb b bbbt bbbt bt bt bbbt bbbt b b e 21
7.5 WED IMBNAGEMENT ...ttt et e e e b e be s re et e st e s beeneestesbesreeneenee e 23
7.6 Network ConfigUIAtiONS .........ccviiiiiciec ettt e e st e sbe s re e see e 24
A ST S OTo T oo U] = (o S 25
8 BASIC FUNCHION ..o s 26
8.1 MaKING PRONE CallS ........oiviiiei ettt e e 26
8.2 ANSWET @ CAUL ...ttt b bbbt b e b bbb bbb b 27
8.3 CAll INLEITACE ... ettt et bbb b bbb b bt et b e bbb b e 27
B2 UNIOCK. ...ttt b bbbt b b bRt bt bt bbbt bt b bRt bbb bbb 28
8.5 BN OF CAIL ...t bbb bbb bbb bbb e b 29
T IV Ao [T I o] (=31 S 29
T 1= o [U 1= Y 30
8.8 AULO ANSWET ...ttt ettt bbbt b b e e e e b e e R e e R e e Re e e R e e Rt e Re e b e eE e s b e e he e nRenRe R e e e nre e 30



SAHAFE

BLO MULE ... R r e nre e 32
8.9.1 MULE dUING @ CAIl ...eeeeiiieiecee et re s re e e e 32
8.9.2 MULE WHEN FINGING ...veeviiieiieciee ettt st te s et sbesbeeneesresbesreeneenrennas 32

810 DIND ...ttt R b E R R Rt bR E b e bRt bRttt be e nene e 33

811 CaAll FOMWAIT .....ocuiititeieiiete ettt bbb bbb bbb bbbt b e bt nr e e 35

O AQVANCE FUNCHION ...t b e et bbbt b bbb s e e bt s bt s b e e bt e b s b e nb et et e s b b e e 37

1S IR [ 1 =T o0 o PP PP 37

9.2 M AST .ttt e bR e R b E R R ARt bRt R b e Rt bRttt be e e ne s 37

LS TR 1 TSP 39
0.3.1 SIMIS .t b Rt Rt Rt R Rt R et Rt ARt et et R et et n e et et 39
9.3.2 MWI (Message Waiting INAICALOr) .......ccvviiiieierieisie ettt 40

.4 SIP HOTSPOL......ccuiiieiieieeie ettt bbbt bbb e b e e b e e be et et e be e be e b b e 41

L0 PRONE SEHNGS 1ottt bbb bbb s bbb e b e b st b e e et e sbesbe e e be st b seenes 44

O R = T T TR Y= 1] o L 44
O 0 0t = T To [ =T [PPSR 44
10.1.2 TIME & DALE ...ttt bbb b bbb bbb 45
O ST o] £ =T o IR P PSPPSR 47

10.1.3.1 Brightness and backlight ...t 48
10.1.3.2 SCIEEN SAVET ......ooiiiiiiiiiiiiiteetee et s 48

IO IR oV T RS 49
10.1.5 VOICE VOIUME ...ttt bbb bbb bbb b e bttt nbe s 49
10.1.6 Gre@tiNG WOIAS.......ccveieieieiieeie ettt st te s ra e e e tesreese e aestesreeneesaesaeeneeeennens 49
L0.0.7 REDOOT. ...ttt b bbb bbbt b bbb bbb b e 50
10.2 PRONEDOOK ...ttt bbb b bbbt bbbt bbbttt b b e 50
10.2.1.1 Add / Edit / Delete CONLACE ........ccovueuiririeirieiirieienireeeeeseet ettt er e 51
10.2.1.2 Add / Edit / DEIEIE GIrOUP ..c.veveveriiiiieieesiesieieeeestesieeeeseessessesessessessesseeeseseesseneens 53
10.2.1.3 Add / Edit / Delete contact in GrOUP ........coverveeeieririerieesesiesieseseeseessesseeeseseesseseens 53
L0.2.2 BIACK TIST ...ttt bbbt b bbb b bbb bt b b 54
10.2.3 CloUd PRONE BOOK .......ciiiiiiiiiiiisienieeee sttt 56
10.2.3.1 Configure Cloud Phone DOOK .........cccoveiiiiirieiciiinececcse e 56
10.2.3.2 Downloading Cloud Phone DOOK ..........ccccvverieiriininieieesesesesese e 57

0 T - o T ST 57

O W ox 1 o T =Y 59

O Y ST 60
10.5.1 WIrElESS NEIWOIK ....c.viniiiiiiiiiiiee ettt bbb b bbb bbb snens 60
O T e Y= 1 ] o RSSO 62

0GR No (V7= 1o ol =To OSSOSO 63
10.6.1 Line CONfIQUIALIONS ......cviiiiiiicieic sttt st sbesra e e stestesneenaenne 63



SAHAFE

10.6.1.1 NEtWOIK SELHNGS ..cveeeeiriiiieieieierie ettt sttt sttt ese sttt ebe st sbe e 65
10.6.1.2 NEtWOIK SELHNGS ..oveveeiitiieieieterie ettt sttt st ese b st ebe st b e 65
10.6.1.3 QOS & VLAN ...ttt ettt ettt ettt e st e e sbeesbeesbeesbeesbeesbeesbeesbeesseesseesseans 68

O G TRt 0 AV USSR 69
10.6.1.5 WED SEIVEIN TYPE ..ottt sttt sttt st s b e sttt st b 70

10.6.2 SELTHE SECIEL KBY ....eeeiiiiieeeie ettt ettt e st sbesreeneesaesteeneeneenneas 71
10.6.3 MAINTENAINCE .......cuiiiiitiieieit ittt bbbt bbbt b b bttt b e b e bt abe b nn s 74
10.6.4 FIrMWare UPGIade........cccooiiieieiiiiieeie st sie e ste st ste et stessae e stesteeseestestesseeneessessesseessessens 77
10.6.5 FACIONY RESEL....c.eiiiiiiie bbb bbb 79

11 WED CONFIGUIALIONS ...ooiiiiiiciee et s b ettt bttt sbe e b et b neens 81
11.1 Web Page AUNENTICALION...........cccuiieiecicc et nes 81
11.2 System >> INFOMMALION........cccoiiiiieiece ettt sresre e e nrenes 82
171.3 SYSIEIM >3 ACCOUNT ..ottt ittt sttt ss e ss b ss e srb e sab e ssbe s st e s st e s beenbeenbeenbeenes 82
11.4 System >> CONfIQUIALIONS.........ccveiiiiieieee ettt sre e et sresreeneeneenns 83
TS V] (=T g I U o To = o [ 83
11.6 SYStEM >> AULO PrOVISION .....cciiieieieiieseeie e st see et ste ettt ste e e et sreeneeneesresreeneeseenees 83
S V] (=T 1 4 I T S 83
11.8 System >> REDOOL PRONE ........ooiieci ettt 84
11.9 NEIWOIK >3 BASIC ...ueveviiiiieiiiteiie ettt b bbb bbb b bt b e bbb nb e b 84
11.20 NEtWOIK >3 SEIVICE POt ....ccuiiiiiiiiiiiieee e et 84
12,10 NEIWOTK >3 VPN ..ottt et ettt s e e nnnnes 85
L1012 LINE 33 SIP..coiieeie ettt etttk et ettt ettt 86
R B I T o ] | o o (=7 oL SR 92
11.24 LiN@ >3 DIAI PIAN ...ouiiiiiee bbb bbb bbb 92
11.15 LiN@ >3 ACHON PIAN ..ottt bbb bbb 95
11.16 Line >> BASIC SEHINGS .....cciiiiiieieie sttt sttt besreene e b stesreeneenaenns 95
11,17 SEHINGS >3 FRALUIMNES .....ocueeie ettt ettt ettt e et be s beane e besbeste e e e steneas 96
11.18 Settings >> Media SELHNGS .....ccvciveiiieceere et sre e e sae e 100
11.19 SEHINGS >3 MCAST ..ottt ettt e e b e be s bease e besbesbeeseestesteeneeeenrens 102
11.20 SEHINGS >3 ACHON....c..iiieieieie ettt be s be e e e be s besbe e bestesreeneebenrens 102
11.21 Settings >3 TIME/DALE ......cc.civiieeie ettt be e e aestesreeneeseenrens 102
11.22 Setting >> TIME PIAN .ccuiciii e be s te e tesre e e renrens 103
2 T 1T T F T o] = SRS 104
11.24 Settings >> AGVANCEU........c.cciiieie ettt sttt be s be e e e testeaneesbenrens 105
11.25 PhoNEDOOK >3 CONLACT.......cciiiiiiiiieeer bbb bbb e 105
11.26 Phonebook >> Cloud phonebooK ... 106
11.27 PhoNebOOK >3 Call LIST ......cciiiiiiiiieieeeenie et 107
11.28 Phonebook >> Web Dial .......c.ccooiiiiiii e 108



SAHAFE

11.29 Phonebook >> AQVANCEM. ..ot 108
B 10 = 1 o T PSS 108
11.31 Function Key >> FUNCHON KBY .......cccviiieiiii ettt nne s 108
11.32 FUNCLON KEY>> SIUE KBY ...oviiiieeieiieiieeeee ettt st sttt st e e srestesneenenne s 109
11.33 FUNCLON KEY >3 SOMKEY .....ocviieieii ettt sttt nne s 110
11.34 FUuNnction Key >> AQVANCEU........cc.coiviiiieiiie ittt sse e sae st sre e srestesneesenneens 111
11.35 Security >> WED FIlEI ......c.o it nne s 111
11.36 Security >> Trust CertifiCateS .......ccciiviierire et nee s 112
11.37 Security >> DeViCe CertifiCALES .......cceieiireieeiere st neenre s 113
11.38 DeViCe LOQ >> DEVICE LOG.....ccoieiiriiieeieie st eie sttt sttt ste e e sresnesneeneennens 113
11.39 SECUILY SEUINGS.....uiiiiieieiiite st se st re et sbe e e e stesreeneesaesbesseeseesresteeneenennrens 114
12 TroUDIE SNOOTING .o et bbb bttt st sttt sbe b e 115
12.1 Get Device System INfOrMAtioN...........cocoveiiiiieeierc e nne s 115
12.2 REDOOE DEVICE ......ocuiiiiieieieeie ettt bbb b bbb bbb b et b b e 115
12.3 Reset Device to Factory Default ...........cccoviiieeieii s 115
12.4 SCIEENSNON ... et b bbb bbb bbbt 115
12.5 NetWOrk PACKES CapIUIE........ccccveiiiiieeieiesieseeie e ste st ste et ste e saestestesseesaesaesnesneeeennens 116
12.6 Get LOg INFOMMALION ......cociiiieciec ettt sreeneeeenre s 117
12.7 COMMON TrOUDIE CASES ....cooiuiiiiiiiitiite ettt bbbt bbbt bbbt sb e 117



SAHAFE

1 Picture

Picture 1 - Peripheral connection diagram ...........ccceoiiiiiiinine e 11
PICtUre 2 = INLEITACE ...ttt b ettt 12
Picture 3 - KEY DESCIIPLION ...ttt ettt bbb bbb 17
Picture 4 - Standby INTEITACE ... 18
PiICture 5 -MenU INEITACE ..o bbb et sbe e e 19
PiICtUre 6 - KEYDOAIT ..o et bbb e 20
Picture 7 - Keyboard numbers & CharacCters.........ccocooviiiiciine s 21
PiICture 8 - KEYBOAIT ........cciiiiiieice bbb 22
PiICtUre 9 - PRONE SLATUS .....ocviiiieiiieie e bbb bbbttt e e 23
PiICtUIre 10 - LOGIN PAJE ...ecveveierieieitesiesieesie sttt sttt st sttt sb et ebe st b b ese st st sbe e eseabesbentenes 23
Picture 11 - Web Line ReQISIratioN ........cccviiiiiiiiieese st 25
Picture 12 - Dial INEIACE......c..eieiieiieeee st b bt see s 26
Picture 13 - Call INterfaCe s 27
Picture 14 - VOICE Call INTEITACE.........coieieicee s 27
Picture 15 - TaKiNg INEITACE .......cvii it 28

Picture 16 - Web page configuration DTIMF ..........ccccoiiiiiiiinisese e 29
Picture 17 - Call @Nd INTEIMACE .......ccoiieieece et 29
Picture 18 - Web page configuration hard button preview.........c.coceviieieneieneneneese e 29
Picture 19 - Webpage configuration standby interface preview..........ccccoovevecnieienecsnnenne, 30
Picture 20 - Standby interface display after configuration............ccccoceeviniiierii i 30
Picture 21 - Line 1 enables auto-anSWeTING..........ccoeiiiiiieieene e 31
Picture 22 - Web page to start autO-anSWEIING .......ccoeiviereieieene e seens 31
Picture 23 - MULE the Call .........ovoiiiieece et 32
Picture 24 - RINGING MULE ..ot sttt sttt n et e neens 33
Picture 25 - DND Setting INtEIfACE .........ccoiiiiiiiieeriee e 34
PiICtUIE 26 - DIND tIMIEE ..ottt sttt s sttt e be st b s enenbe e neenes 34
PiICture 27 - DND SEINGS....c.eviteirieierieie ittt bbbttt bbb 34
PiCture 28 - LiNE DIND......occiiiiciceceees ettt sttt s ne st e nnens 35
Picture 29 - Set Call fFOrWAIT .......ccoccviiieiee et sre e neens 36
Picture 30 - Set Call FOrWAIT .......cccccviirieiee e 36
Picture 31 - Web INtercom CONFIGUIE.........oou it 37
Picture 32 - Multicast SEttiNGS PAGE .........coovueiriieireee et e 38
PICTUIE 33 - SMS ICOM ...ttt bbbt b bbb nr e 39
Picture 34 - New Voice Message NOIfICAtION .........cooviiiieiiii i 40
Picture 35 - VO0ICE MESSAGE INEITACE.......ccii it 41
Picture 36 - RegIStEr SIP ACCOUNL........ccciiiiieieiiie ettt sre e sre b s e e e 41



SAHAFE

Picture 37 - SIP hotspot server CONfIQUIAtION .........c.cccoiviierieie e nee 42
Picture 38 - SIP hotspot client CONfIQUIAtION ...........cccoviiiieieiiie e 43
Picture 39 - SELIANQUAGE .....ooveiiiieee ettt besre e saesteeneenee e 44
Picture 40 - web page language SEtiNG .......cccooiviveeriii i 45
Picture 41 - SEtiME & TALE .....c.oiuiiicic e 45
Picture 42 - webpage Set time &UALE .........ccceviiiiicee e 46
Picture 43 - Set SCreeN PAramMELErS. .......ccciiiiiiieiiiere ettt 47
Picture 44 - set SCreen ON WEDPAGE  .ovioiei it 48
PICTUIE 45 - SCIEENSAVET .......cuiiiiiiitiiteieie ettt ettt bbb bbbt b bbb bbbt b nre s 49
PiICtUre 46 - 10CAI CONTACT. .........oieiitiieeieis bbb bbb 51
PiICture 47 - add CONTACT ........ccveeiiiteieie bbb et b et b e e s 52
PiICture 48 - @it CONTACT.........cciiiiiieieee et sb e 52
o 0T = T o | 0T o PSRN 53
Picture 50 - browse the CONtACT IN GrOUP .....cviiiiieiec et nee 54
Picture 51 - add DIACKIIST.......c..ooiiiiiiieee bbb s 55
PiICtUIe 52 - BIACK lIST .....c.eiuiiiiiiieiiite bbb bbb s 55
Picture 53 - ClOUd CONACES .....c.oouiiiiiciiciereee bbb e 56
Picture 54 -Browsing Contacts in Cloud Phone DOOK............cccccvvveiiiiiiieie e 57
o (0T =T o | [ o PSSR 58
Picture 56 - Filter Call FeCOId tYPES ......oivi ittt sre e naenne s 59
Picture 57 - DSS KEY SEHINGS ......oiviiiieieie it se ettt teste e e esaesaesneeneennens 59
PICTUIE 58 — WLAN. ..ottt bbb bbb b bbbt b bttt b e 61
Picture 59 -WireleSS NEIWOIK.........ccciiiiiiiirieee bbb 61
Picture 60 - webpage WIreleSS CONNECT ..........coci ittt 62
PICTUIE B1 - AP INTO .ottt b e ettt bttt b e s 63
Picture 62 -line CONfIQUIALIONS .........cociiiii et neenne s 64
Picture 63 - Configure Advanced Line OPtiONS.........ccccviieieii i 64
PICIUIE B84 - 1P IMOTE ...ttt bbb bbb b e bt b et b e 65
Picture 65 - DHCP Network MOGE.........ccooiiiiiii i s 66
Picture 66 - PPPOE Network MOde .........cccooviiiiiiic e s 66
Picture 67 - Static IP NEtWOIK MOUE ........ccoiiiiiiii e 67
Picture 68 - IPv6 Static IP NEWOIK MOUE .......cociiiiiiiie s 68
Picture 69 - The phone configures the web SErver type.........ccoccovvieieeieie s 71
Picture 70 - MENU PASSWOIT ......c.coiiuiiiiiinieieiee ettt bbb bbb bbb e 72
Picture 71 - Menu passSWOIrd SELNG ......cccceiiiiiiiece e nne 72
Picture 72 - Menu passSWOId iNPUL..........ccoiveiiiiie et esresae e e sae e 72
Picture 73 - keyboard password SELHNG..........cccceveiieiiiiieee e 73
Picture 74 - webpage keyboard password SEttNG ........cccccocvveiiiiiiiiie s 74



SAHAFE

Picture 75 - Page auto ProviSioN SEMINGS .......cccvveeriiiieere et sre e s ste e snens 74
Picture 76 - Phone auto pProviSion SELHNGS........ccucveeiiiiieeie et sre e nee e 75
Picture 77 - Web page firmware UPGrade..........ccccveveiiiiieeieiie et ssee e snens 77
Picture 78 - fIrMWAare UPGIade .......cccveieieiiieeie sttt ste e stestesseeneesaesnesneeneennens 79
o (0T B - ox (o ] Y (=T PSSR 80
Picture 80 - WD [OQIN .....oviieeiee ettt nne s 81
Picture 81 - default passSWOrd PrOMPL ......ccccveiiiiiieeic et nne 82
Picture 82 - NetWOIK SEHINGS .....ooviiieieiiiesiee sttt sre e sresresneeneenne s 84
Picture 83 - ServiCe POrt SEINGS.......ciii i naenne s 85
Picture 84 - Dial Plan SELHNGS. .......viveieie sttt sresre e e sresreeneeneenneas 92
Picture 85 - Custom setting of dial - UP TUIES ........oooiiiieee e 93
Picture 86 - Dial rules table (L)......ccceieiiriiieierise ettt nne 94
Picture 87 - Dial rules table (2)......cccveeiiiieiee st nne 95
PiICtUre 88 - tIME PIAN ..o r et r e sre e e e e 104
Picture 89 - WeDPAgE TONE ........ooviiee sttt st st re e nee e e 105
Picture 90 - Web cloud phone book SettingsS.........cccoviviiviieniiinieec e 107
Picture 91 - 1P CAMEIA LiSt......cociiiiiiiiiiieieeeee et bbb et sne e 111
Picture 92 - Web Filter SELNGS .....ccveii ettt 112
Picture 93 - Web Filter TADIE ........ooo e 112
Picture 94 - Certificate Of SEHINGS.......cccviiiriiei e 113
Picture 95 - Device certificate SEtHNQ.......ccccvvivieeie e e 113
Picture 96 - Input and OULPUL SEIINGS ....ccveveiiiiieee e 114
Picture 97 - Input and OULPUL SETINGS ....ccveveiiiiiiec e e 116
Picture 98 - WED CAPLUIE .....oceeeiie ettt et e nae e e 117



SAHAFE

2 Table
TaDIE 1 - INLEITACE ..o bbb b ettt be b e bbb 12
Table 2 - KEYPAUA ICONS. ... ..ot bbb bbb b e bbb 13
Table 3 - Status Prompt and NOtIfiCation ICONS...........ccoviiiiiiiii e 13
TaADIE 4 - DSSKEY ICONS ..ottt ettt b e bbb b e b e s et sbesbenea 14
Table 5 -Look-up Table Of CharaCters ... 16
Table 6 - KEY DESCHPON .....c.cciiiiiieie ettt bbbttt b b et sbe b 17
Table 7 - Standby INTEITACE ... e 18
Table 8 - di@l INEITACE .......ccuiiciiece e bbbt sre e 19
Table 9 - COMMONIY USEA ICONS.........coiiiiiiieieise ettt bbb sre b 20
Table 10 - KEYDOAIM .....ccuoiieieieieeee et b et nre e 20
Table 11 - Keyboard numbers & Characters...........ccccovveviiiiiiecic s 21
Table 12 - TAKING MOUE ...eoviiiiiieieieee sttt sttt sttt st b e e be b b neas 28
Table 13 - INtErCOM CONFIQUIE ......oviiiiiieciee ettt st sbe b 37
Table 14 - MCAST Parameters 0N WEeD ..o 38
Table 15 - St tiMe PArameEterS ......cciiiiieieieiie ettt bbb 46
Table 16 - QOS & VLAN . ..ottt ettt ettt st e e ae e s besbesbe et aras 68
Table 17 - AULO PrOVISION .....coiiiiiieicece ettt bbb e 75
Table 18 - firMWare UPGrade..........coociiiiiiieieise ettt st sre e 77
TabDIE 19 - SEIVICE PO ..iiiiiiciiiieiieeee ettt bttt sttt s be b et e s e s besbenaeneas 85
Table 20 - Line configuration on the Web Page........cccocvveiiieiiine e 86
Table 21 - Phone 7 dialing MethOds.........cooiiiiieicce e 92
Table 22 - Dial - up rule configuration table.............cccooiiiieiiiii i 93
Table 23 - ACHON PIAN ..o ettt bt nrenre e 95
Table 24 - Set the line global configuration on the web page..........cccccocv i 95
Table 25 - General funNClion SEHINGS oo 96
Table 26 - VOICE SEIINGS ....cuvieiiiieitee ettt 100
Table 27 - MUIICASE PAFAMELEIS .........coiiiiiicie e 102
Table 28 — TimMe & DAte SELHNGS .....cceoiiieiirieireee e 102
Table 29 - tIME PlAN ... 103
Table 30 - FUNCHON KBY......coiiiiiiie bbb 109
Table 31 - Softkey CONfIGUIALION............coiiiiiec e 110
Table 32 - Input and OULPUL PArAMELEIS ........ceiiiiiiriieirieeriee et 114
Table 33 - TroUBIE CASES .......cccooiieiiee e 117



3 Safety Instruction

Please read the following safety notices before installing or using this unit. They are crucial for the
safe and reliable operation of the device.

® Please use the external power supply that is included in the package. Other power supply
may cause damage to the phone and affect the behavior or induce noise.

® Before using the external power supply in the package, please check the home power voltage.
Inaccurate power voltage may cause fire and damage.

® Please do not damage the power cord. If power cord or plug is impaired, do not use it
because it may cause fire or electric shock.
Do not drop, knock or shake the phone. Rough handling can break internal circuit boards.

® This phone is designed for indoor environment. Do not install the device in places where
there is direct sunlight. Also do not put the device on carpets or cushions. It may cause fire or
breakdown.
Avoid exposure the phone to high temperature or below 0°Cor high humidity.
Avoid wetting the unit with any liquid.

® Do not attempt to open it. Non-expert handling of the device could damage it. Consult your
authorized dealer for help, or else it may cause fire, electric shock and breakdown.

® Do not use harsh chemicals, cleaning solvents, or strong detergents to clean it. Wipe it with a
soft cloth that has been slightly dampened in a mild soap and water solution.
When lightning, do not touch power plug, it may cause an electric shock.

® Do not install this phone in an ill-ventilated place. You are in a situation that could cause
bodily injury. Before you work on any equipment, be aware of the hazards involved with

electrical circuitry and be familiar with standard practices for preventing accidents.
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4 Qverview

4.1 Overview

Si53W is an indoor station with 7-inch color touch screen and rich interfaces. It is mainly used in

residential area, villa, office building and other places for receiving calling and communicating

through the door phone and achieving remote door-opening. It provides more reliable security

assurance and the easier access control for the users, creating a safe and comfortable living

environment.

In order to help some interested users to better understand the details of the product, this user

manual can be used as a reference guide for the use of Si53W. This document may not apply to

the latest version of the software. If you have any questions, you can use the help prompt

interface that comes with the Si53W device, or download and update your user manual from the

official website.

4.2 Packing Contents

=]

Calk: -
00000, o
Indoor Station Quick Installation Guide
% E
10 pin Cable*1 4 pin Cable*1

Ry %

TA4*30mm Screw*2 PM4*16mm Screw*2

10

Wall-mount Bracket

2 pin Cable*1

&y

Screw fixing seat*2
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5 Install Guide

5.1 Use PoE or external Power Adapter

Si53W supports two power supply modes, external power adapter and Ethernet (PoE) switch

power supply mechanism

PoE power supply saves the space and cost of providing the device additional power outlet. With
a PoE switch, the device can be powered through a single Ethernet cable which is also used for
data transmission. By attaching UPS system to PoE switch, the device can keep working at power

outage just like traditional PSTN telephone which is powered by the telephone line.
For users who do not have PoE equipment, the traditional power adaptor should be used. If the
device is connected to a PoE switch and power adapter at the same time, the power adapter will

be used in priority and will switch to PoE power supply once it fails.

Please use the power adapter supplied by Safe and the PoE switch met the specifications to

ensure the device work properly.

5.2 Desktop Installation

5.2.1 Peripheral connection

Switch WAN port
\
B . Input Port
or aa
-
Door magnetic Infrared sensor
switch
ﬁ\ . e ~ Input Port @ C) O () ( )
\_// °
Vibration sensor Emergency key

Picture 1 - Peripheral connection diagram

11
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Picture 2 - interface

Table 1- interface

NO. Interface | Description
0,1 @ DC Power interface: 12V/1Ainput.

Ethernet interface: standard RJ45 interface, 10/100M
0,2 @ adaptive,

it is recommended to use CAT5 or CAT5E network cable.
0,3 l& Industrial power interface

Xo 2 sets of RS485 interfaces: can be connected to card reader,

o 2} sensor etc.

8 sets of alarm input interfaces: input devices for connecting
0,5 switches,

infrared sensor, door sensor, vibration sensors etc.
0,6 Speaker
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6 Appendix Table

6.1 Appendix | - Icon

Table 2 - Keypad Icons

Control center

Video Surveillance

Unlock key

Return key

Answer key

Table 3- Status Prompt and Notification Icons

Call out
<<<< Callin
m Mute Microphone

Call voice quality

a Call voice encryption

Call Hold

HD Audio

Network Disconnected

Enable VLAN

Enable VPN

Keyboard locked

Call forward activated

Auto-answering activated

13
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Connecting WIFI

Wi-Fi network abnormal

SIP Hotspot

e DND

l;.‘.r Missed call

SMS

Unread voice message

Network storm

Table 4- DSSkey Icons

Icon Translate

BLF/NEW CALL

BLF/BXFER

BLF/AXFER

BLF/CONF

BLF/DTMF

Presence

MWI

Speed Dial

Intercom

14
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Call Park

Call forward

Key Event

URL/Action URL

BLF List

Multicast

Memory Key None

None

Line

©00Q00D000®

DTMF

15



SAFE
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6.2 Appendix Il =Function key state definition

Table 5-Look-up Table of Characters

Type Icon State Description
Line Key o )
Gray Line is not configured
0 Green On Line ready (Registered)
e Red Blinking Line is trying to register
o Line error (Registration
Red Blinking )
failure)
BLF Subscription number is
Green On _
idle.
Subscription number is
Red On
busy.
Subscription number is
Red On o
dialing.
Subscription number is
Off )
unavailable.
Presence Subscription number is
Green On ]
idle.
Subscription number is
Red On
busy.
Subscription number is
Red On o
dialing.
Subscription number is
Off )
unavailable.
DND
@ Red On Enable DND
Off Disable DND
MWI New voice message
Green Blinking N g
waiting
Off No new voice message
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7 User Getting Started

7.1 Button description

ONONONONO

o

e

®© @ @ ® 6

Picture 3 - Key Description

The picture above shows the button layout of the device. Each button provides its own specific

function. The user can operate the device by referring to the description of the buttons in the

illustrations in this section.

Table 6- Key Description

Number | The keypad | Instruction
names
0,1 Control center | One key to call the set number; if there is no setting,
press to enter the setting interface
Video Preview | One key to view the access control/outdoor situation; if
°2 there is no setting, press to enter the setting interface
0,3 Unlock key One-key unlock during a call
o4 Return key Hang up during a call
’ Menu, return to the upper level directory
Answer key Incoming call, answer the call
°® Open the dial pad in standby

17
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7.2 Introduction to the User

7.2.1 Standby interface

Indoor Station |

13:43

12 SEP SAT

Picture 4- Standby interface

The figure above shows the default standby screen interface, which is the state of the user
interface most of the time.
The upper half of the main screen displays the welcome message, time and date, and status

information (such as automatic answer, network connection status, etc.).

Table 7- Standby interface

Number | Description

1 Welcome word, number
2 Status icon

3 Time, Date

4 Common Functions

5 Custom function

Icon descriptions are described in 6.1 Appendix |.

7.2.2 Dial interface

The dial interface is mainly used to make calls, enter the contacts, call history interface

18
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12343444
12 :f.:l'_;-MfE_ 1 12 l@
1 2 3 End
i

4 115 6 123

Delete

Picture 5-Menu interface

Table 8- dial interface

Number Features Description
1 Return key Return to the previous menu, the main interface
2 Dialpad Enter the dial interface
3 Contact Enter the contact interface, view/edit contacts
4 Call records Enter the call log interface, view the call log
5 6 Turn page When the list supports multiple pages, page up and
down

7 Home Back to main interface

Volume Down Key Volume Adjustment

Volume Up Key Volume Adjustment
10 Dial key After entering the number, press to call out
11 Numeric keypad 0-9, *, #
12 Input box Enter number
13 Delete key Delete entered number

i End: Exit the current interface

14 Endfinput 123: Switch input method, 123/abc/ABC/Abc/2aB

method/delete
Delete: delete the entered number

Number matching ) )
15 d After entering the number, the query record displays
recor
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7.2.3 Commonly used icons on the interface

Introduction to icons commonly used by equipment.

Table 9- Commonly used icons

Icon Description Icon Description
Back to main Previous page
interface
Next page Return
Search for

Q Add to
contacts
Save

7.3 Use of touch keyboard

The device supports using the touch keyboard to enter data.

8]

37123 |4@ 5 Space 6 . I7<

Next

Picture 6- keyboard

Table 10 - keyboard

Number | Function keys | Description

1 26 English | Type letters

letters

Switch to uppercase letter input

2 i)

mode

Switch  to  number, special

3 ?
123 character input mode
Special
4. 6 @. .
characters
5 Space Bar Enter a Space
7 Switch Switch input characters left and

20
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right
8 Delete Delete entered characters
Next Switch to the next edit box
° Done Save operation
10 Hide keyboard

Tap on the screen to switch 2123 to number and special character input mode.

11 2 3 4 5 6 7 8 9 0
- / ; ( ) $ & +

2 =*¢< ? ! # * <]  Next

3 abc [ Space 1 < >

Picture 7 - Keyboard numbers & characters

Table 11 - Keyboard numbers & characters

Number Function keys Description
1 Number Key Type in data

Switch to special
2 — ' g

character input mode

Switch lowercase English

3 abc

letter input mode

7.4Phone Status

The phone status includes the following information about the phone:
® Network Status:
VLAN ID
IPv4 or IPv6 status
IP Address
Network Mode
® The Phone Device Information:
Mac Address
Phone Mode
Hardware Version number
Software Version number
Phone Storage (RAM and ROM)
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System Running Time

SIP Account Information:
SIP Account

SIP Account Status (registered / uncommitted / trying / time out)

TRO69 Connection Status (Displays only in the phone interface state)

The user can view the phone status through the phone interface and the web interface.

Device interface: When the device is in standby, press [Menu] >> [Status], select options to

view corresponding information, as shown in the figure:

Metwork

Phone

Account

TROGS

RTP

Vian|d None

DHCP/IPv4

172.16.12.207

O ~ v

Picture 8- keyboard

® \WEB interface: Refer to 7.5Web management to log in the phone page, enter the [System] >>

[Information] page, and check the phone status, as shown in the figure:
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* System

» Network

Settings
Phonebook
Call logs

Function Key

Security

Device Log

Security Settings

Information FOMS

System Information [7]
Model:
Hardware:
Software:
Uptime:
MEMInfo:

System time:

Network @
WAN

Network mode:
MAC:

Subnet mask:

Default gateway:

SIP Accounts @
Line 1
Line 2
Line 2
Line 4
Line 5

i33W

V1.0

0.1.2

00:18:43

ROM: 29.3/128(M) RAM: 37.6/94(M)
2020-9-9 15:55 (SNTP)

DHCP
0c:38:3e:46:1e:62

172.16.12.207
255.255.255.0
172.16.12.1

0305@172.16.1.2:5060 Registered

N/A
N/A
N/A
N/A

Inactive
Inactive
Inactive

Inactive

Picture 9- phone status

7.5Web Management

Phone can be configured and managed on the web page of the phone. The user needs to enter

the IP address of the phone in the browser at first and open the web page of the phone.

The user can check the IP address of the phone by pressing [Menu] >> [Status].

User:
Password:

Language:

admin

Engish  [=] [

Picture 10- Login page

Users must correctly enter the user name and password to log in to the web page. The default

user name and password are "admin”. For the specific details of the operation page, please refer

to page 11 Web configurations.
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7.6 Network Configurations

The Si53W device supports two network connection methods: wired network connection and
wireless network connection. Users need to choose the corresponding connection method
according to their own situation.

The device uses an IP network connection to provide services. Unlike traditional devices based
on line circuit technology, IP devices are connected to each other through the network to
exchange data packets and data based on the device's IP address.

To enable the device, the network configuration must first be properly configured. To configure the
network, users need to find the device function menu button [Menu] >> [Advanced Settings] >>
[Network] >> [Network Settings].

The default password for entering advanced settings is "123".

X
NOTICE! If user saw a ‘WAN Disconnected’ icon flashing in the middle of screen, it

means the network cable was not correctly connected to the device’s network port. Please
check the cable is connected correctly to the device and to the network switch, router, or

modem.
The device supports three network types, IPv4/IPv6/IPv4&IPv6

There are three common IP configuration types for IPv4

® DHCP - This is the mode that automatically obtains the network configuration from the
server. The user does not need to manually configure any parameters. Suitable for most
users.

® Static IP configuration — This option allows users to manually configure each IP parameter,
including IP address, mask, gateway and primary DNS server and backup DNS server. This
usually applies to some professional network user environments.

® PPPoOE — This option is usually suitable for users who connect to the network through a
broadband service account. To establish a PPPoE connection, the user should provide the
user name and password provided by the operator.

The default configuration of the device is the network mode of automatic configuration

There are two common IP configuration types for IPv6

DHCP - This is the mode that automatically obtains the network configuration from the
server. The user does not need to manually configure any parameters. Suitable for most
users.

® Static IP configuration — This option allows users to manually configure each IP parameter,
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including IP address, mask, gateway, and primary and secondary domain names. This

usually applies to some professional network user environments.

For specific configuration and use, please refer to 10.6.2.1 Network Settings and 10.5 WiFi

7.7 SIP Configurations

A line must be configured properly to be able to provide telephony service. The line configuration
is like a virtualized SIM card. Just like a SIM card on a mobile phone, it stores the service provider
and the account information used for registration and authentication. When the device is applied
with the configuration, it will register the device to the service provider with the server’s address
and user’s authentication as stored in the configurations.

The user can conduct line configuration on the interface of the phone or the webpage, and input
the corresponding information at the registered address, registered user name, registered
password and SIP user, display name and registered port respectively, which are provided by the
SIP server administrator.

Phone interface: To manually configure a line, the user can long press the line button or use the
function menu button [Phone Settings] >> [Account] >> [Line] to configure each line, and click
OK'to

save the configuration.

Line 0305@51P1 =]

Register Settings >>

Line Status: Registered Activate: ©

Username: 0305 (7] Authentication User: (7]
Display name: 0305 (7] Authentication Password: [ (7]
Realm: (7] Server Name: (7]
SIP Server 1: SIP Server 2:

Server Address: 172.16.1.2 (7] Server Address: (7]
Server Port: 5060 (7] Server Port: 5060 (7]
Transport Protocol: uop E| (7] Transport Protocol: uop E| (7]

Registration Expiration: |3600 second(s) @ Registration Expiration: 3600 second(s) @
Proxy Server Address: (7] Backup Proxy Server Address: (7]
Proxy Server Port: 5060 7] Backup Proxy Server Port: 5060 7]
Proxy User: @

Proxy Password: (7]

Picture 11- Web Line Registration
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8 Basic Function

8.1 Making Phone Calls

B Default Line
The equipment provides 6 SIP line services. If all the 6 lines are configured successfully, the user

can use any line to make or receive calls. If the user has set a default line, the number or name

currently used by default will be displayed in the upper left corner of the screen interface. To

enable or disable the default line function, the user can go through [Menu] >> [Function] >>

[Basic Settings] >> [General] or complete the settings on the web page ([Web Page] >>

[Settings] >> [Function Settings] 1 >>[Basic Settings]).

B Dialing Methods

User can dial a number by:

Entering the number directly
Selecting a phone number from phonebook contacts (Refer to 10.2.1 Local contacts)

Selecting a phone number from cloud phonebook contacts (Refer to 10.2.3 Cloud Phone
Book)
Selecting a phone number from call logs (Refer to 10.3 Call Loq)

Redialing the last dialed number

Press the management center button to call

<X

[i32]

1 2 3 End
EE‘&!

69

60 4 5 6 123

Delete

Picture 12- Dial interface

When calling a number, the user can press [End] or press the return button to cancel the call

26



SAFE

Outgoing Call

123

123

Picture 13- Call interface

8.2 Answer a call

When the device is idle and there is an incoming call, the user will see the following call
reminder screen.

Incoming Call

123

123

Forward Reject

Picture 14- Voice call interface

The user can answer the call by pressing the button or the interface. To reject an incoming

call, the user presses or the reject button on the interface.

8.3 Call interface

When the call is established, the user will see the call mode screen as shown below:
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Talking...

1231

123 2

00:09 3

y y,

Mute

Picture 15- Taking interface

Table 12 - Taking mode

Number | The keypad names Instruction

1 Contact Name The name of the other party

2 Contact Number Call the other party's number

3 Call duration Call duration

4 Mute icon Icon indication after the call is muted

) ) Display the current call voice quality,
Voice quality, HD, ) ] _
5 ] ) voice call encryption and other icon
voice encryption

indicators
6 End Hang up
Volume addition and )
7. 8 . Adjust call volume
subtraction
8.4Unlock

Web page settings [Function keys] >> [Function keys]>>[DSSKey3] is DTMF, the value is the
access control caller's password to open the door, as shown below:

Press during a call © , Can open the door with one key.

Function Key Settings

Key Type Name Value Subtype Line Media PickUp Number
D55

Key [DTMF [=] [ | [122 | [Nane |[auTo | [EFALLT Il |
1

D55

Key [None [=] [ i | [None |[auto | [DEFALLT Il |
2
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Picture 16- Web page configuration DTMF

8.5 End of call

Talking...

123

123

00:12

Mute

Picture 17- Call end interface

When the user's call ends

1) You can presso to end the call

2) You can press O to end the call
3) You can press the end button on the call interface

8.6 Video preview

The user can bind the video stream of the camera of the door phone and view the situation
outside the house with one click

Web page settings [Function keys] >> [Function keys]>>[DSSKey?2] is the url, the value is the
RTSP URL of the camera, and the setting is completed and submitted.

Press O the video surveillance button in standby.

Function Key Settings

Key Type Name Value Subtype Line Media PickUp Number
D55

Key [URL =1 | [rtsp://172.16.12.¢ [None |[auTo | [oEFALLT Il |
1

Picture 18 - Web page configuration hard button preview

Web page settings [Function keys] >> [Side key], select any key, the type is url, the value is the
RTSP URL of the camera, and the setting is completed and submitted.
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In standby, press the shortcut key set on the right side of the standby
interface.

Side Dsskey Settings

Key Type Name Value Subtype Line Media PickUp Number
F1 [uRL [+] [door1 | [rtsp://172.16.12.1 [Nane [~][oz05@stp1 [~ |[DEFALLT = |
F2 [uRL +| [door2 | [rtsp://admin:zadmir| [ Nane ~|[oz0s@stp1 [~ |[DEFALLT =
F3 |[KeyEvent [+]| [ | [Phonebock  [=][aUTO [~ ][pEFaLLT = |
Fa [KeyEvent [+]| [ | [call Lags [+][auTo [~ ][pEFaLLT = |

Picture 19- Webpage configuration standby interface preview

Indoor Station

11 231

10SEP THU 8
® door2 ®

CallLog Contact ® Phonebook @

<
@ call Log ®

Menu

Picture 20- Standby interface display after configuration

8.7 Dial query

The device defaults to enable the dial query function, open the dial pad to dial, enter
one or more numbers, the dial interface will automatically match the call record, the
number list in the contact, click to select the number and call out.

8.8 Auto Answer

The user can enable the automatic answering function on the device, and the device
can automatically answer after a call comes in. Auto answer can be activated by
distinguishing lines.
The user can start the automatic answer function on the device interface or the web
interface.
® Device interface:

Press [Menu]>>[Function]>>[Auto Answer] button;

Press the button to select the line, use the left/right navigation key to turn on/off
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the auto answer option, set the auto answer time, the default is 5 seconds

Press to save when finished

The icon Ein the upper right corner of the screen indicates that auto answer is

enabled.
=

Call Forward 1. Auto Answer

Auto Answar
Call Waiting
Hot Line

Basic

Advanced

0305

o

Enabled

2. Auto Answer Delay 5

Picture 21 - Line 1 enables auto-answering

® \Web interface :

Log into the device webpage, enter [Line]>>[SIP], Select [Basic Settings], enabled
automatic answering, set the automatic answering time and click submit.

Line 0305@SIP1 = |

Register Settings >>

Basic Settings >>

Enable Auto Answering: [C] @ |

Call Forward

Unconditional: Oe

Call Forward on Busy: 0@

Call Forward on No

Answer: 0e

Call Forward Delay for

i A v (0~120)second(s) @
Subscribe For Voice e

Message:

Voice Message 3600

Subscribe Period: (60~999999)second(s)
Dial without Registered: [C] @

DTMF Type: auTo  [+] @
Request With Port: (7]

Use STUN: 0@

Auto Answering Delay: (0~120)second(s) @
Call Forward Number for | | )
Unconditional:

Call Forward Number for | | ®

Busy:

Call Forward Number for [ | @

MNo Answer:

Transfer Timeout: I:I second(s) @

Voice Message Number: | | @

Enable Missed Call Log: [7]
DTMF SIP INFO Mode: (7}
Enable DND: O @
Use VPN: [7]

Picture 22- Web page to start auto-answering
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8.9 Mute

You can turn on the silent mode and turn off the microphone of the device during a
call, so that the other party cannot hear the local voice. Under normal circumstances,
the silent mode is automatically turned off as the call ends. You can also enable the
keep mute function on any interface (such as the idle interface) to automatically mute
the ringtone when a call comes in.

ute during a call

Press the mute button ?ﬂkon the call interface during a call: The mute button on the
device turns on the red light.

The call interface displays a red mute icon, as shown in the figure:

Talking...

123

123

Mute

Picture 23- Mute the call

e Unmute the call: Press the unmute $on the device again. The mute icon is no
longer displayed on the call interface. The red light of the device mute button is

turned off.

ute when ringing

® Turn on mute ringing: press the mute button on the incoming call interface when
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the device is ringing:I&2
: : : : W

The mute icon on the incoming call interface of the device changes to and

there is no ringtone. After hanging up, the device will still ring the next time there

is an incoming call.
Incoming Call

123

123

™~

Answer WViute Forward Reject

Picture 24 - Ringing mute

8.10 DND

User may enable Do-Not-Disturb (DND) feature on the device to reject incoming calls (including

call waiting). The DND can be enabled on line basis.

Enable/Disable phone all lines DND, Methods the following :

® Phone interface : Default standby mode ,

1) Press [DND] button to enter the DND setting interface, select line or phone to enable
DND, the icon will become red. The phone status prompt bar will have a DND icon.

If the user wishes to enable/disable the uninterrupted function on a specific line, the user can set
the uninterrupted function on the page of configuring the line.
Press [Menu] >> [Function] >> [Basic Settings] >> [DND] button to enter the edit page of [DND].
Use the left/right navigation keys to select the line to adjust the DND mode and status. After
finishing, press the [OK] button to save.
The user will see that the DND icon turns red, and the SIP line has enabled the DND mode.
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= DND
Call Forward 1. DND Mode
Auto Answer 2_ DND Tirmes
Call Waitiryg 3. Line
Hot Line 4. state
Basic
Advanced

Lire

Disabled

1M

Enabled

Picture 25- DND setting interface

Users can also use the Do Not Disturb timer. After setting, within the time range, the Do Not

Disturb function will be automatically turned on and the DND icon will turn  red
& DMD '

Call Forward 1. DND Mode Line )
Auto Answer 2. DND Timer Enabled )
Eall Waiting 3. DND Start Time 15 : 00

Het Line 4, DND Erd Tirne 17 :30

Biasic 5. Line SIP1 )
Jyry—— 6. State Erabled )

Picture 26- DND timer

Web interface: Go to [Settings] >> [Function Settings] >> [DND Settings], set the type of
DND (off, phone, line), and DND timing function.

Basic Settings >>
Tone Settings >>

DND Settings >>

DND Option: (off  [=]

Enable DND Timer: =

DND Start Time: (15 [+]
DND End Time: 117 [+] [30  [+]

Picture 27- DND Settings
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The user opens the DND of a specific line on the webpage: enter [Line] >> [SIP] >> [Basic
Settings], and enable DND.

Basic Settings >>
Enable Auto Answering: [ @ Auto Answering Delay: |5 (0~120)second(s) @
Call Forward Call Forward Number for
Unconditional: Oe Unconditional: ©°
Call Forward on Busy: [ @ gjlg;orward Nlianbeion 7]
Call Forward on No Call Forward Number for
Answer: O e Mo Answer: 0
ol o ardiP el Vi 5 (0~120)second(s) @ Transfer Timeout: 0 second(s) @
No Answer: ’
Subscribe For Voice - .
Message: £ @ Voice Message Number: (]
Voice Message 3600
Subscribe Period: (60~999999)second(s)
Dial Without Registered: [0 @ Enable Missed Call Log: 7]
DTMF Type: AUTO  [+] @ DTMF SIP INFO Mode:  [Send 10/11 =] @
Request With Port: (7] Enable DND: 0e I
Use STUN: £ @ Use VPN: 7]

Picture 28 - Line DND

8.11 Call Forward

Call forward is also known as ‘Call Divert’ which is to divert the incoming call to a specific number

based on the conditions and configurations. User can configure the call forward settings of each

line.

There are two types,

® Unconditional Call Forward — Forward any incoming call to the configured number.

® Call Forward on No Answer — When user does not answer the incoming call after the
configured delay time, the incoming call will be forwarded to the configured number.

® Phone interface : Default standby mode

1) Press [Menu] >> [Function] >> [Call Forwarding] to select the line

2) Select the type of call forwarding. Turn on and set the number to be transferred, etc.

3) Click the upper right corner to save the changes.
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« Unconditional
Call Forward 1. Unconditional Disablad
Auto Answer 2. Forward to
Call Waiting 3. OnCode
] A, Off Code
Basic
Advanced

Picture 29- Set call forward

Web interface: Enter [Line] >> [SIP]>> [Basic Settings], and set the forward type,
number, and time.

36

Line

0305@STPT v

Register Settings >>

Basic Settings >>

Enable Auto Answering: [[] @ Auto Answering Delay: (0~120)second(s) @

Call Forward Call Forward Number far

Unconditional: Oe Unconditional: | | L

Call Forward on Busy: [ @ gzx!yFlorward Lanb exgfog [ | @

Call Forward on No Call Forward Number for

Answer: 0e No Answer: | | °
FoTWard Dalay rar - - ;

NG ANSWET: 5 (0~120)second(s) © Transfer Timeout: 0 second(s) @

Subscribe For Voice - .

Viercenp: 0@ Voice Message Number: | | @

Voice Message 3600

Subscribe Period: (60--999999)second(s)

Dial Without Registered: [[] @ Enable Missed Call Log: [7]

DTMF Type: AUTO  [+] @ DTMF SIP INFO Mode:  [send 1011 [+] @

Request With Port: [7] Enable DND: 0@

Use STUN: [ ] Use VPN: (7]

Picture 30- Set call forward
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9 Advance Function

9.1Intercom

After the device enables intercom, it can automatically answer intercom calls.

Basic Settings >>
Tone Settings >>

DND Settings >=>

DND Option: off [+]

Enable DND Timer: ]

DND Start Time: 15 [=] [0 [+]
DND End Time: 17 [=] [30 [+]

Intercom Settings >>
Enable Intercom: Enable Intercom Mute: 0@

Enable Intercom Tone:

Response Code Settings >>

DssKey Setting >>

Picture 31- Web Intercom configure

Table 13 - Intercom configure

Parameter Description

Enable Intercom |When intercom is enabled, the device will accept the incoming call request
with a SIP header of Alert-Info instruction to automatically answer the call

after specific delay.

Enable Intercom

Enable mute mode during the intercom call
Mute

Enable Intercom ) ] o )
T If the incoming call is intercom call, the phone plays the intercom tone
one

Enable Intercom Barge by selecting it, the phone auto answers the intercom
Enable Intercom ) - o
B call during a call. If the current call is intercom call, the phone will reject the

arge _
second intercom calll

9.2 MCAST

This feature allows user to make some kind of broadcast call to people who are in multicast group.
User can configure a multicast DSS Key on the phone, which allows user to send a Real Time

Transport Protocol (RTP) stream to the pre-configured multicast address without involving SIP
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signaling. You can also configure the phone to receive an RTP stream from pre-configured
multicast listening address without involving SIP signaling. You can specify up to 10 multicast
listening addresses.

MCAST Listening
Priority: 1 [=]
Enable Page Priority:
Enable Prio Chan:

Enable Emer Chan:

Index/Priority Name Host:port Channel
1 0 [=]
2 0 [=]
3 0 [=]
4 0 [=]
5 0 [=]
6 0 [=]
7 0 [=]
8 0 [=]
9 0 [=]
10 0 [=]
Apply
MCAST Dynamic
Auto Exit Expires: 60
Apply
Index Priority MCAST Ip Port

Picture 32- Multicast Settings Page

Table 14 - MCAST Parameters on Web

Parameters Description

Normal Call Priority Define the priority of the active call, 1 is the

highest priority, 10 is the lowest.

Enable Page Priority The voice call in progress shall take precedence

over all incoming paging calls.

Name Listened multicast server name
Host: port Listened multicast server’s multicast IP address
and port.
Multicast:

® Go to web page of [Function Key] >> [Function Key] , select the type to multicast, set
the multicast address, and select the codec.
Click Apply.
Set up the name, host and port of the receiving multicast on the web page of [Phone
Settings] >> [MCAST].

® Press the DSSKEY of Multicast Key which you set.

Receiver will receive multicast call and play multicast automatically.
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Dynamic multicast:

Function description: Send multicast configuration information through Sip Notify
signaling. After receiving the information, the device configures it in the system for
multicast monitoring or cancels multicast monitoring in the system

9.3SMS

9.3.1 SMS

If the service of the line supports the function of the short message, when the other end sends a
text message to the number, the user will receive the notification of the short message and display
the icon of the new SMS on the standby screen interface.

Indoor Station

CallLog Contact

X

Menu

Picture 33- SMS icon

Send messages:

® Goto [Application] >> [SMS].

® Users can create new messages, select lines and send numbers.

® After editing is complete, click Send.

View SMS:

® Use the navigation keys to select the standby icon [message]

® After selecting, press the navigation key [OK] to enter the SMS inbox interface.

® Select the unread message and press [OK] to read the unread message.
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WI (Message Waiting Indicator)

If the service of the lines supports voice message feature, when the user is not available to
answer the call, the caller can leave a voice message on the server to the user. User will receive
voice message notification from the server and device will prompt a voice message waiting icon
on the standby screen.

Indoor Station

CallLog Contact (® Phonebook

s
- @ @ i Log @
Menu

Picture 34- New Voice Message Notification

To listen to a voice message, the user must first configure the voicemail number. After the

voicemail number is configured, the user can retrieve the voicemail of the default line.

When the phone is in the default standby state,

® The voicemail icon displays the number of unread voicemail messages.

® Click the icon to view the total number of voicemail messages, or listen to the messages
directly in the voicemail interface

® Select [Message] under [Menu]

® Enter [Voice Message] under [Message]

® The "8"in brackets on the SIP1 line represents unread voice messages,

and "46" represents the total number of voice messages.

® Select the line to enter, enable the message and set the message number, press
the upper right corner ~ to save

® After setting the message number, press® to listen to the message.
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« Voice Message v

Voloo Meszage 1. 0305 (0/0)

SMS 2. 170 (8/48) ®
3. SIP3 (0/0)
4. SIP4 (000

& SIPS (0/0)

6. SIPG (00

Picture 35 - Voice message interface

9.4 SIP Hotspot

SIP hotspot is a simple but practical function. With simple configurations, the SIP hotspot function
can implement group ringing. SIP accounts can be expanded.

Set a phone as a SIP hotspot and other phones (B and C) as SIP hotspot clients. When somebody
calls phone A, phone A, B, and C all ring. When any phone answers the call, other phones stop
ringing. The call can be answered by only one phone. When B or C initiates a call, the SIP nhumber
registered by phone A s the calling number.

To set a SIP hotspot, register at least one SIP account.
No Registration

SIP Hotspot Settings

Enable Hotspot: | Disabled [w | ]
Mode: [client  [+] =]
Monitor Type: |Broadcast [ | ]
Monitor Address: [224.0.2.0 | o
Local Port: [16360 | L]
Name: |SIP Hotspot | o

Line Settings

Line 1:
Line 2:
Line 3:
Line 4: [Enabled [+]
Line 5:
Line 6: [Enabled [+]

Picture 36- Register SIP account
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Table 15- SIP hotspot Parameters

Parameters Description

If your phone is set to “SIP hotspot server”, Device Table will display as Client
Device Table which connected to your phone.

If your phone is set to “SIP hotspot client”, Device Table will display as Server
Device Table which you can connect to.

Device Table

SIP hotspot

Enable hotspot | Set it to be Enable to enable the feature.

Choose hotspot, phone will be a “SIP hotspot server”; Choose Client, phone

Mod
ode will be a “SIP hotspot Client”

Either the Multicast or Broadcast is ok. If you want to limit the broadcast
Monitor Type packets, you’d better use broadcast. But, if client choose broadcast, the SIP
hotspot phone must be broadcast.

Monitor Address | The address of broadcast, hotspot server and hotspot client must be same.

Remote Port Type the Remote port number.

Configure SIP hotspot server:

Clsent Tabile

6.7 181 Qe 3R:Ae 2 3h S5 of

SIF Hotspot Setting=s

i
L NN N-N-§-

Line Sattings

Picture 37- SIP hotspot server configuration

Configure SIP hotspot client:
As a SIP hotspot client, no SIP account needs to be set. The Phone set will automatically obtain
and be configured a SIP account. On the SIP Hotspot tab page, set Mode to Client. The values of

other options are the same as those of the hotspot.
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Hotspot Table

IF SEMVEr Name Dnline Status onnetion Status Allas Line
172.16.7.16 SIP Halspol CnLine Connected 1 Dhzconnesct
SIP Hotspol Settings

Enable Hotspat Enshled v L7

Mode Cha [7)
Manitor Type Broadcast v [7]

Monitor Address (7]

Local Part TS h] ®

fame SIF Hotspot [

Line Sellings
Lime 1:

I
Lina 2: Enabled

Picture 38- SIP hotspot client configuration

As the hotspot server, the default extension number is 0. When the phone is used as the client,
the extension number is increased from 1, you can view the extension number through the [SIP
Hotspot] page.

Call extension number:

® The hotspot server and the client can dial each other through the extension number.

® [For example, extension 1 dials extension O.

43



SAFE

10 Phone Settings

10.1 Basic Settings

10.1.1 Language

The user can set the phone language through the phone interface or web interface.

® Phone interface: After resetting the factory settings, the user needs to set the language; when
setting the language during standby, go to [Menu] >> [Basic Setting] >>[Ul Preference]>>
[Language] Settings, as shown in the figure.

[
<« Ul Preference v
Ul Preference 1. Language
Ring & Tone 2. Time &Date
Keyboard 3. Screen
WLAN 4. Greeting Words
Reboot System
@) ~ v

Picture 39 - Set language

® Web interface: Log in to the phone webpage and set the language in the drop-down box at

the top right corner of the page, as shown in the figure:
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Default password is in use. Please change ] ( admin )

B Keep Online

Reboot Phone

Francais
noay
Espafiol
Catald
Description: Euskera
Some tools to help Galego
administrators or Turkce
technicians to analyze Slovenian
issues. teska
Nederlands
#=9
YkpaiHceka
Portugués

Picture 40- web page language setting

® The function box on the right side of the web interface language setting box is “Synchronize
language to phone’”; if selected, the phone language will be synchronized with the webpage

language. If it is not selected, it will not be synchronized.

10.1.2 Time & Date

Users can set the phone time through the phone interface and web interface.
® Phone end: When the phone is in the default standby state, press the [Menu] >> [Basic
settings] >>[Ul Preference] >>[Time & Date] , use the up/down navigation button to edit

parameters, press the to save after completion, as shown in the figure:
€« Time & Date Vv
Ul Preference 1. Mode ‘SNTP )
Ring & Tone 2. SNTP Server 0.pool.ntp.org
Time Z UTC+8) Beijing, Si Perth, |
Keyboard 3. Time Zone (UTC+8) Beijing, Singapore, Perth, y
F t DD MMM WW
WLAN 4.Forma )
Reboot System 5. 12 Hours Clock Disabled P
6. Daylight Saving Time Disabled p

@) N v

Picture 41- settime & date
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® \Web end: Log in to the phone webpage and enter [Phone Settings] >> [Time/Date], as

shown in the figure:

Picture 42- webpage set time &date

Table 15- set time Parameters

Parameters Description

Mode Auto/Manual
Auto: Enable network time synchronization via SNTP protocol,
default enabled.
Manual: User can modify data manually.

SNTP Server SNTP server address

Time zone Select the time zone

Time format Select time format from one of the followings:

1 JAN, MON

1 January, Monday
JAN 1, MON
January 1, Monday
MON, 1 JAN
Monday, 1 January
MON, JAN 1
Monday, January 1
DD-MM-YY
DD-MM-YYYY
MM-DD-YY
MM-DD-YYYY
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®  YY-MM-DD
B YYYY-MM-DD

Separator

Choose the separator between year and moth and day

12-Hour Clock

Display the clock in 12-hour format

Daylight Saving Time

Enable or Disable the Daylight Saving Time

10.1.3 Screen

The user can adjust the brightness of phone screen in LCD in two ways.

® Slide down the outgoing status bar page in standby mode. Slide down again to adjust phone

brightness conveniently.

® Enter the [Menu] >> [Basic Settings]>> [Ul Preference]>>[Screen] and then adjust the

brightness.Click

<«

Ul Preference

Ring & Tone

Keyboard

WLAN

Reboot System

to save.

Screen Setting v/
1. Backlight Active Level 12 p
2. Backlight Inactive Lev...1 )
3. Backlight Time 60 p
4. Screensaver Enabled p
5. Timeout to Screensa... 120 P

@) ~ v

Picture 43- set screen Parameters

® \Web interface: Enter [Settings] >> [Advanced], edit screen parameters, and click Submit to

save
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10.1.3.1 Brightness and backlight

Set the brightness level in the use state from 1 to 16.

Set the brightness level in energy saving mode from 0 to 16 optional.

Set the backlight time, the default is 30 seconds, you can turn it off or choose 15 seconds/30
seconds/45 seconds/60 seconds/90 seconds/120 seconds.

The screen saver can be turned on or off, and it is turned on by default.

Web interface: Enter [Settings] >> [Advanced], edit the screen parameters, and click Submit to
save.

Advanced

HEAST e

* System

NOTE
Screen Configuration
+ Network Description:
Backlight Active Level: 2 J~6) [} g ]
Backlight Inactive Level: [ lo~16) 7] functions of the phone,
. Line such as backlight, menu
Backlight Time: B0 lo~120)second(s) ] password, keyboard
Screensaver Enabled v ) locks, etc.
L EEIE Timeout to Screensaver: 120 Jr1s~120)second(s) L]
+ Phonebook Anply
L |
+ call logs LCD Menu Password Settings
e Passwords C— °
+ Function Key | Aeply |
Keyboard Lock Settings
» ECEL Keyboard pasaword: E— °
Keyboard Time: [—
+ Device Log Keyboard Lock Type: Dizabled v ]
Apply
+ Security Settings
Greeting Words
Greeting Words: Indoor Station (0-12 character(s))
Apply

Picture 44- set screen on webpage

10.1.3.2 Screen Saver

® Press [Screen Settings] to find the [Screen Saver] button, turn on/off the screen saver, set

the timeout time, the default is 120S, press to save after finished.
Return

® to standby after saving, screen saver will display after 120s, as follows
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10SEP THU

Indoor Station

S A~ oo

Picture 45- Screensaver

10.1.4 Ring

When the device is in the default standby mode,
® Enter [Menu] >> [Basic settings].
® Enter [Ring&Tone] >> [Ring]

Set ring type and save it by press

10.1.5 Voice Volume

When the device is in the default standby mode
® Enter [Menu] >> [Basic settings].
® Enter [Ring&Tone] >> [Voice Volume]

® Set volume and save it by press

reeting words

The device is in the default standby state.
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Press [Menu] to find the [Basic Settings] button.
Press the [Ul Preference] button to find the [Welcome] button.

Enter the setting interface, press to save after completion

Note: Only after the default line selection function is disabled, the welcome message can

be displayed in the upper left corner of the standby

When the device is in the default standby mode,
® Enter [Menu] >> [Basic setting] >> [Reboot] item.
® Click [Reboot] to indicate whether to restart the phone.

® Press to restart the phone or press to exit the prompt box to return to the
configuration interface.

10.2 Phonebook

Users can save contact information in the phone book and dial the contact's phone number
directly in the phone book.The user can open the phone book by pressing the function menu

button "contact" or the preset button "phone book" on the phone in the default main interface.
By default, the phone book is empty, and users can add manually or add contacts to the phone

book from the call log (or cloud phone book).

NOTICE! The device can save up to total 2000 contact records.
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Local Contacts

Q 1. All Contacts (0)
Local Contacts
Black list (0)
White List (0)
Cloud Contacts

LDAP

Picture 46- local contact

When there are contact records in the phone book, the contact records will be arranged in the

alphabet order. User may browse the contacts with up/down navigator keys. The record indicator

tells user which contact is currently focused. User may check the contact’s information by

pressing [OK] button.

10.2.1.1

Add / Edit / Delete Contact

Add a contact, click to enter the contact interface, select the first icon (contact icon, selected by

default) and add the following contact information.

Contact Name

Tel. Number
Mobile Number

Other Number

Line

Ring Tone

Contact Group

Photo
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1. Name

Local Contacts 2. Office Number

Black list (0) 3. Mobile

White List (0) 4. Other Number

Cloud Contacts S. Line Auto y

LDAP 6. Ring type Default )

Picture 47- add contact

User can edit a contact by pressing button o

All Contacts (1/1)

Q 1 fgbun. 56 =
Local Contacts 1. Edit
2. Detalil
Black list (0)
3. Delete
White List (0) 4. Send Message
5. Addto Black list
Cloud Contacts
6. Addto White List
LDAP

Picture 48- edit contact

Delete the contact, press = to delete the contact, when press it will prompt whether to

delete, press to delete.
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10.2.1.2 Add/Edit/ Delete Group

By default, the group list is empty. Users can create their own group, edit group names, add or
remove contacts from the group, and delete groups.
® Add group. Enter contact list interface, press to create groups.

® Delete groups, press = to delete

® To edit the group, press to edit.

The brackets indicate the total number of records in the group.

Local Contacts

Q 1. All Contacts (1)
Local Contacts

Black list (0)

White List (0)

Cloud Contacts

LDAP

Picture 49- group

10.2.1.3 Add /Edit/ Delete contact in Group

User can browse the contact in group



fae (1/1)
Q 4565)

Local Contacts

Black list (0)

White List (0)

Cloud Contacts

LDAP

Picture 50- browse the contact in group

When the user browses the contacts in the group, he can press " to enter the add contact

interface, and then press to save the contact, the contact will also be synchronized to the

local phone book. You can also delete contacts in the group by press =,

10.2.2  Black list

The device supports blacklist, such as the number added to the blacklist, the number of calls

directly refused to the end, the end of the phone shows no incoming calls. (Blacklisted Numbers

can be called out normally)

® There are multiple ways to add a number to Blacklist on the device. It can be added directly
on [Menu] >>[phone book]icon>> [Black list].

® Select any number in the phone book (both local and network) for configuration addition.

® Select any number in the call log for configuration addition.
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Local Contacts

LDAP

Black list (0)

White List (O)

Cloud Contacts

Black list

Picture 51- add blacklist

® There are various ways to add number to the blacklist on web page, which can be added in

the [Phone book] >> [Call list] >> [Restricted Incoming Calls].

® Select any number in the phone book (both local and network) for configuration addition.

® Select any number in the call log for configuration addition.

- System

- Network

F Line

. Settings

* Phonebook

. Call logs

- Function Key

b Security

- Device Log

F Security Settings

Call List

Cloud phonebook

Web Dial

Restricted Incoming Calls

Add || Delete || Deleteal
(m] Caller Number Line
‘Allowed Incoming Calls
Add || Delete || Deketeal
u Caller Number Line WhiteList Type
Restricted Outgoing Calls
Add || Delete || Delete Al
=] Caller Number Line

Picture 52- Black list

Description:
List of incoming and
outgoing control rights:
blacklist, whitelist,
restricted call list.
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10.2.3 Cloud Phone Book

10.2.3.1 Configure Cloud Phone book

Cloud phonebook allows user to configure the device by downloading a phonebook from a cloud
server. This is convenient for office users to use the phonebook from a single source and save the
effort to create and maintain the contact list individually. It is also a useful tool to synchronize
his/her phonebook from a personal mobile phone to the device with Cloud Phonebook Service

and App which is to be provided publicly soon.

NOTICE! The cloud phonebook is ONLY temporarily downloaded to the device each time
when it is opened on the device to ensure the user get the latest phonebook. However, the
downloading may take a couple seconds depending on the network condition. Therefore, it
is highly recommended for the users to save important contacts from cloud to local
phonebook for saving download time.

Open cloud phonebook list, press [Menu] >> [Contacts] >> [Cloud Contacts] in phonebook
screen.

TIPS! The first configuration on cloud phone should be completed on Web page by
selecting [PhoneBook] >> [Cloud Contacts]. The setting of addition/deletion on device

could be done after the first setting on Web page.

Cloud Contacts

Q

Local Contacts
Black list (0)
White List (0)
Cloud Contacts

LDAP

Picture 53 - cloud contacts
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10.2.3.2 Downloading Cloud Phone book

In cloud phone book screen, user can open a cloud phone book by pressing the network
phonebook. The device will start downloading the phone book. The user will be prompted with a
warning message if the download fails,

Once the cloud phone book is downloaded completely, the user can browse the contact list and
dial the contact number same as in local phonebook.

Cloud Contacts

Q 1. 123 =
Local Contacts 2. 215 =
Black list (0) 3. 4215 =
White List (0) 4. xmllingling =
Cloud Contacts 5. udser =

LDAP

Picture 54-Browsing Contacts in Cloud Phone book

10.3 Call Log

The device can store up to 1000 call log records and user can open the call logs to check all

incoming, outgoing, and missed call records by pressing [CallLog] icon.
In the call logs screen, user may browse the call logs with up/down navigator keys.

Each call log record is presented with ‘call type’ and ‘call party number / name’. User can check

further call log detail by pressing icon and dial the number with pressing the call log, or add

the call log number to phonebook with pressing = Icon >> [Add to Contact].
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User can delete a call log by pressing [Delete] button and can clear all call logs by pressing

[Delete All] button from = .

10 Sep 16:23

Al ¢ 123 10 Sep 11:49 =
In w123 10 Sep 11:07 =
Out w123 09 Sep 20:57 =
Miss & 123 09 Sep 20:57 =
Forward ¥ 123 09 Sep 20:42 =

Picture 55- call log

Users can also filter the call records of specific call types to narrow down the scope of search

records, and select a call record type by left and right navigation keys.

a
- Missed Call Log

»
< - Incoming Call Log

”
<. Outgoing Call Log

c-r
- Forward Call Log
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09 Sep 20:39

Al < 6 09 Sep 20:35 =
In ¢ 69 09 Sep 18:00 =
Out Z 69 09 Sep 18:00 =
Miss 7 69 09 Sep 17:59 =

09 Sep 17:58

Picture 56- Filter call record types

10.4 Function Key

It shows 8 DSSKEY keys in standby mode on Screen, each of which can be customized.

<« Keyboard v
Ul Preference 1. DSSKey Settings
Ring & Tone 2. Soft DSS Key Settings
Keyboard 3. Softkey
WLAN
Reboot System
@) ~ %

Picture 57- Dss key settings

The DSS Key could be configured as followings,
€ Memory Key
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B Speed Dial/Intercom/BLF/Presence/Call Park/Call Forward (to someone)

€ Line

Key Event

®  MWI/DND/Hold/Transfer/Phonebook/Redial/Pickup/Call Forward (to specified
line)/Headset/ SMS/Release

DTMF

Action URL

BLF List Key

MCAST Paging

MCAST Listening

Action URL

XML Browser

*

L K K IR IR JBK JER 2

Moreover, user also can add the user-defined title for the DSS Keys, which is configured as
Memory Key / Line / URL / MCAST Paging / Prefix.

NOTICE! User-defined title is up to 10 characters.

More detailed information refers to 12.31 Function Key >> Function Key and 6.2 ppendix ii

10.5 Wi-Fi

The device supports wireless Internet access and has built-in Wi-Fi without external devices.

10.5.1  Wireless network

When the device is in the default standby state, search for wireless networks
Press menu [Menu] >> [Basic Settings].

Click [Basic Settings] >> [WLAN].

Click [Wireless Network] to enter the setting interface.

Turn on the wireless network, click Save, and the device will automatically search for wireless
networks under the current network after enabling.
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<« WLAN v

Ul Preference 1. WLAN
Ring & Tone 2. AP Setting
Keyboard

WLAN

Reboot System

@) ~ v

Picture 58 —= WLAN

® The device connects to the wireless network

® Select the available network, select wireless after entering,click 8 , enter

username,password to connect

® After connection successful 8 wiill change to’/

< AN
Ul Preference 1. WLAN Enabled P
Ring & Tone 2. WLAN Status Connected
Keyboard 3. Known Network 3 Known Network(s)
WLAN 4. Available Network 14 Available Network(s)
Reboot System

@) AN v

Picture 59-wireless network

Connection to wireless network
® Log in to the webpage, [Network]>>[Wi-Fi Settings]
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® Configure Wi-Fi information, after the configuration is complete, click Add
® Turn on Wi-Fi and click Submit.

e —

Wi-Fi Settings

*  Network

Wi-Fi Enable:

» Line

Wi-Fi Info Add
¢+ Settings Wi-Fi Name:
SSID:

Phonebook Secure Mode:

Encryption Type: C—
) s Usemame: ——
password —
» Function Key -]
Wi-Fi Info List
» Security Wi-Fi Name SSID Secure Mode Encryption Type
H3C H3C_fanvil WPA/WPA2-SPK TKIP
s Device Log None TKIP
Fanvil WPA/WPA2-SPK AES(CMPP)
» Security Settings Fanvil-AP-2.4GHZ WPA/WPA2-SPK AES(CMPP)

Delete Maodify

Picture 60- webpage wireless connect

10.5.2 AP setting

In the absence of a wired network, you can set up a wireless network connection by turning on the
AP mode of the device and connecting to the backstage webpage of the device with a mobile
phone.

Press menu button [Menu] >> [Basic Settings] button.

Click [Basic Settings] >> [WLAN] >> [AP Settings]

Enable AP, prompt to restart, it will take effect after restart (cannot be turned on at the same time

as the wireless network, if the wireless network is enabled, you need to turn it off)

After restarting, enter the AP setting interface, you can see the SSID and IP address named after
the device's MAC address
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<« WLAN Vv

Ul Preference 1. WLAN
Ring & Tone 2. AP Setting
Keyboard

WLAN

Reboot System

@) ~ Vg

Picture 61- AP info

Turn on Wi-Fi, you can see the Wi-Fi network named by the device's MAC address, click to
connect without a password

After the connection is successful, scan the QR code with the browser of the mobile phone to
enter the login interface of the device background

Enter username/password (default admin)

After logging in, select Wi-Fi settings, manually add Wi-Fi and enable Wi-Fi, the device will
automatically connect to the Wi-Fi network after the setting is completed

Back to standby, you can see the Wi-Fi icon in the status bar

10.6 Advanced

10.6.1 Line Configurations

Phone access [Phone settings] >> [Account] >> [Line], select [Register Account] to configure
the SIP line on the phone.
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- Basic N
Accounts 1. SIP ‘SIP1 )
Network 2. Registration Enabled )
Security 3. Server Address 172.16.1.2
Maintenance 4. Auth. User

5. Auth. Password HorkHok
6. SIP User 0305
@) A "

Picture 62-line configurations

For users who want to configure more options, user should use web management portal to modify

or [More Register Settings] in accounts on the individual line to configure those options.

< Advanced N
Accounts 1. SIP ‘SIP‘I )
Network 2. Domain Realm

i Dial Without Register... Disabled
Security 3. Dial Without Register... Disable: )
Maintenance 4. Anonymous one P
5. DTMF Mode AUTO )
6. Use STUN Disabled )
O A v

Picture 63- Configure Advanced Line Options
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10.6.1.1 Network Settings

10.6.1.2 Network Settings

Phone access [Phone Settings] >> [Network] >> [Network], you can configure the SIP line on
the phone.

® [P Mode
There are 3 connection mode options: IPv4. IPv6. IPv4&IPv6

Click to switch IP mode

<« IP Mode v/

Accounts 1. IPMode ‘IPVZL )
Network R

2. IPvB
Security

3. IPv4 & IPv6

Maintenance

@) A v

Picture 64- IP Mode

m [Pv4

The network type has three modes: DHCP, PPPoE, and static IP.
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Accounts 1. Connection Mode ‘DHCP P

Network 2. Use DHCPDNS Enabled P
i Use DHCPTi Disabled

Security 3.Use Ime isable P

Maintenance

Picture 65- DHCP network mode

When using DHCP mode, phone will get the IP address from DHCP server (router).
® Obtain DNS Server automatically: It is enabled as default. “Enable” means phone will get

DNS address from DHCP server and “disable” means not.

Accounts 1. Connection Mode ‘PPPoE )
Network 2. Username user123
Security 3. Password E—

Maintenance

Picture 66 - PPPoOE network mode

When the network is set to PPPoE, the PPPoOE server issues the network IP address of the
device.
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User: Fill in the username of the PPPoE server.
Password: Fill in the password of the PPPOE server

< Network

Accounts 1. Connection Mode ‘Static IP )
Network 2. IP Address 192.168.1.179
Security 3. Mask 255.255.255.0
Maintenance 4. Gateway 192.168.1.1

5. Primary DNS 8.8.8.8

©. Secondary DNS 202.96.134.133

O A v

Picture 67- Static IP network mode

When using Static IP mode, user must configure the IP address manually.
® |P Address: Phone IP address.

® Subnet Mask: sub mask of your LAN.

® |P Gateway: The gateway IP address. Phone could access the other network via it.

® Primary DNS: Primary DNS address. The default is 8.8.8.8, Google DNS server address.

® Secondary DNS: Secondary DNS. When primary DNS is not available, it will work.

m |Pv6

® The network type has two modes to : DHCP and static IP.

® DHCP network settings are the same as IPv4.

® The static IP network settings are compatible with IPv4, just need to fill in the prefix in IPv6

Prefix.
® |Pv6 Prefix: IPv6 prefix digits, the prefix represents the network bit, similar to the IPv4 subnet
mask.
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v Network N
Accounts 1. Connection Mode ‘Static IP P
Network 2. |P Address
Security 3. IPv6 Prefix

Maintenance 4. Gateway

5. Primary DNS

6. Secondary DNS

@) ~ 24

Picture 68- IPv6 Static IP network mode

10.6.1.3 QoS & VLAN

m LLDP
Link Layer Discovery Protocol. LLDP is a vendor independent link layer protocol used by network
devices for advertising their identity, capabilities to neighbors on a LAN segment.

Phone could use LLDP to find the VLAN switch or other VLAN devices and use LLDP to learn
feature to apply the VLAN ID from VLAN switch to phone its self.

m CDP

Cisco Discovery Protocol. CDP is a not-for-profit charity that runs the global disclosure system for
investors, companies, cities, states and regions to manage their environmental impacts.
According to the CDP, Cisco devices could share the OS version, IP address, hardware version

and so on.
Table 16- QoS & VLAN
Parameters Description
LLDP setting
Report Enable LLDP
Interval LLDP requests interval time
Learning apply the learned VLAN ID to the phone
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configuration
QoS
QoS Mode configure SIP DSCP and audio DSCP
WAN VLAN
WAN VLAN WAN port VLAN configuration
LAN VLAN
LAN VLAN LAN port VLAN configuration
CDP
CDP CDP enable/disable , CDP interval time

Note: QoS & VLAN details refer to
https://hatpol.pl/pobieranie/safeip/vlan-introduction.pdf

10.6.1.4 VPN

Virtual Private Network (VPN) is a technology to allow device to create a tunneling connection to a
server and becomes part of the server’s network. The network transmission of the device may be

routed through the VPN server.

For some users, especially enterprise users, a VPN connection might be required to be
established before activate a line registration. The device supports two VPN modes, Layer 2
Transportation Protocol (L2TP) and OpenVPN.

The VPN connection must be configured and started (or stopped) from the device web portal.
| L2TP
NOTICE! The device only supports non-encrypted basic authentication and non-encrypted

data tunneling. For users who need data encryption, please use OpenVPN instead.

To establish a L2TP connection, users should log in to the device web portal, open page [Network]
-> [VPN]. In VPN Mode, check the “Enable VPN” option and select “L2TP”, then fill in the L2TP
server address, Authentication Username, and Authentication Password in the L2TP section.

Press “Apply” then the device will try to connect to the L2TP server.
When the VPN connection established, the VPN IP Address should be displayed in the VPN
status. There may be some delay of the connection establishment. User may need to refresh the

page to update the status.

Once the VPN is configured, the device will try to connect to the VPN automatically when the
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device boots up every time until user disable it. Sometimes, if the VPN connection does not
established immediately, user may try to reboot the device and check if VPN connection
established after reboot.

H  OpenVPN

To establish an OpenVPN connection, user should get the following authentication and
configuration files from the OpenVPN hosting provider and name them as the following,
OpenVPN Configuration file:  client.ovpn

CA Root Certification: ca.crt
Client Certification: client.crt
Client Key: client.key

User then upload these files to the device in the web page [Network] -> [VPN], Section OpenVPN
Files. Then user should check “Enable VPN” and select “OpenVPN” in VPN Mode and click
“Apply” to enable OpenVPN connection.

Same as L2TP connection, the connection will be established every time when system rebooted
until user disable it manually.

10.6.1.5 Web Server Type

Configure the Web Server mode to be HTTP or HTTPS and will be activated after the reboot.

Then user could use http/https protocol to access pone web page.
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<« Web Server Type v

Accounts 1. Protocol ‘H'I'I'P )
2. HTTPS
Security

Maintenance

Picture 69 - The phone configures the web server type

10.6.2 Set The Secret Key

When the device is in the default standby mode,
® Select [Phone Settings]>> [ System]>> [ Password]
® Click [ Password] to change password.

Accounts 1. Menu Password
Network 2. Keyboard Password
Security

Maintenance
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Picture 70- Menu Password

<« Menu Password v/

Accounts 1. Current password ‘I ‘
Network 2. New password
Security 3. Confirm password

Maintenance

Picture 71 - Menu password setting

The menu password is the advanced setting password.

[Current password] If you not set password, the default password is 123.

[New password] The password you want to reset.

The password immediately takes effect after the setting is completed, and the password is not
displayed in plain text after being entered.

Accounts 1. MenuPassword

Network

Security Enter Password

Maintenance

Picture 72- Menu password input
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The keyboard password is used to unlock the keyboard after the device is locked.

< Keyboard Password v/

Accounts 1. Keyboard Status ‘Disabled

Network
Security

Maintenance

@) A \Ve

Picture 73- keyboard password setting

The setting of keyboard password only for turn on or turn off on device
Select [Keyboard Password] and click it ,it will pop up a prompt to enter a password, this
password is the menu password (the default password is 123 ).

If the password is correct, you will enter the keyboard lock status interface. The keyboard lock
status is off by default, and the timeout period will take effect after you choose to enable it.
Return to standby.,After the timeout period, the device will lock the keyboard, and there will be a

lock icon on the top of the device. Press any key at this time will prompt a password box.
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) System

+ Network

Seitings

» Phonebook

+ Call logs

» Function Key

+ Security

+ Device Log

: Security Settings

10.6.3

Phone Webpage: Login and go to [System] >> [Auto provision].

System

@ Line

: Settings

> Phonebook

> Calllogs

> Function Key

Screen Configuration
Backlight Active Level:
Backlight Inactive Level:
Backlight Time:
Screensaver

Timeout to Screensaver:

LCD Menu Password Settings

Menu Password:

2 Ja~-1e)
—

0 Jto~120)second(s)
[f5 J(15~120)second(s)

Apply

B ]
Apply

Keyboard Lock Settings
Keyboard Password:
Keyboard Time:
Keyboard Lock Type:

Disabled v
Apply

Greeting Words

Greeting Words:

indoor Station (0-12 character(s))

Apply

CNNCN N

Advanced

Description:
Set up the advanced
functions of the phone,
such as backlight, menu
password, keyboard
locks, ete.

Picture 74- webpage keyboard password setting

Maintenance

Basic Settings

CPE Serial Number:
Authentication Name:
Authentication Password
Configuration File Encryption Key:

General Configuration File Encryption Key:

Download Fail Check Times:
Update Contact Interval:

Save Auto Provision Information:
Download CommenConfig enabled:
Enable Server Digest:

Display Provision Prompt:

00100400FV02001000000c383e461e62

1
I
I
I

I —

vl

Enable Provision Normal Prompt ¥

NN NN

e oo

N I ey e -+ I

Description:
Auto Provisioning is used
to realize
remote/automatically
installation and
delpoyment configuration
and some other related
files,

DHCP Option >>

> Security

SIP Plug and Play (PnP) >>
> Device Log Static Provisioning Server >>
Autoprovision Now >>

* Security Settings
TRO69 >>

Apply.

Picture 75- Page auto provision Settings

LCD: Enter [Phone Settings] >> [System] >> [Maintain] >> [Auto Provision].
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&«

Accounts

Network

Security

Maintenance

Auto Provision

1. IPv4 DHCP Option

2. IPv6 DHCP Option

3. SIPPlug and Play

4. Static Provisioning Server

O

Picture 76- Phone auto provision settings

Safe devices support SIP PnP, DHCP options, Static provision, TR069.

Transferring protocol: FTP.

TFTP. HTTP. HTTPS

Details refer to Auto Provision in

https://hatpol.pl/pobieranie/safeip/auto-provision-description-safe.pdf

Table 17 - Auto Provision

Parameters

Description

Basic settings

CPE Serial Number

Display the device SN

Authentication Name

The user name of provision server

Authentication Password

The password of provision server

Configuration File

Encryption Key

If the device configuration file is encrypted , user should add

the encryption key here

Encryption Key

General Configuration File

If the common configuration file is encrypted, user should add

the encryption key here

Download Fail Check

Times

If there download is failed, phone will retry with the configured

times.

Update Contact Interval

Phone will update the phonebook with the configured interval

time. If it is 0, the feature is disabled.

Save Auto Provision

Information

Save the HTTP/HTTPS/FTP user name and password. If the

provision URL is kept, the information will be kept.
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76

Download Common

Config enabled

Whether phone will download the common configuration file.

Enable Server Digest

When the feature is enable, if the configuration of server is
changed, phone will download and update.

DHCP Option

Option Value

Confiugre DHCP option, DHCP option supports DHCP custom
option | DHCP option 66 | DHCP option 43, 3 methods to get
the provision URL. The default is Option 66.

Custom Option Value

Custom Option value is allowed from 128 to 254. The option

value must be same as server define.

Enable DHCP Option 120

Use Option120 to get the SIP server address from DHCP

Server.

SIP Plug and Play (PnP)

Enable SIP PnP

Whether enable PnP or not. If PnP is enable, phone will send
a SIP SUBSCRIBE message with broadcast method. Any
server can support the feature will respond and send a Notify
with URL to phone. Phone could get the configuration file with
the URL.

Server Address

Broadcast address. As default, it is 224.0.0.0.

Server Port

PnP port

Transport Protocol

PnP protocol, TCP or UDP.

Update Interval

PnP message interval.

Static Provisioning Server

Server Address

Provisioning server address. Support both IP address and

domain address.

Configuration File Name

The configuration file name. If it is empty, phone will request
the common file and device file which is named as its MAC
address.

The file name could be a common name, $mac.cfg, $input.cfg.
The file format supports CFG/TXT/XML.

Protocol Type

Transferring protocol type , supports FTP. TFTP. HTTP and
HTTPS

Update Interval

Configuration file update interval time. As default it is 1, means

phone will check the update every 1 hour.

Update Mode

Provision Mode.
1. Disabled.
2. Update after reboot.

3. Update after interval.
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TRO69

Enable TR069

Enable TR069 after selection

ACS Server Type

There are 2 options Serve type, common and CTC.

ACS Server URL

ACS server address

ACS User

ACS server username (up to is 59 character)

ACS Password

ACS server password (up to is 59 character)

Enable TR069 Warning If TRO69 is enabled, there will be a prompt tone when
Tone connecting.
TLS Version TLS version (TLS 1.0, TLS 1.1, TLS 1.2)

INFORM Sending Period

INFORM signal interval time. It ranges from 1s to 999s

STUN Server Address

Configure STUN server address

STUN Enable

To enable STUN server for TR069

10.6.4

® \Web page:

* System

> Network

> Line

» Settings

» Phonebook
> Call logs

> Function Key

» Security

> Device Log

: Security Settings

Firmware Upgrade

Login phone web page, go to [System] >> [Upgrade].

Software upgrade @

Current Software Version: 0.1.2

System Image File: [ select | | Upgrade |
Upgrade Server

Enable Auto Upgrade:

Upgrade Server Address1:

Upgrade Server Address2:

Update Interval: 24 hour

Apply

Firmware Information

Current Software Version: 0.1.2

Server Firmware Version:

Upgrade

New Firmware Information:
Ring Upgrade @

Load Server File: | select | (*.wav) | Upload |
Ring List @

Index File Name File Size
Delete

Background Upgrade @

Load Server File: [ select | (*.bmp) | Upload |

Picture 77- Web page firmware upgrade

® L CD interface: go to [Menu] >> [Maintain] >> [Upgrade] .

Table 18- firmware upgrade

Reboot Phone

NOTE

Description:

This page is used to
upgrade some files for
phone, including
firmware, ring tones, wall
paper, etc.

Parameter

Description

Upgrade server
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Enable automatic upgrade, If there is a new version txt
Enable Auto Upgrade and new software firmware on the server, phone will
show a prompt upgrade message after Update Interval.

Upgrade Server Address1 Set available upgrade server address.
Upgrade Server Address?2 Set available upgrade server address.
Update Interval Set Update Interval.

Firmware Information

Current Software Version It will show Current Software Version.

Server Firmware Version It will show Server Firmware Version.

If there is a new version txt and new software firmware
U de] butt on the server, the page will display version information

pgrade] button ) ) ]
and upgrade button will become available; Click

[Upgrade] button to upgrade the new firmware.

) o When there is a corresponding TXT file and version on
New version description ) o ) )
] ) the server side, the TXT and version information will be
information

displayed under the new version description information.

® The file requested from the server is a TXT file called vendor_model_hw10.txt.Hw followed by
the hardware version number, it will be written as hw10 if no difference on hardware. All
Spaces in the filename are replaced by underline.

® The URL requested by the phone is HTTP:// server address/vendor_Model hw10
.Ixt: The new version and the requested file should be placed in the download directory of the

HTTP server, as shown in the figure:

nvil_x6_hwv1_0.txt 2018/9/11 17:57 1 KB

| nvil_x6_hwv1_1.txt 2018/9/11 17:57 1 KB
| nvil_x6_hwv1_2.txt 2018/9/11 17:57 1KB
ovil x6 huad 3 2018/9/11 17:57 1KB
BB x6-6904-P0.12.12-1.6.3-2502T2018-0... |2018/8/21 19:52  WinRAR 35,847 KB

TXT file format must be UTF-8
® vendor_model_hwl10.TXT The file format is as follows:
Version=1.6.3 #Firmware
Firmware=xxx/xxx.z #URL, Relative paths are supported and absolute paths are possible,
distinguished by the presence of protocol headers.
BuildTime=2018.09.11 20:00
Info=TXT|XML

XXXXX
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XXXXX
XXXXX
XXXXX
® After the interval of update cycle arrives, if the server has available files and versions, the
phone will prompt as shown below. Click [view] to check the version information and upgrade.

21976 11

New Firmware Information

Firmware Update

Picture 78- firmware upgrade

10.6.5 Factory Reset

The phone is in default standby mode.

® Press [Phone Settings] to find [System]>> [Maintain]>> [ Phone Reset].

® Press the [Reset] button to select the file to be cleared.

Press [OK] to clear after completion. When you select clear configuration file and clear all, the
phone will restart automatically after clearing.
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< Reset to Default Vv
Accounts 1. Clear ETC File Disabled )
Network 2. Clear Config File Disabled )

i Cl Userdat Disabled
Security 3. Clear Userdata isable )

i . Clear All Disabled

Maintenance 4. Clear isable P
O A v

Picture 79 - factory reset
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11 Web Configurations

11.1 Web Page Authentication

The user can log into the web page of the phone to manage the user's phone information

and operate the phone. Users must provide the correct user name and password to log

in.

When logging in to the web page with the same or different IP,if the user name/password

is entered incorrectly three times, the web page will be locked and you can log in again.

after 5 minutes.

User:

Password:

Language:

English v
Login

Picture 80- web login
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When the user logs in for the first time, the default user name and password are
used. If the password is not changed after login, the web page will prompt "The
default password is being used, please change it". After clicking, you can jump
to the modify password interface to modify the login password.

Default password is in use. Please change L (

B Keep Online

Reboot Phone

Description: ‘

TLo_L o oo L t_

Picture 81- default password prompt

11.2 System >> Information

User can get the system information of the device in this page including,
B Model
B Hardware Version
B Software Version
B Uptime
And summarization of network status,
Network Mode

B MAC Address
m |P
B Subnet Mask

Default Gateway
Besides, summarization of SIP account status,
B SIP User
B SIP account status (Registered / Unapplied / Trying / Timeout )

11.3 System >> Account

On this page the user can change the password for the login page.

Users with administrator rights can also add or delete users, manage users, and set
permissions and passwords for new users.
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11.4 System >> Configurations

On this page, users with administrator privileges can view, export, or import the phone
configuration, or restore the phone to factory Settings.

B Clear Configurations

Select the module in the configuration file to clear.

SIP: account configuration.

AUTOPROVISION: automatically upgrades the configuration

TR069:TRO69 related configuration

MMI: MMI module, including authentication user information, web access protocol, etc.
DSS Key: DSS Key configuration

B Clear Tables

Select the local data table to be cleared, all selected by default.

B Reset Phone

The phone data will be cleared, including configuration and database tables.

11.5 System >> Upgrade

Upgrade the phone software version, customized ringtone, background, DSS Key icon,

etc., can also be upgraded to delete the file. Ring tone support “.wav” format.

11.6 System >> Auto Provision

The Auto Provision settings help IT manager or service provider to easily deploy and
manage the devices in mass volume. For the detail of Auto Provision, please refer to this
link Auto Provision Description,

https://hatpol.pl/pobieranie/safeip/auto-provision-description-safe.pdf

11.7 System >> Tools

Tools provided in this page help users to identify issues at trouble shooting. Please refer

to 13 Trouble Shooting for more detail.
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11.8 System >> Reboot Phone

This page can restart the phone.

11.9 Network >> Basic

This page allows users to configure network connection types and parameters.

[ | o]

Service Port

Wi-Fi Settings

Net Global

+ Network ) Description:
L Frey Wik 7] @ L Aeny | You can do some simple
network configuration on
+ Line this page, including Ip,
Net Type Ethemet v subnet mask, gateway,

DNS, etc.
IPv4 Network Status

: Settings

» Phonebook

1P:
Subnet mask:

Default gateway:

172.16.12.207
255.255.255.0
172.16.19.1

: call logs MAC: 0c:38:3e:46:1e:62
IPv4 Settings
Function K¢
* Function ey Static 1P DHCP @
Enable Vendor Identifier: (7]
» Security Vendor dentifier: @
DNS Server Configured by: DHCP - )
: Device Log Primary DNS Server: 223555 [
Secondary DNS Server : Tai14114114 )
» Security Settings DHS Domain: O 1 o
Apply

Picture 82- Network settings

Network priority: When wired and wireless are enabled at the same time, you can

choose to use wired or wireless first.
Network type: you can view the information of wired/wireless network

11.10 Network >> Service Port

This page provides settings for Web page login protocol, protocol port settings and RTP

port.
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*  Network

+ Line

+ Settings

» Phonebook

Service Port Settingso

Web Server Type:
Web Logon Timeout:
web auto login:
HTTP Port:

HTTPS Port:

RTP Port Range Start:
RTP Port Quantity :

(10~30)Minute

10000 (1025~65530)
7000 (10~1000)

| Apoy |

Description:

You can set up some
services' port settings.

oo®® o

+ Call logs

+ Function Key

+ Security

+ Device Log

+ Security Settings

Picture 83- Service Port Settings

Table 19 - Service port

Parameter

Description

Web Server Type

Reboot to take effect after settings. Optionally,
the web page login is HTTP/HTTPS.

Web Logon Timeout

Default as 15 minutes, the timeout will
automatically exit the login page, need to login

again.

Web auto login

After the timeout does not need to enter a user

name password, will automatically login to the

web page.
HTTP Port The default is 80. If you want system security,
you can set ports other than 80.
Such as :8080, webpage login: HTTP://ip:8080
HTTPS Port The default is 443, the same as the HTTP port.

RTP Port Range Start

The value range is 1025 to 65535. The value of
RTP port starts from the initial value set. For
each call, the value of voice and video port is
added 2.

RTP Port Quantity

Number of calls.

11.11 Network >> VPN

Users can configure VPN connections on this page. Please refer to 10.6.2.3 VPN
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and get more details.

11.12 Line>>SIP

Configure the Line service configuration on this page.

Table 20- Line configuration on the web page

Parameters

Description

Register Settings

Line Status Display the current line status at page loading.
To get the up to date line status, user has to
refresh the page manually.

Activate Whether the service of the line is activated

Username Enter the username of the service account.

Authentication User

Enter the authentication user of the service

account

Display Name

Enter the display name to be sent in a call

request.

Authentication Password

Enter the authentication password of the service

account

Realm

Enter the SIP domain if requested by the service

provider

Server Name

Input server name.

SIP Server 1

Server Address

Enter the IP or FQDN address of the SIP server

Server Port

Enter the SIP server port, default is 5060

Transport Protocol

Set up the SIP transport line using TCP or UDP
or TLS.

Registration Expiration

Set SIP expiration date.

SIP Server 2

Server Address

Enter the IP or FQDN address of the SIP server

Server Port

Enter the SIP server port, default is 5060

Transport Protocol

Set up the SIP transport line using TCP or UDP
or TLS.

Registration Expiration

Set SIP expiration date.

SIP Proxy Server Address

Enter the IP or FQDN address of the SIP proxy

server.
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Proxy Server Port

Enter the SIP proxy server port, default is 5060.

Proxy User

Enter the SIP proxy user.

Proxy Password

Enter the SIP proxy password.

Backup Proxy Server Address

Enter the IP or FQDN address of the backup

proxy server.

Backup Proxy Server Port

Enter the backup proxy server port, default is
5060.

Basic Settings

Enable Auto Answering

Enable auto-answering, the incoming calls will

be answered automatically after the delay time

Auto Answering Delay

Set the delay for incoming call before the system

automatically answered it

Call Forward Unconditional

Enable unconditional call forward, all incoming
calls will be forwarded to the number specified in
the next field

Call Forward Number for Unconditional

Set the number of unconditional call forward

Call Forward on Busy

Enable call forward on busy, when the phone is
busy, any incoming call will be forwarded to the

number specified in the next field.

Call Forward Number for Busy

Set the number of call forward on busy .

Call Forward on No Answer

Enable call forward on no answer, when an
incoming call is not answered within the
configured delay time, the call will be forwarded

to the number specified in the next field.

Call Forward Number for No Answer

Set the number of call forward on no answer.

Call Forward Delay for No Answer

Set the delay time of not answered call before

being forwarded.

Transfer Timeout

Set the timeout of call transfer process.

Conference Type

Set the type of call conference, Local=set up call
conference by the device itself, maximum
supports two remote parties, Server=set up call
conference by dialing to a conference room on

the server

Server Conference Number

Set the conference room number when

conference type is set to be Server

Subscribe For Voice Message

Enable the device to subscribe a voice message
waiting notification, if enabled, the device will

receive notification from the server if there is
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voice message waiting on the server

Voice Message Number

Set the number for retrieving voice message

Voice Message Subscribe Period

Set the interval of voice message notification

subscription

Enable Hotline

Enable hotline configuration, the device will dial
to the specific number immediately at audio
channel opened by off-hook handset or turn on

hands-free speaker or headphone

Hotline Delay

Set the delay for hotline before the system

automatically dialed it

Hotline Number

Set the hotline dialing number

Dial Without Registered

Set call out by proxy without registration

Enable Missed Call Log

If enabled, the phone will save missed calls into

the call history record.

DTMF Type

Set the DTMF type to be used for the line

DTMF SIP INFO Mode

Set the SIP INFO mode to send * and ‘# or ‘10’
and ‘11’

Enable DND

Enable Do-not-disturb, any incoming call to this

line will be rejected automatically

Subscribe For Voice Message

Enable the device to subscribe a voice message
waiting notification, if enabled, the device will
receive notification from the server if there is

voice message waiting on the server

Use VPN

Set the line to use VPN restrict route

Use STUN

Set the line to use STUN for NAT traversal

Enable Failback

Whether to switch to the primary server when it

is available.

Failback Interval

A Register message is used to periodically
detect the time interval for the availability of the

main Proxy.

Signal Failback

Multiple proxy cases, whether to allow the

invite/register request to also execute failback.

Signal Retry Counts

The number of attempts that the SIP Request
considers proxy unavailable under multiple

proxy scenarios.

Codecs Settings

Set the priority and availability of the codecs by

adding or remove them from the list.

Video Codecs

Select video code to preview video.
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Advanced Settings

Use Feature Code

When this setting is enabled, the features in this
section will not be handled by the device itself
but by the server instead. In order to control the
enabling of the features, the device will send
feature code to the server by dialing the number
specified in each feature code field.

Enable DND

Set the feature code to dial to the server

Disable DND

Set the feature code to dial to the server

Enable Call Forward Unconditional

Set the feature code to dial to the server

Disable Call Forward Unconditional

Set the feature code to dial to the server

Enable Call Forward on Busy

Set the feature code to dial to the server

Disable Call Forward on Busy

Set the feature code to dial to the server

Enable Call Forward on No Answer

Set the feature code to dial to the server

Disable Call Forward on No Answer

Set the feature code to dial to the server

Enable Blocking Anonymous Call

Set the feature code to dial to the server

Disable Blocking Anonymous Call

Set the feature code to dial to the server

Call Waiting On Code

Set the feature code to dial to the server

Call Waiting Off Code

Set the feature code to dial to the server

Send Anonymous On Code

Set the feature code to dial to the server

Send Anonymous Off Code

Set the feature code to dial to the server

SIP Encryption

Enable SIP encryption such that SIP

transmission will be encrypted

RTP Encryption

Enable RTP encryption such that RTP

transmission will be encrypted

Enable Session Timer

Set the line to enable call ending by session
timer refreshment. The call session will be
ended if there is not new session timer event

update received after the timeout period

Session Timeout

Set the session timer timeout period

Enable BLF List

Enable/Disable BLF List

BLF List Number

BLF List allows one BLF key to monitor the
status of a group. Multiple BLF lists are

supported.

Response Single Codec

If setting enabled, the device will use single

codec in response to an incoming call request

BLF Server

The registered server will receive the

subscription package from ordinary application
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of BLF phone.
Please enter the BLF server, if the sever does
not support subscription package, the registered

server and subscription server will be separated.

Keep Alive Type

Set the line to use dummy UDP or SIP OPTION
packet to keep NAT pinhole opened

Keep Alive Interval

Set the keep alive packet transmitting interval

Keep Authentication

Keep the authentication parameters from

previous authentication

Blocking Anonymous Call

Reject any incoming call without presenting

caller ID

User Agent

Set the user agent, the default is Model with

Software Version.

Specific Server Type

Set the line to collaborate with specific server

type

SIP Version

Set the SIP version

Anonymous Call Standard

Set the standard to be used for anonymous

Local Port

Set the local port

Ring Type

Set the ring tone type for the line

Enable user=phone

Sets user=phone in SIP messages.

Use Tel Call

Set use tel call

Auto TCP

Using TCP protocol to guarantee usability of

transport for SIP messages above 1500 bytes

Enable Rport

Set the line to add rport in SIP headers

Enable PRACK

Set the line to support PRACK SIP message

DNS Mode

Select DNS mode, A, SRV, NAPTR

Enable Long Contact

Allow more parameters in contact field per RFC
3840

Enable Strict Proxy

Enables the use of strict routing. When the
phone receives packets from the server, it will
use the source IP address, not the address in

via field.

Convert URI

Convert not digit and alphabet characters to
%hh hex code

Use Quote in Display Name

Whether to add quote in display name, i.e.

“Safe” vs Safe

Enable GRUU

Support Globally Routable User-Agent URI
(GRUU)
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Sync Clock Time

Time Sync with server

Enable Inactive Hold

With the post-call hold capture package
enabled, you can see that in the INVITE
package, SDP is inactive.

Caller ID Header

Set the Caller ID Header

Use 182 Response for Call waiting

Set the device to use 182 response code at call

waiting response

Enable Feature Sync

Feature Sync with server

Enable SCA

Enable/Disable SCA (Shared Call Appearance )

CallPark Number

Set the CallPark number.

Server Expire

Set the timeout to use the server.

TLS Version

Choose TLS Version.

uaCSTA Number

Set uaCSTA Number.

Enable Click To Talk

With the use of special server, click to call out
directly after enabling.

Enable Chgport

Whether port updates are enabled.

VQ Name Open the VQ name for VQ RTCP-XR.

VQ Server Open VQ server address for VQ RTCP-XR.
VQ Port Open VQ port for VQ RTCP-XR.

VQ HTTP/HTTPS Server Enable VQ server selection for VQ RTCP-XR.
Flash mode Chose Flash mode, normal or SIP info.

Flash Info Content-Type

Set the SIP info content type.

Flash Info Content-Body

Set the SIP info content body.

PickUp Number

Set the scramble number when the Pickup is

enabled.

JoinCall Number

Set JoinCall Number.

Intercom Number

Set Intercom Number.

Unregister On Boot

Whether to enable logout function.

Enable MAC Header

Whether to open the registration of SIP package

with user agent with MAC or not.

Enable Register MAC Header

Whether to open the registration is user agent
with MAC or not.

BLF Dialog Strict Match

Whether to enable accurate matching of BLF

sessions.

PTime(ms)

Set whether to bring ptime field, default no.

SIP Global Settings

Strict Branch

Set up to strictly match the Branch field.
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Enable Group

Set open group.

Enable RFC4475

Set to enable RFC4475.

Enable Strict UA Match

Enable strict UA matching.

Registration Failure Retry Time

Set the registration failure retry time.

Local SIP Port

Modify the phone SIP port.

Enable uaCSTA

Set to enable the uaCSTA function.

11.13 Line >> SIP Hotspot

Please refer to 9.4 SIP Hotspot.

11.14 Line >> Dial Plan

Basic Settings
" Press # to invoke dialing
Dial Fixed Length(11 to Send
* Send after10 second(s)(3~30)
Press # to Do Blind Transfer
Blind Transfer on Onhook
Attended Transfer on Onhook
Attended Transfer on Conference Onhook
Enable E.164

Apply

oo O0OQOOOS®

Picture 84- Dial plan settings

Table 21- Phone 7 dialing methods

Parameters

Description

Press # to invoke dialing

The user dials the other party's number and then

adds the # number to dial out;

Dial Fixed Length

The number entered by the user is automatically

dialed out when it reaches a fixed length

Timeout dial

The system dials automatically after timeout

Press # to Do Blind Transfer

The user enters the number to be transferred
and then presses the "#" key to transfer the

current call to a third party

Blind Transfer on Onhook

After the user enters the number, hang up the
handle or turn off the hands-free function to

transfer the current call to a third party.
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Attended Transfer on Onhook Hang up the handle or press the hands-free
button to realize the function of attention
-transfer, which can transfer the current call to a

third party.

Attended Transfer on Conference Onhook During a three-way call, hang up the handle and
the remaining two parties remain on the call.

Enable E.164 Please refer to e. 164 standard specification

Add dialing rules:

Dial Plan Add
Digit Map: 7]
Apply to Call:  [Outgoing Call v | @ I‘;:Egh to No v| @ Media: [Default v | @
Line: SIP DIALPEER 2K ] Destination: (7] Port: )
R o — Phone .
Alias(Optional): [No Alias v | @ Number: ] Length: )
Suffix: (]
Add
Dial Plan Option @
v Delete Modify
User-defined Dial Plan Table @
Index Digit Map call Match to Send Line Alias Type:Number(length) Suffix  Media

Picture 85- Custom setting of dial - up rules

Table 22 - Dial - up rule configuration table

Parameters Description

Dial rule There are two types of matching: Full Matching
or Prefix Matching. In Full matching, the entire
phone number is entered and then mapped per
the Dial Peer rules.

In prefix matching, only part of the number is
entered followed by T. The mapping with then
take place whenever these digits are dialed.

Prefix mode supports a maximum of 30 digits.

Note: Two different special characters are used.
B X -- Matches any single digit that is dialed.
B []-- Specifies a range of numbers to be matched. It may be a range, a list of ranges separated
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by commas, or a list of digits.

Destination Set Destination address. This is for IP direct.

Port Set the Signal port, and the default is 5060 for
SIP.

Alias Set the Alias. This is the text to be added,

replaced or deleted. It is an optional item.

Note: There are four types of aliases.

B all: xxx — xxx will replace the phone number.

B add: xxx — xxx will be dialed before any phone number.

B del —The characters will be deleted from the phone number.

B rep: xxx — xxx will be substituted for the specified characters.

Suffix Characters to be added at the end of the phone
number. It is an optional item.
Length Set the number of characters to be deleted. For

example, if this is set to 3, the phone will delete
the first 3 digits of the phone number. It is an

optional item.

This feature allows the user to create rules to make dialing easier.

different options for dialing rules.

There are several

The examples below will show how this can be used.

Example 1: All Substitution -- Assume that it is desired to place a direct IP call to IP
address 172.168.2.208. Using this feature, 123 can be substituted for 172.168.2.208.

User-defined Dial Plan Table @
Index Digit Map Call Match to Send Line

"123° Out No

SIP DIALPEER(172.16.1.15:5560)

Alias Type:Number(length)  Suffix Media

Default

Picture 86- Dial rules table (1)

Example 2: Partial Substitution -- To dial a long distance call to Beijing requires dialing

area code 010 before the local phone number.

Using this feature 1 can be substituted

for 010. For example, to call 62213123 would only require dialing 162213123 instead of

01062213123.
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User-defined Dial Plan Table @

Match to Send Line
Fanvil@SIP1

Index Digit Map call

1T Out No

Alias Type:Mumber(length) Suffix Media

rep:010(1) Default

Picture 87- Dial rules table (2)

Example 3: Addition -- Two examples are shown.
must be dialed before any 11 digit number beginning with 13.

In the first case, it is assumed that O
In the second case, it is

assumed that 0 must be dialed before any 11 digit number beginning with 135, 136, 137,

138, or 139. Two different special characters are used.

X -- Matches any single digit that is dialed.

[] -- Specifies a range of numbers to be matched.

separated by commas, or a list of digits.

11.15 Line >> Action Plan

It may be a range, a list of ranges

When calling to a phone, the bounded IP camera synchronously transmits video to the

opposite phone (video support).

Table 23- action plan

Parameter Description

Number Auxiliary phone number (support video)

Type Support video display on call.

Direction For call mode, incoming/outgoing call displays
video

Line Set up outgoing lines.

Username Bind the user name of the IP camera.

Password Bind IP camera password.

URL Video streaming information.

User Agent Set user agent information

11.16 Line >> Basic Settings

Set up the register global configuration.

Table 24- Set the line global configuration on the web page
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Parameters Description
STUN Settings
Server Address Set the STUN server address

Server Port

Set the STUN server port, default is 3478

Binding Period

Set the STUN binding period which can be used
to keep the NAT pinhole opened.

SIP Waiting Time

Set the timeout of STUN binding before sending

SIP messages

Certification File

TLS Certification File

Upload or delete the TLS certification file used

for encrypted SIP transmission.

11.17 Settings >> Features

Configuration phone features.

Table 25- General function Settings

Parameters

Description

Basic Settings

Enable Call Waiting

Enable this setting to allow user to take second
incoming call during an established call. Default

enabled.

Enable Call Transfer

Enable Call Transfer.

Semi-Attended Transfer

Enable Semi-Attended Transfer by selecting it

Enable 3-Way Conference

Enable 3-way conference by selecting it

Enable Auto Onhook

The phone will hang up and return to the idle

automatically at hands-free mode

Auto Onhook Time

Specify Auto Onhook time, the phone will hang
up and return to the idle automatically after Auto
Hand down time at hands-free mode, and play

dial tone Auto Onhook time at handset mode

Ring for Headset

Enable Ring for Handset by selecting it, the

phone plays ring tone from handset.

Auto Headset

Enable this feature, headset plugged in the
phone, user press ‘answer’ key or line key to

answer a call with the headset automatically.
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Enable Silent Mode

When enabled, the phone is muted, there is no
ringing when calls, you can use the volume keys

and mute key to unmute.

Disable Mute for Ring

When it is enabled, you can’t mute the phone

Enable Default Line

If enabled, user can assign default SIP line for

dialing out rather than SIP1.

Enable Auto Switch Line

Enable phone to select an available SIP line as

default automatically

Default Ext Line

Select the default line to use for outgoing calls

Ban Outgoing

If you select Ban Outgoing to enable it, and you

cannot dial out any number.

Hide DTMF

Configure the hide DTMF mode.

Enable CallLog

Select whether to save the call log.

Enable Restricted Incoming List

Whether to enable restricted call list.

Enable Allowed Incoming List

Whether to enable the allowed call list.

Enable Restricted Outgoing List

Whether to enable the restricted allocation list.

Enable Country Code

Whether the country code is enabled.

Country Code

Fill in the country code.

Area Code

Fill in the area code.

Enable Number Privacy

Whether to enable number privacy.

Match Direction

Matching direction, there are two kinds of rules

from right to left and from left to right.

Start Position

Open number privacy after the start of the

hidden location.

Turn on number privacy to hide the number of

Hide Digits -

digits.
Allow IP Call If enabled, user can dial out with IP address
P2P IP Prefix Prefix a point-to-point IP call.

Caller Name Priority

Change caller ID display priority.

Emergency Call Number

Search path

Select the search path.

LDAP Search

Select from with one LDAP for search

Emergency Call Number

Configure the Emergency Call Number. Despite
the keyboard is locked, you can dial the

emergency call number

Restrict Active URI Source IP

Set the device to accept Active URI command
from specific IP address. More details please

refer to this link

97




SAFE

Push XML Server

Configure the Push XML Server, when phone
receives request, it will determine whether to
display corresponding content on the phone
which sent by the specified server or not.

Enable Pre-Dial

Disable this feature, user enter number will open
audio channel automatically.
Enable the feature, user enter the number

without opening audio channel.

Enable Multi Line

If enabled, up to 10 simultaneous calls can exist
on the phone, and if disabled, up to 2

simultaneous calls can exist on the phone.

Line Display Format

Custom line format: SIPn/SIPn: xxx/Xxx@SIPn

Contact As White List Type

NONE/BOTH/DND White List/FWD White List

Block XML When Call

Disable XML push on call.

SIP notify

When enabled, the phone displays the
information when it receives the relevant notify

content.

Tone Settings

Enable Holding Tone

When turned on, a tone plays when the call is
held

Enable Call Waiting Tone

When turned on, a tone plays when call waiting

Play Dialing DTMF Tone

Play DTMF tone on the device when user
pressed a phone digits at dialing, default

enabled.

Play Talking DTMF Tone

Play DTMF tone on the device when user
pressed a phone digits during taking, default

enabled.

DND Settings

DND Option

Select to take effect on the line or on the phone

or close.

Enable DND Timer

Enable DND Timer, If enabled, the DND is
automatically turned on from the start time to the

off time.

DND Start Time

Set DND Start Time

DND End Time

Set DND End Time

Intercom Settings

Enable Intercom

When intercom is enabled, the device will accept
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the incoming call request with a SIP header of
Alert-Info instruction to automatically answer the
call after specific delay.

Enable Intercom Mute

Enable mute mode during the intercom call

Enable Intercom Tone

If the incoming call is intercom call, the phone

plays the intercom tone

Enable Intercom Barge

Enable Intercom Barge by selecting it, the phone
auto answers the intercom call during a call. If
the current call is intercom call, the phone will

reject the second intercom call

Response Code Settings

DND Response Code

Set the SIP response code on call rejection on
DND

Busy Response Code

Set the SIP response code on line busy

Reject Response Code

Set the SIP response code on call rejection

Password Dial Settings

Enable Password Dial

Enable Password Dial by selecting it, When
number entered is beginning with the password
prefix, the following N numbers after the
password prefix will be hidden as *, N stands for
the value which you enter in the Password
Length field. For example: you set the password
prefix is 3, enter the Password Length is 2, then
you enter the number 34567, it will display 3**67

on the phone.

Encryption Number Length

Configure the Encryption Number length

Password Dial Prefix

Configure the prefix of the password call
number

Power LED

Common Standby power lamp state, off when off, open is
always bright red. Off by default.
The status of power lamp when there is unread

SMS/MWI short message/voice message, including
offlon/slow flash/quick flash, default slow flash.
The state of the power lamp when there is a

Missed missed call, including off/on/slow flash/quick
flash, the default slow flash.

Talk/Dial In the talk/dial state, the power lamp state, off is
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off, on is always red bright, the default is off.

Power lamp status when there is an incoming

Ringing call, including off/on/slow flash/quick flash,
default flash.

Mute Power lamp status in mute mode, including
off/on/slow flash/quick flash, off by default.
The power lamp state, including off/on/slow

Hold/Held flash/quick flash, is turned off by default when

left/retained.

Notification Popups

Display Missed Call Popup

No incoming call popup prompt after opening, no

popup prompt when closing, open by default.

Display MWI Popup

Voice message popup prompt is not answered
after opening, and it is opened by default if there

is no popup prompt when closing.

Display Device Connect Popup

There is a popup prompt when the WIFI adapter
is connected. There is no popup prompt when

the WIFI adapter is closed. It is on by default.

Display SMS Popup

There is popup prompt for unread messages
after opening, and there is no popup prompt

when closing. It is opened by default.

Display Other Popup

When the handle is not hung back after opening,
registration fails, IP acquisition fails, Tr069
connection fails and other abnormalities, there
will be popup prompt when it is opened,;
otherwise, there will be no prompt when it is

closed, and it will be opened by default.

Figure 1

11.18 Settings >> Media Settings

Change voice Settings.

Table 26 - Voice settings

Parameter

Description

Codecs Settings

Select enable or disable voice encoding:
G.711A/U,G.722,G.729,
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G.726-16,G726-24,G726-32,G.726-40,
ILBC,opus

Video codec

Video codec

Select to enable video encoding:H264

Media Setting

DTMF Payload Type

Enter the DTMF payload type, the value must be
96~127.

Headset Mic Gain

Set the earphone's radio volume gain to fit

different models of earphones.

Opus playload type

Set Opus load type, range 96~127.

OPUS Sample Rate

Set Opus sampling rate, including opus-nb (8KHz)
and opus-wb (16KHz).

ILBC Payload Type

Set the ILBC Payload Type, the value must be
96~127.

ILBC Payload Length

Set the ILBC Payload Length

Onhook Time

Configure a minimum response time, which
defaults to 200ms

Enable the patting spring to generate Flash

Whether to turn on the plug spring to generate
Flash

Video bit rate

Set the bit rate of video:64kbps, 192kbps,
256kbps, 384kbps, 512kbps, 768kbps, 1Mbps,
1.6Mbps, 2Mbps, 3Mbps, 4Mbps

Video frame rate

Set the video frame rate: 5fps, 10fps, 15fps,
20fps, 25fps, 30fps

Video resolution

Set Video resolution: CIF,VGA,4CIF,720P

H.264Payload Type

Set the H264 Payload Type, the value must be
96~127.

Display splicing frame

Whether to start displaying splicing frames

RTP Control Protocol(RTCP) Settings

CNAME user

Set CNAME user

CNAME host

Set CNAME host

RTP Settings

RTP keep alive

Hold the call and send the packet after 30s

Alert Info Ring Settings

Value

Set the value to specify the ring type.

Ring Type

Typel-Type9
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11.19 Settings >> MCAST

This feature allows user to make some kind of broadcast call to people who are in
multicast group. User can configure a multicast DSS Key on the phone, which allows
user to send a Real Time Transport Protocol (RTP) stream to the pre-configured
multicast address without involving SIP signaling. You can also configure the phone to
receive an RTP stream from pre-configured multicast listening address without involving

SIP signaling. You can specify up to 10 multicast listening addresses.

Table 27 - Multicast parameters

Parameters Description

Normal Call Priority Define the priority of the active call, 1 is the
highest priority, 10 is the lowest.

Enable Page Priority The voice call in progress shall take precedence

over all incoming paging calls.

Name Listened multicast server name
Host: port Listened multicast server’s multicast IP address
and port.

11.20 Settings >> Action

Action URL
Note! Action urls are used for IPPBX systems to submit phone events. Please refer
to Safe Action URL for details.

11.21 Settings >> Time/Date

The user can configure the time Settings of the phone on this page.

o

Table 28 — Time & Date settings

Parameters Description

Network Time Server Settings

Time Synchronized via SNTP Enable time-sync through SNTP protocol
Time Synchronized via DHCP Enable time-sync through DHCP protocol
Primary Time Server Set primary time server address
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Secondary Time Server

Set secondary time server address, when
primary server is not reachable, the device will
try to connect to secondary time server to get

time synchronization.

Time Zone

Select the time zone

Resync Period

Time of re-synchronization with time server

12-Hour Clock

Set the time display in 12-hour mode

Date Format

Select the time/date display format

Daylight Saving Time Settings

Local Choose your local, phone will set daylight saving
time automatically based on the local

DST Set Type Choose DST Set Type, if Manual, you need to
set the start time and end time.

Fixed Type Daylight saving time rules are based on specific
dates or relative rule dates for conversion.
Display in read-only mode in automatic mode.

Offset The offset minutes when DST started

Month Start The DST start month

Week Start The DST start week

Weekday Start The DST start weekday

Hour Start The DST start hour

Minute Start The DST start minute

Month End The DST end month

Week End The DST end week

Weekday End The DST end weekday

Hour End The DST end hour

Minute End The DST end minute

Manual Time Settings

You can set your time manually

11.22 Setting >> Time plan

Users can configure the time plan to restart and upgrade phone

Table 29 - time plan

parameter description

Type Timed restart, timed upgrade, timed forward
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Repetition period Do not repeat: execute once within the set time range

Daily: Perform this operation in the same time every day
Weekly: Perform this operation in the same time of the week
Monthly: Perform this operation in the same time of the Month

Effective time Set the operation time
Forward Number Set the SIP number for forwarding in the time range
Line Set the line for forwarding in the time range

» Device Log Add

Time Plan List

» Security Settings

Index Type Number Line Repetition period Effective time

Delete

Picture 88- time plan

11.23 Settings >> Tone

This page allows users to configure a phone prompt.
You can either select the country area or customize the area. If the area is selected, it will

bring out the following information directly. If you choose to customize the area, you can

modify the button tone, call back tone and other information.
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HEAST U one

+ System NOTE
Tone Settings
+ Network Tone:
Select Your Tone: [United States e len e emence]
Dial Tone: [ K] [,cadence]..Where
» Line i cadence = Freqi[+Freq2]
Ring Back Tone: [ | @ [+Freq3]
[+Freq4]/Duration.Freq:
Busy Tone: f | @ The frequency of the
¥  Settis : ot it i
e T [ 1@ | ke i mears he
Call waiting Tone: f I tone won't be played.A
tone is comprised of at
* Phonebook Holding Tone: [ K most four different
X frequencies.Freql+Freq2:
Ever e [ | @ The juxtaposition of two
+ call logs Stutter Tone: [ | @ ;reaulenc_;:s F{Eul and
req2 withou
Information Tone: [ 1@ modulation.Freql=Freq2:
. N X Fregl is modulated by
+ Function Key Dial Recall Tone f | @ Freq2.Duration The time
. duration of the
Message Tone: [ | @ tone:0~30000ms.If it is
5 Security Howler Tone: [ | (2] set to Oms, it means the
N tone will keep on playing
Number Unobtainable Tone: f | @ until stopped by system,If
i i it is set to 0/0,it means
s Device Log e ajone [ | @ the tone is stapped.The
Record Tone: ! K composition of Tone: You
can configure at mest
~ 5 Auto Answer Tone: [ K eight different cadences
» Security Settings for one tone, and
Apply. separate tones by
commas.

Picture 89- Webpage Tone

11.24 Settings >> Advanced

User can configure the advanced configuration settings in this page.
® Screen Configuration.
B Enable Energy Saving
B Backlight Time
B Screen Saver
® L CD Menu Password Settings.
® Configure Greeting Words
The greeting message will display on the top left corner of the LCD when the device is

idle, which is limited to 16 characters. The default chars are ‘Indoor Station’.

11.25 Phonebook >> Contact

User can add, delete, or edit contacts in the phonebook in this page. User can browse

the phonebook and sorting it by name, phones, or filter them out by group.

To add a new contact, user should enter contact’s information and press “Add” button to
add it.

To edit a contact, click on the checkbox in front of the contact, the contact information will
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be copied to the contact edit boxes, press “Modify” button after finished editing.

To delete one or multiple contacts, check on the checkbox in front of the contacts wished
to be deleted and click the “Delete” button, or click the “Clear” button with selecting any
contacts to clear the phonebook.

User can also add multiple contacts into a group by selecting the group in the dropdown
options in front of “Add to Group” button at the bottom of the contact list, selecting

contacts with checkbox and click “Add to Group” to add selected contacts into the group.

Similarly, user can select multiple users and add them into blacklist by click “Add to
Blacklist” button.

11.26 Phonebook >> Cloud phonebook

Cloud Phonebook

User can configure up to 8 cloud phonebooks. Each cloud phonebook must be
configured with an URL where an XML phonebook is stored. The URL may be based on
HTTP/HTTPs or FTP protocol with or without authentication. If authentication is required,
user must configure the username and password.

To configure a cloud phonebook, the following information should be entered,

O Phonebook name (must)

0O Phonebook URL (must)

O Access username (optional)

0

Access password (optional)

LDAP Settings
The cloud phonebook allows user to retrieve contact list from a LDAP Server through
LDAP protocols.
User must configure the LDAP Server information and Search Base to be able to use it
on the device. If the LDAP server requests an authentication, user should also provide
username and password.
To configure a LDAP phonebook, the following information should be entered,
00 Display Title (must)

LDAP Server Address (must)
0 LDAP Server Port (must)

Search Base (must)

00  Access username (optional)
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O Access password (optional)

Note! Refer to the LDAP technical documentation before creating the LDAP
phonebook and phonebook server.
Web page preview
Phone page supports preview of Internet phone directory and contacts
® After setting up the XML Voip directory or LDAP,
® Select [Phone book] >> [Cloud phone book] >> [Cloud phone book] to
select the type.

® Click the set XML/LDAP to download the contact for browsing.
N R I e

+ System NOTE
Cloud phonebook
+ Network Description:
XML1 | [XMIL2 | [XML3 | [XML4 ] [ BACK DO
oud phone boo
settings
+ Line
["Add to pnonebook | [ Add to Biackist | [ Add to whiteiist | Frevious |Page:| v|[  Next
» Settings Index
Entries per page
* Phonebook
Manage Cloud Phonebooks @
) G Index Cloud phonebook name  Cloud phonebook URL ~ Calind SE3rch ypentication Name  Authentication Password
1 I[ [[auTo_v][auTo v ]| Il |
+ Function Key 2 | I[ [[ATo_r][AuTo ¥ ]| Il ]
3 | I[ [[auTo_v][AuTo ¥ ]| Il |
_ 1 [ Il [[auTe_v][auTo v ]| Il ]
+ Security
Apply
: Device Log LDAP Settings
LA
+ Security Settings
Display Title: L 1@ version: °
Server Address: [ ]@ severpom: °
LDAP TLS Mode: LDAP v Calling Line: AUTO v @
Authentication: ) Search Line @
Username: L ]® Ppasswortt | I
Search Base [ ]@ Maxis °
Telephane: dephoneRumber @  robile: o
Other: ©  name aur:
Sort attr: Display name: °
Name Filter Number Filter: [iteleproneNumber=36)(mol
Enable In Call Search: Enable Out Call Search:

Picture 90- Web cloud phone book Settings

11.27 Phonebook >> Call List

B Restricted Incoming Calls:
It is similar like a blacklist. Add the number to the blacklist, and the user will no longer

receive calls from the stored number until the user removes it from the list.

Users can add specific Numbers to the blacklist or add specific prefixes to the blacklist to
block calls with all Numbers with this prefix.

B Allowed Incoming Calls:

When DND is enabled, the incoming call number can still be called.

B Restricted Outgoing Calls:
Adds a number that restricts outgoing calls and cannot be called until the number is
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removed from the table.

11.28 Phonebook >> Web Dial

Use web pages for call, reply, and hang up operations.

11.29 Phonebook >> Advanced

Users can export the local phone book in XML, CSV, and VCF format and save it on the
local computer.

Users can also import contacts into the phone book in XML, CSV, and VCF formats.

Attention! If the user imports the same phone book repeatedly, the same contact
will be ignored. If the name is the same but the number is different, the contact is

created again.

Users can delete groups or add new groups on this page. Deleting a contact group will

not delete contacts in that group.

11.30 Call Logs

The user can browse the complete call record in this page. The call record can be sorted
by time, call number, contact name or line, and the call record can be screened by call

record type (incoming call, outgoing call, missed call, forward call).

The user can also save the number in the call record to his/her phone book or add it to
the blacklist/whitelist.

Users can also dial the web page by clicking on the number in the call log.

Users can also download call records conditionally and save them locally.

11.31 Function Key >> Function Key

o Function Key Configuration:
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One-key transfer Settings: establish new call, blind transfer, attention-transfer, one-key

three-party, Play DTMF.

DSS Key home page: None/Pagel/Page2/Page3/Page4

The device provides 112 user-defined shortcuts that users can configure on a web page.

Parameters Description

Memory Key BLF (NEW CALL/BXFE /AXFER): It is used to prompt user the
state of the subscribe extension, and it can also pick up the
subscribed number, which help user monitor the state of subscribe
extension (idle, ringing, a call). There are 3 types for one-touch
BLF transfer method.
p.s. User should enter the pick-up number for specific BLF key to
fulfill the pick-up operation.
Presence: Compared to BLF, the Presence is also able to view
whether the user is online.
Note: You cannot subscribe the same number for BLF and
Presence at the same time
Speed Dial: You can call the number directly which you set. This
feature is convenient for you to dial the number which you
frequently dialed.
Intercom: This feature allows the operator or the secretary to
connect the phone quickly; it is widely used in office environments.

Line It can be configured as a Line Key. User is able to make a call by
pressing Line Key.

Key Event User can select a key event as a shortcut to trigger.
For example: MWI / DND / Release / Headset / Hold / etc.

DTMF It allows user to dial or edit dial number easily.

URL Open the specific URL directly.

Multicast Configure the multicast address and audio codec. User presses
the key to initiate the multicast.

Action URL The user can use a specific URL to make basic calls to the phone.

XML browser

Users can set the DSS Key for specific URL download and other

operations.

Table 30- function key

11.32 Function Key>> Side Key

The device has 8 Side Keys, and users can configure each side key on the web
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page.

For Side Key ,please refer to 11.31 function key-.

11.33 Function Key >> Softkey

The User Settings mode and display style, display page.

Table 31- Softkey configuration

Parameter Description
Softkey Mode
Softkey mode Disabled and More, Default is Disabled

Softkey Style

Softkey display style | Softkey Exit on Left or Right

Screen
Redial/2aB/Delete/Exit/Call Back/Dial/Join/MWI/Local

Call Dialer Contacts/Pickup/CallLog/Missed/Clear/In/Dialed/Pause/Next
line/Prev line/Headset/Audio/Video/Remote XML/DSS Key

Conference Hold/Split/End/Release/Mute/DSS Key/Headset
CallLog/Menu/Local Contacts/DND/Prev Account/Next
Account/Blacklist/Call Back/CallForward/Locked/Memo/

Desktop Missed/MWI/Dialed/Reboot/Redial/Remote XML/SMS/
Headset/Status/DSS Key/In
Redial/2aB/Delete/Exit/Forward/Local Contacts/CallLog

Divert Dialed /Clear/Missed/Dialed/Headset/Video/Audio/Remote XML
/IDSS Key

Ending Redial/End/Headset/Release/DSS Key

Predictive Dialer

Dial/2aB/Delete/Exit/Call Back/Local Contacts/Redial
/Pickup/MWI/Join/CallLog/Release/Missed/Pause/Dialed/
Headset/Video/Audio/Remote XML/DSS Key/In/Next line
[Prev line

Answer/Forward/Reject/Mute/Release/Headset/Video/Audio/

Ringing DSS key
Hold/Transfer/Conference/End/Mute/Release/New Call/

Talking Local Contacts/Listen/CallLog/Next call/Prev call/
Private/Headset/Video/Audio/DSS Key

Transfer Alerting End/Transfer/Headset/Release/DSS Key
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Redial/Delete/Exit/2aB/Dial/Local Contacts/Transfer/

Transfer Dialer CallLog/Clear/Missed/Dialed/Pause/Headset/Video/Audio/R
emote XML/DSS Key
Trying End/Release/Headset/DSS Key

Hold/Transfer/Conference/End/Answer/Forward/Mute/Next
Waiting call/New call/Prev call/Reject/Release/Headset/Listen/
Video/Audio/DSS Key

11.34 Function Key >> Advanced

B [P Camera List

Support to discover the IP Camera in local area network. After scanning, you can bind

the camera to the function key and press it to view video

IP Camera List

Index 1P Camera Usemname Passwor d Preview Dsskey

Picture 91- IP Camera List

11.35 Security >> Web Filter

The user can set up a configuration management phone that allows only machines with

a certain network segment IP access.
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e o

Web Filter Table @
+ Network Description:

Start IP Address End IP Address Option

Set the web access filter
list, only the IP in the list
» Line Web Filter Table Settings allows access to the
phone.

+ Settings StatIPAddress [ |@  EndIP Address @ [ Aw

Web Filter Setting @

: Phonebook

Enable Web Filter Apply
: Call logs

: Function Key

¥ Security

» Device Log

: Security Settings

Picture 92- Web Filter settings

Web Filter Table @

Start IP Address End IP Address Option
Modify
172.16.12.14 |1?2.1B.12.24 —_—
Delete

Picture 93- Web Filter Table

Add and remove IP segments that are accessible; Configure the starting IP address
within the start IP, end the IP address within the end IP, and click [Add] to submit to take
effect. A large network segment can be set, or it can be divided into several network
segments to add. When deleting, select the initial IP of the network segment to be

deleted from the drop-down menu, and then click [Delete] to take effect.

Enable web page filtering: configure enable/disable web page access filtering; Click the
"apply" button to take effect.

Note: if the device you are accessing is in the same network segment as the phone,
please do not configure the filter segment of the web page to be outside your own

network segment, otherwise you will not be able to log in the web page.

11.36 Security >> Trust Certificates

Set whether to open license certificate and general nhame validation, select certificate
module.

You can upload and delete uploaded certificates.
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System

Permission Certificate

Network

Permission Certificate Disabled ] @
Line

common Name Validation Disabled ] @
Settings Certificate mode All Certificates ] @

Apply
Phonebook
Import Certificates @

Call logs Load Server File [ ][ selest ][ upioad |
Function Key Certificates List @

Index File Name Issued To Issued By Expiration

Security
Device Log

Security Settings

Picture 94- Certificate of settings

11.37 Security >> Device Certificates

Select the device certificate as the default and custom certificate.
You can upload and delete uploaded certificates.

; System

Device Certificates @

+ Network
Device Certificates Default Cerificates v (existence)
+ Line
Apply.

s Settings
Import Certificates @

> Phonebook Load Server File [_Selea ][ Upicad |
, Call logs Certification File @
File Name Issued To Issued By Expiration File Size
s Function Key Delete
Dot _]

»  Security

+ Device Log

: Security Settings

Picture 95 - Device certificate setting

11.38 Device Log >> Device Log

-_ Trust Certificates |[DENUEEReGLE1EH _

File Size

Delete

NOTE

Description:

Device certificates
settings,Can only setting
device certificates, wpn
certificates in Network-
VPN setting;https in
Network-Advanced
setting;sips certificates in
Line-Basic Settings
setting; Trust certificates
in Security-Trust
Certificates setting; Device
certificates in Security-
Device Certificate.

You can grab the device log, and when you encounter an abnormal problem, you can

send the log to the technician to locate the problem. See 11.6 Get log information.
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11.39 Security Settings

Picture 96- Input and output settings

Security Settings

parameter

description

Basic Settings

Ringtone )

_ The duration of the alarm bell
Duration

Configure the remote response server address (including the remote

Input & response server address and the alarm trigger server address). When the
Tamper input port is triggered, a short message will be sent to the server, the
Server message format is as follows:
Address Alarm_Info:Description=i51;SIP

User=;Mac=0c:38:3e:39:6a:b6;IP=172.16.7.189;port=Input

Input Settings

Input

Enable or disable the input port

When low level trigger (closed trigger) is selected, the detection input port
(low level) closed trigger.

Triggered By

When the high level trigger (disconnect trigger) is selected, the detection

input port (high level) disconnect trigger.

Send SMS Enable or disable the input port to send messages to the server
When set to dsskeyl or dsskey?2, trigger dsskey to make a call, the default is
Dss Key
none
Triggered ) )
_ Support ringtone selection
Ringtone
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12 Trouble Shooting

When the phone is not in normal use, the user can try the following methods to restore
normal operation of the phone or collect relevant information and send a problem report
to Safe technical support mailbox.

12.1 Get Device System Information

Users can get information by pressing the [Menu] >> [Status] option in the phone.The
following information will be provided:
The network information

Equipment information (model, software and hardware version), etc.

12.2 Reboot Device

Users can reboot the device from soft-menu, [Menu] >> [Phone settings] >> [System],

and press [Reboot], Or, simply remove the power supply and restore it again.

12.3 Reset Device to Factory Default

Reset Device to Factory Default will erase all user’s configuration, preference, database

and profiles on the device and restore the device back to the state as factory default.

To perform a factory default reset, user should press [Menu] >> [phone setting]>>
[maintain] , and then input the password to enter the interface. Then choose [Phone

Reset] and press [Reset]. The device will be rebooted into a clean factory default state.

12.4 Screenshot

If there is a problem with the phone, the screenshot can help the technician locate the
function and identify the problem. In order to obtain screen shots, log in the phone
webpage [System] >> [Tools], and you can capture the pictures of the main screen (you

can capture them in the interface with problems).
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> System

NOTE
Syslog
+ Network Description:
Enable Syslog: ST EmE
Server Address: 0.000 ° administrators or
+ Line technicians to analyze
Caegiort © | isues
a7 Log Level °
: Settings Export Log:
Apply
+ Phonebook
WLAN Log
+ call logs Enable WLAN Log:
Export Log
+ Function Key. LAty |
Packet Capture @
» Gy s
b EErmeD Screenshot
Main Screen: Save BMP
+ Security Settings Watch Dog
Enable watch Dog: e
Aply
PING
[ s ][ ewop
PING Result

Picture 97- Input and output settings

12.5 Network Packets Capture

Sometimes it is helpful to dump the network packets of the device for issue identification.
To get the packets dump of the device, user needs to log in the device web portal, open
page [System] >> [Tools] and click [Start] in “Packets Capture” section. A pop-up
message will be prompt to ask user to save the capture file. User then should perform
relevant operations such as activate/deactivate line or making phone calls and click

[Stop] button in the web page when operation finished. The network packets of the

device during the period have been dumped to the saved file.

»  System

St Trz=h

Tools Reboot Phone

NOTE
Syslog
s Network Description:
EoablelSrshogs Some tools to help
Server Address: 0.0.0.0 [~] administrators or
> Line technicians to analyze
Server Port: (] issues.
AP Log Level °
s Export Log:
Apply
> Phonebook
WLAN Log
Call logs Enable WLAN Log:
Export Log
> Function Key | Aoy |
Packet Capture @
° STy Siat
Teemg Screenshot
Main Screen: Save BMP
» Security Settings Watch Dog
Enable Watch Dog: @
Apply
PING
stat_|[ stop
PING Result
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Picture 98- Web capture

User may examine the packets with a packet analyzer or send it to Safe support mailbox.

12.6 Get Log Information

Log information is helpful when encountering an exception problem. In order to get the

log information of the phone, the user can login the phone web page, open the page

[Device log], click the [Start] button, follow the steps of the problem until the problem

appears, and then click the [End] button, [Save] to local analysis or send the log to the

technician to locate the problem.

12.7 Common Trouble Cases

Table 33 - Trouble Cases

Trouble Case

Solution

Device could not boot up

1.

The device is powered by external power supply via power
adapter or PoE switch. Please use standard power adapter
provided by Safe or PoE switch met with the specification
requirements and check if device is well connected to power
source.

If you saw “POST MODE” on the device screen, the device
system image has been damaged. Please contact location

technical support to help you restore the phone system.

Device could not register to a

service provider

Please check if device is well connected to the network. The

network Ethernet cable should be connected to the IE'

[Network] port NOT the [PC] port.
Please check if the device has an IP address. Check the system

information, if the IP displays “Negotiating...”, the device does not
have an IP address. Please check if the network configurations is
correct.

If network connection is fine, please check again your line
configurations. If all configurations are correct, please kindly

contact your service provider to get support, or follow the
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instructions in “12.5 Network Packet Capture” to get the network

packet capture of registration process and send it to Safe support
to analyze the issue.
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